


Combating Money Laundering
and Terrorist Financing

A Model of Best Practice for the Financial
Sector, the Professions and Other
Designated Businesses

Second Edition

F

TS

COMMONWEALTH SECRETARIAT



© Commonwealth Secretariat, 2006

First edition published in 2005 as Economic Paper 70
in the Commonwealth Economic Paper Series

All rights reserved. No part of this publication may be reproduced, stored in a retrieval
system, or transmitted in any form or by any means, electronic or mechanical, including
photocopying, recording or otherwise without the permission of the publisher.

Designed and published by the Commonwealth Secretariat
Printed by RPM Print & Design, Chichester

Wherever possible, the Commonwealth Secretariat uses paper sourced from
sustainable forests or from sources that minimise a destructive impact on the environment.

Copies of this publication may be ordered direct from:
The Publications Manager

Communications and Public Affairs Division
Commonwealth Secretariat, Marlborough House

Pall Mall, London SW1Y 5HX, United Kingdom

Tel: +44 (0) 20 7747 6342

Fax: +44 (0) 20 7839 9081

E-mail: publications@commonwealth.int

ISBN 10: 0-85092-842-7
ISBN 13: 978-0-85092-842-6

www.thecommonwealth.org



Contents

Preface to the First Edition

Preface to the Second Edition

PART | Global Issues, Strategies and Standards

1.1
1.2

1.3
14

2.1
2.2

2.3

24
2.5
2.6

3.1
3.2
33

Background and Introduction

A Global Problem and Global Solutions

Development of Commonwealth Anti-Money Laundering Strategies
and Policies

Purpose, Objectives and Status of the Model of Best Practice

How to Use the Model of Best Practice

Money Laundering: The Need for Action and the Benefits to be Obtained
What is Money Laundering?

Why Take Action

2.2.1 The Government View

2.2.2 The Financial Sector Interest

2.2.3 The Interest of the Professions

The Importance of Regional and National Initiatives: The Link to
Economic Development and International Recognition

The Money Laundering Process

Basic Principles of Money Laundering Prevention

The Benefits of Reduced Vulnerability

2.6.1 Environmental Protection

2.6.2 Economic and Financial Analysis

Understanding How Terrorism is Financed
What is Terrorism?

Characteristics of Terrorist Financing
Sources of Terrorist Financing

3.3.1 Extortion and kidnapping

3.3.2 Smuggling

3.3.3 Drug Trafficking

3.3.4 Charities and fundraising

3.3.5 Donations

Xi

Xiii

13
13
13
14
14
14
14
15
15




34
35
3.6

4.2

43
4.4

5.2

Laundering of Terrorist-related Funds
Recognising Terrorist Financing
Sanctions and Sources of Information

Development of International Initiatives and Standards
Establishing the International Initiatives

4.1.1 The Vienna Convention

4.1.2 The Palermo Convention

4.1.3 The Council of Europe Convention

4.1.4 The European Money Laundering Directives

4.1.5 The Financial Action Task Force

4.1.6 United Nations Global Programmes

Enhanced International Financial Regulation

4.2.1 The Basle Principles

The International Monetary Fund

Action Against Non-co-operative Countries and Territories

Establishing International and Regional Co-operation
Co-operation between Governments

5.1.1 Co-operation in Mutual Legal Assistance and Extradition
5.1.2 Exchange of Information Relating to Suspicious Transactions
Co-operation through Regional Bodies

5.2.1 The Advantages of Developing Regional Approaches

5.2.2 Developing Regional Standards

5.2.3 Current Regional Groupings

5.2.4 The Activities of Regional Anti-Money Laundering Groups

PART Il National Issues and Strategies

6
6.1

6.2

6.3

Developing National Strategies

The Basis of Successful Anti-Money Laundering Strategies
6.1.1 The Formation of a National Co-ordination Committee
Recognising Issues of US Extra-territoriality

6.2.1 The Extra-territorial Application of the US Patriot Act
6.2.2 Procedural Requirements — Money Laundering

6.2.3 Criminal Provisions — Money Laundering

6.2.4 Harbouring or Concealing Terrorists

6.2.5 Material Support for Terrorism

6.2.6 Forfeiture

Developing Strategies for Offshore Financial Centres

6.3.1 The Potential Impact of Offshore Financial Centres

15
16
16

18
18
18
18
19
19
20
22
22
23
24
24

26
26
26
27
29
29
29
30
32

37
37
37
38
38
39
40
41
41
41
42
41




6.4

6.5

6.6

6.7

6.8

6.9

7.1
7.2
7.3
7.4
7.5

6.3.2 Criminal Threats to the Development of Offshore Markets

6.3.3 The Need for a Sound Regulatory Regime for the Offshore
Financial Sector

6.3.4 Uses of Offshore Financial Centres

Establishing Co-operation and a ‘Partnership Approach’

6.4.1 The Role of the Financial Sector

6.4.2 The Role of Non-financial Professions and Businesses

6.4.3 The Role of Law Enforcement

6.4.4 The Need for Reciprocity

The Development of Policies

6.5.1 Legislative Policy

6.5.2 Financial Sector Strategy

6.5.3 Developing Strategies for the Non-financial Sector and Businesses

6.5.4 Empowering the Financial Sector to Professions and other Businesses

6.5.5 Enforcement Agency Policy

Identifying High-risk Business

6.6.1 Treatment of Countries with Inadequate Money Laundering Regimes

6.6.2 Risk Assessment in Financial and Professional Services and Other
Business Sectors

Identifying the Risks and Requirements for E-commerce and Internet

Financial Services

6.7.1 The Potential for E-money Laundering

6.7.2 Internet Banking

Managing the Displacement Factors: Parallel Economies, Underground

Banking and Alternative Remittance Systems

6.8.1 Criminal Use of Alternative Remittance Systems

6.8.2 Identifying the Existence of Alternative Remittance/Money Value
Transfer Systems

6.8.3 Implementing Counter-measures

6.8.4 Counter-measures Using the Interface with the Formal Banking System

6.8.5 Restrictions on the Use of Cash

Increasing Public Awareness

Criminalising Money Laundering

Scope of the Criminal Offence of Money Laundering

The Elements of the Vienna Convention

The Elements of the Palermo Convention

The Commonwealth Model Law

The Inclusion of Economic Crimes within Money Laundering Offences
7.5.1 Tax Evasion

43
43

44
47
47
47
48
48
48
48
49
50
51
52
53
53
53

53

54
55
56

56
57

58

59
59

61
61
62
63
64

65




7.6

7.7
7.8

8.1
8.2

8.3

8.4

8.5

8.6

Bribery and Corruption

7.6.1 The OECD Bribery Convention
7.6.2 Grand Corruption

Secrecy versus Confidentiality

Implementing a Requirement to Report Knowledge/Suspicion of Money

Laundering

7.8.1 Determining Reporting Requirements

7.8.2 Suspicious Transaction/Activity Reporting

7.8.3 Protection for the Reporting Institution

7.8.4 Currency Transaction Reporting

7.8.5 Reporting International Capital/Currency Movements

Setting Obligations for the Financial Sector, the Professions and
Other Designated Businesses

General Requirements

Defining the Scope of Financial Sector Activities

8.2.1 Displacement

Determining the Scope and Vulnerability of Non-financial Sector
Businesses and Professions

8.3.1 Casinos and Other Gambling Businesses

8.3.2 Real Estate Agents

8.3.3 Dealers in High-value Goods

8.3.4 Trust and Company Service Providers

8.3.5 Lawyers, Notaries and Legal Professionals

8.3.6 Accountants

Regulations for Financial Institutions, Professions and Other Designated

Businesses
8.4.1 The Purpose and Scope of the Regulations
8.4.2 The Implementation of Policies and Controls

8.4.3 Customer Due Diligence — Establishing Identification and ‘Know Your

Customer’ Procedures

8.4.4 Establishing the Requirements for Recognition and Reporting of
Suspicions

8.4.5 Record-keeping Requirements

8.4.6 Awareness Raising and Training of Staff

The Role of the Supervisory Authorities

8.5.1 Monitoring Compliance

8.5.2 Using Licensing to Prevent Criminal Control of Financial Institutions

Establishing Partnership and Commitment
8.6.1 Providing Guidance Notes

66
66
66
67
68

68
69
70
70
71

72

72
73
74
74

75
77
78
78
80
81

82
83
83

93

95
96
96
98
98
99
100

vi



9.2
9.3

94
9.5
9.6
9.7
9.8

8.6.2 Education and Training
8.6.3 Political Commitment and Resources

Processing Reports, Investigation, Prosecution and Confiscation
Establishing a Central Reporting Agency

9.1.1 Formation or Strengthening of Financial Intelligence Units
Processing Reports

Investigating Reports

9.3.1 Formation or Strengthening of Financial Investigation Units
Establishing Confidentiality and Controls

Obtaining Evidence for Use in Investigations

Providing Feedback from the Investigating Agency

Compilation of Statistics and Trends

Powers to Trace, Freeze and Confiscate the Proceeds of Crime
9.8.1 Exchange of Information

9.8.2 Mutual Legal Assistance and Extradition

9.8.3 Commonwealth Secretariat Guide to National Procedures

PART Il Financial and Professional Sector Procedures

10

10.1
10.2
10.3
10.4
10.5
10.6
10.7

1
111

11.2

11.3

Internal Controls, Policies and Procedures

Duty to Establish Policies and Procedures

The Need to Tailor Policies and Procedures
Appointment of Money Laundering Reporting Officer
The Objectives of a Compliance Policy

Compliance Monitoring and Auditing
Communication of Policies to Staff

Group Policies

Establishing Customer Due Diligence Procedures

‘Know Your Customer’ — The Basis for Recognition and Reporting
11.1.1 The Basic Requirements of ‘Know Your Customer’

The Duty to Verify Identity

11.2.1 When Must Identity Be Verified?

11.2.2 Whose Identity Should Be Verified?

11.2.3 Timing of ldentification Requirements

11.2.4 Failure to Complete the Due Diligence Requirements
Establishing Identity

11.3.1 Identification Information for Natural Persons

11.3.2 Procedures for Verifying the Identity of Natural Persons

101
101

103
103
103
104
105
105
105
106
107
107
107
108
109
111

115
115
116
117
117
118
119
120

121
121
121
121
123
123
124
125
126
126
127

vii



12
121
12.2

123

124

12.5

12.6

12.7
12.8

13

13.1
13.2
13.3
13.4
13.5

13.6
13.7

11.3.3 Identity Requirements for Corporate Customers

11.3.4 Trusts

11.3.5 Non-Face-to-Face Verification

Introduced Business: Reliance Between Regulated Institutions
11.4.1 Who Can Be Relied upon and in What Circumstances?
11.4.2 Corporate Group Introductions

11.4.3 Correspondent Relationships

11.4.4 Politically Exposed Persons

Knowing the Customer’s Business

Recognition and Reporting of Suspicions

Compulsory Transaction Reporting

The Obligation to Report Knowledge or Suspicion of Money Laundering
12.2.1 What is Meant by Knowledge?

12.2.2 What is Meant by Suspicion?

12.2.3 What is Meant by Reasonable Grounds to Suspect?

‘Know Your Customer’: The Basis for Recognising Suspicions

12.3.1 Monitoring Procedures to Assist a ‘Know Your Customer’ Approach
Reporting Suspicions

12.4.1 Internal Reporting Procedures

The Role of the Money Laundering Reporting Officer

12.5.1 Formal and documented deliberations of the MLRO

Reporting Suspicions to the Authorities

12.6.1 Reporting Suspicions — The Tax Smokescreen

12.6.2 Secure Record Retention

12.6.3 Protection of Staff Against Breach of Confidentiality
Confidentiality of Disclosures — Tipping Off

Liaising with the Investigating Agencies

Retention of Records

General Principles and Objectives
Identity Records

Transaction Records

Records of Suspicion Reports
Format and Retrieval of Records
13.5.1 Format of Records

13.5.2 Retrieval of Records

13.5.3 Records Relating to Ongoing Investigations
Group Record Retention Policy
Wire Transfer Transactions

128
130
131
132
132
133
133
134
136

137
138
138
138
138
138
139
140
141
142
143
143
144
144
145
145
145
146

147
147
148
148
149
149
149
150
150
150
150

viii



13.7.1 The Introduction of International Standards to Combat Terrorism
13.7.2 Record Keeping

14  Awareness Raising and Training
14.1 Communicating Information to Staff
14.1.1 Awareness Raising
14.1.2 Delivery of Information to Staff
14.2 Training
14.2.1 Managers/Staff
14.2.2 Compliance/Reporting Officers
14.2.3 Timing and Approach to Training
14.3 Keeping Records of Training
Appendices
A Money Laundering Typologies
B Examples of Potentially Suspicious Activity and Transactions
C FATF Guidelines: Providing Feedback to Reporting Institutions and Other

Persons

151
153

154
154
155
155
155
155
156
156
156

157
170
179







Preface to the First Edition

Money laundering is a worldwide problem. It involves hundreds of billions of dollars that
are laundered through international financial institutions. With increasing globalisation
and liberalisation of financial systems, countries are becoming more vulnerable to the
risks of money laundering and its contagious effects. The sheer scale of money launder-
ing and the damage it causes warrant a strategic global approach. The work of the
Financial Action Task Force (FATF) in formulating global policies to combat money
laundering over the last 15 years has addressed the changing methods and techniques
used by money launderers as they respond to evolving counter-measures. The FATF’s
original 40 Recommendations were drawn up in 1990 to combat the misuse of financial
systems by persons seeking to launder dirty money, usually the proceeds of the narcotics
trade and other criminal activities. In 1996, the Recommendations were revised for the
first time to reflect evolving money laundering typologies. Following the terrorist attacks
on the United States of 11 September 2001, the FATF issued a further nine Special
Recommendations to combat terrorist financing, which sometimes involved the use of
funds from legitimate sources for this illegitimate activity.

Following the increasingly sophisticated combination of techniques, such as the use
of legal persons to disguise the true ownership and control of illegal proceeds and
increased use of professionals to provide advice and assistance in laundering criminal
proceeds, a comprehensive review of the Recommendations was undertaken and com-
pleted in June 2003. The process of revising the 40 Recommendations was extensive and
open to FATF members, non-members, observers, financial institutions and other
affected sectors and interested parties. The consultation process provided a wide range
of inputs to the review. The Commonwealth Secretariat participated in the review
process and the revised 40 Recommendations have been endorsed by the Common-
wealth for implementation in all its member countries.

As part of its work in promoting good governance and combating corruption, the
Commonwealth has over the years been in the forefront of international efforts to
combat money laundering and terrorist financing, particularly through supporting its
developing member countries in implementing comprehensive anti-money laundering
(AML) and combating financing of terrorism (CFT) systems that comply with global
standards. In 1996, the Secretariat developed generic Commonwealth Guidance Notes
for the financial sector. The Guidance Notes were revised in 2000 and published as A
Model of Best Practice for Combating Money Laundering in the Financial Sector.

It has been recognised that legislation alone is not enough to combat money laun-
dering and terrorist financing; the financial sector and other associated businesses and
professions must play a central and critical role. It is, therefore, essential for policy-
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makers to include the financial sector and other associated businesses and professions in
the development of AML/CFT legislation and regulations.

This publication is a revision of the 2000 Commonwealth publication, A Model of
Best Practice for Combating Money Laundering. It incorporates the new international
standard arising from the revised 40 Recommendations and the nine Special
Recommendations on Financing Terrorism.

I hope that this manual will be helpful for policy-makers, regulators, financial insti-
tutions and professionals, especially those working in the law and accounting and in
designated businesses such as real estate agents and dealers in precious metals. At the
macro level, it is intended as a tool for policy-makers in developing legislation and
regulations; at the micro level, it seeks to provide guidance to individual financial insti-
tutions, businesses and professionals on combating money laundering and terrorist
financing.

The manual is divided into three main parts: the first deals with global issues, strate-
gies and standards; the second with national issues and, in particular, national strategy
formulation; and the third with financial and professional sector procedures.

[ am particularly grateful to Sue Thornhill and Michael Hyland of MHA Consulting,
acknowledged international experts in the field, for their work in producing this
publication.

Winston Cox
Commonwealth Deputy Secretary-General

Xii
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Preface to the Second Edition

The first edition of Combating Money Laundering and Terrorist Financing, published in
2005, has been warmly received by Commonwealth governments and professionals
working on this problem, both in the Commonwealth and further afield. This second
edition includes a number of minor corrections to the text throughout, and a new section
on understanding how terrorism is financed. We hope that it will continue to be useful
both to policy-makers developing legislation and regulations in this area, and to profes-
sionals working to ensure that they follow good practice.

Indrajit Coomaraswamy
Director

Economic Affairs Division
Commonwealth Secretariat
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1
Background and Introduction

1.1 A Global Problem and Global Solutions

[t is now over a decade since the first formal and concerted international action to com-
bat money laundering was taken. At that time it was recognised that without effective
international and regional co-ordination, there was little prospect of successful action to
deprive criminals of the proceeds of their crimes. National economies also needed to be
protected from the harmful effects of crime and its financial rewards. Global, regional
and national initiatives and strategies all had their part to play in this concerted effort
to combat serious crime.

Since the initial international initiatives were introduced, criminals have adapted,
and money laundering methods and techniques have changed, in response to the
counter-measures that have been introduced. As a consequence, the Financial Action
Task Force, the principal international standard setting body, has fundamentally revised
the 40 Recommendations that it drew up in 1990 and this has coincided with the revi-
sion by the Basle Committee of Banking Supervisors of its customer due diligence
requirement for banks. In recognition of the way in which criminals have adapted to the
international initiatives, the FATF Recommendations now extend beyond the financial
sector to the legal and accountancy professions and to other designated business sectors.

In addition, since the events of 11 September 2001, the funding of terrorist activities
has been seen as having many features in common with money laundering. In October
2001, the FATF issued its Special Recommendations on Terrorist Financing, containing
eight additional special recommendations to supplement the FATF 40, and this was
followed in April 2002 by a paper entitled Guidance for Financial Institutions in Detecting
Terrorist Financing.

Most countries that had already established anti-money laundering measures have
now added to their laws and regulations so that activities designed to provide funding of
terrorist activities now come under the same level of potential scrutiny as money launder-
ing activities.

As the Commonwealth Model of Best Practice inevitably draws heavily on the
requirements of the FATF Recommendations and the Basle Due Diligence Principles for
Banks, the Commonwealth Model has now been updated to reflect these changes to
international standards.
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1.2 Development of Commonwealth Anti-Money Laundering Strategies
and Policies

The development of Commonwealth anti-money laundering strategies dates back to
1993 when the Commonwealth Model Law was drafted. However, at a meeting of senior
finance officials in June 1995, it was recognised that legislation alone was not enough to
combat money laundering. Criminals need to launder the proceeds of their crimes
through the financial sector whose co-operation in combating money launder is essential.

Commonwealth Finance Ministers, at their meeting in Kingston, Jamaica in October
1995, endorsed the Report on Money Laundering Issues and actions produced by senior
finance officials at their Colombo Meeting. Consequently, it was agreed to take action
to follow up recommendations for the financial sector. Principal amongst these was the
development of generic guidance notes setting out best practice in all areas covered by
the legislation and offering examples of money laundering cases and potentially suspi-
cious transactions.

Commonwealth Guidance Notes for the Financial Sector were first produced in 1996 and
adopted at the Meeting of Commonwealth Finance Ministers held in October of that year.

[t is recognised that for good practice guidance notes to be effective, they need to be
reviewed on a regular basis to reflect changing circumstances and experience. Many
changes in global anti-money laundering standards have taken place since 1996; while
it is recognised that Commonwealth countries have progressed with the application of
their legislation and financial sector guidance at different speeds, it is important that the
Commonwealth Guidance Notes reflect current international standards. The Common-
wealth Secretariat has therefore produced these revised Guidance Notes to reflect the
changes that have taken place.

1.3 Purpose, Objectives and Status of the Model of Best Practice

Detailed best practice guidance for combating money laundering and terrorist financing
can only be produced within the context of local national legislation and regulation and
economic circumstance.

The approach to such legislation and regulation, which will reflect the local econ-
omic position, has a major impact upon the capability of the financial sector to play its
required role. It is essential for the policy-maker to include the relevant parts of the
private sector (together with all other parties involved) in the development of the legis-
lation and regulation, and for the financial sector to make a full commitment to the suc-
cess of the national anti-money laundering strategy.

This document therefore has two discrete but complementary purposes:

o Firstly, at a macro level, it is intended as a tool for policy-makers. It contains points
of discussion for, and offers advice to, senior finance officials who, together with others,
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such as senior law officials, are tasked with drafting and monitoring a strategy which

effectively involves the financial sector. In this respect, the document draws on the

developing strategies and issues that have been considered by senior finance officials and

Finance Ministers over the past five years.

Secondly, it seeks to provide guidance to individual institutions and businesses on
how they might effectively protect themselves from the damaging impact of handling
criminal money and fulfil their obligations as regards anti-money laundering and
terrorist legislation. Of necessity, this part of the document is of a generic nature, and
each country must adapt it to reflect local legislation and regulation. However, the
FATF Recommendations provide the world standard against which all countries will
be measured and these have therefore been used as a base.

1.4 How to Use the Model of Best Practice

As indicated above, this document is intended to serve two purposes, and has been struc-

tured so that both purposes can be easily met.

Part I (Chapters 1-5) sets out the general global issues and strategies to prevent
money laundering. It also provides introductory definitions, and background informa-
tion, which will be of interest and relevance to both national policy-makers and indi-
vidual financial institutions.

Part II (Chapters 6-9) assists the policy-makers who are preparing legislation,
regulation and setting a national policy.

Part III (Chapters 10-14) sets out the basis for financial sector policies and procedures
and provides the options for adaptation by any individual country to reflect local
legislation and strategies.
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2

Money Laundering: The Need for Action
and the Benefits to be Obtained

2.1 What is Money Laundering?

Money laundering is the process by which criminals attempt to hide and disguise the
true origin and ownership of the proceeds of their criminal activities, thereby avoiding
prosecution, conviction and confiscation of the criminal funds. Failure to prevent
laundering permits criminals to retain the funds or recycle them to fund further crimes.

2.2 Why Take Action?

In recent years, there has been increasing recognition of the need to attack money launder-
ing in order to fight serious crime effectively. Former IMF Managing Director, Michael
Camdessus, has estimated the amount of laundering at 2-5 per cent of the world’s gross
domestic product — almost US$600 billion, even at the lowest end of the scale. However,
there are no estimates of how much of this is immediately spent by criminals and their
organisations, and how much is laundered.

Of particular interest to the Commonwealth is the fact that, with the liberalisation
of developing countries, laundered money can enter the financial system in the guise of
assisting ailing economies and increasing inward investment. However, the unwitting
acceptance of such ‘dirty funds’ can cause significant problems in the medium to long
term as the funds frequently depart as swiftly as they arrived.

The ability to launder the proceeds of criminal activity, through the financial systems
of the world, is vital to the success of criminal operations. Strengthening the prudential
supervision and reputation of the financial system, the professions and other vulnerable
business sectors through effective anti-money laundering measures is an essential pre-
requisite of achieving and maintaining the potential benefits of domestic and foreign
financial liberalisation.

2.2.1 The Government View

From the point of view of national governments, there are four principal reasons for
tackling money laundering:

e Failure to prevent money laundering permits criminals to benefit from their actions,
thus making crime a more attractive proposition. It also allows criminal organisations
to finance further criminal activity. These factors combine to increase the level of
crime.
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e The unchecked use of the financial system for this purpose has the potential to under-
mine individual financial institutions and ultimately the integrity of the entire finan-
cial sector. It could also have adverse macroeconomic effects and affect the exchange
rate through large transfers of capital flows, and could lead to rent-seeking and dis-
torted resource allocation.

e Unchecked laundering may engender contempt for the law, thereby undermining
public confidence in the legal system and in the financial system, which in turn pro-
motes economic crime such as fraud, exchange control violations and tax evasion.

e Money laundering facilitates corruption; ultimately, the accumulation of economic
and financial power by unscrupulous politicians or by criminal organisations can
undermine national economies and democratic systems.

2.2.2 The Financial Sector Interest

Both the financial sector as a whole and individual financial institutions have a keen
interest in taking action. There are two principal reasons for this:

e The long-term success of the financial sector depends on attracting and retaining
legitimate funds. These funds are attracted and retained because of the nature of the
products and services, the quality and reliability of the service, and the reputation of
the centre.

e Laundered money is invariably transient in nature. It damages reputations and
frightens away the honest investor. The money launderer is a criminal and, if success-
ful, will launch further attacks on the financial sector. It is therefore a matter of self-
interest to protect the reputation of the financial sector by doing all that is possible
to assist the authorities in detecting and prosecuting crimes.

2.2.3 The Interest of the Professions

While the long-term success of individual legal and accountancy firms is not so depend-
ent on the reputation of the profession as a whole, greater public scrutiny is being given
to professional integrity and any involvement by a professional firm with criminal money
or terrorist financing will irreparably damage the reputation and long-term future of the
firm concerned and will bring into question the integrity of the profession itself.

2.3 The Importance of Regional and National Initiatives: The Link to
Economic Development and International Recognition

Crime is universal, but some countries export more of it than others. Countries lacking
an effective criminal justice system pose a disproportionate threat to the wellbeing of
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more stable societies. They are a major source of cross-border flows of dirty money and
one bad apple in a regional barrel can taint all of its geographical neighbours.

Some countries also appear more willing than others to import the proceeds of crime.
Jurisdictions with inadequate financial supervision are often the ultimate destination of
these flows. Money that begins life as the proceeds of a drug deal or an illegal arms trade
is often laundered through a neighbouring country to avoid detection and confiscation
in the country of origin.

An increasing amount of effort is being focused through the transnational organisa-
tions to reduce both national and regional vulnerabilities and to take action against
crime and corruption. Increasingly, the level of international aid is being linked to the
demonstration of political will to enact effective anti-money laundering strategies and
to eradicate criminal finance and official corruption. Those countries that refuse to
adopt international standards are finding that their economic development is hampered
by a lack of international acceptance. Publicity is being given to the worst offending
jurisdictions and financial institutions are being required to apply close scrutiny to trans-
actions with these countries. Often, an entire region is affected and the need for both
national and regional initiatives becomes vital.

The effects of this scrutiny is most apparent in the application of the FATF non-
cooperative countries and territories strategy (see section 4.4) which recommends that
countries such as the USA and the UK take measures to prohibit business with coun-
tries whose strategies to combat money laundering and terrorist financing and deemed
to be wholly inadequate.

Experience suggest that the launderer favours institutions and services within poorly
regulated, offshore havens, which offer guarantees of secrecy and anonymity. Such
secrecy and anonymity is also available to the launderer through the informal channels
of the parallel economy, (e.g. the ‘kerb market’ and the alternative remittance systems),
which exist in a number of Commonwealth countries.

In recent years, significant international effort has been devoted to enhancing super-
visory and regulatory standards and to developing international standards for combating
abuse of the alternative remittance systems (see section 6.8). These measures to combat
abuse must, of necessity, be implemented by both home and host states if they are to be
effective.

2.4 The Money Laundering Process

There is no one method of laundering money. Methods can range from the purchase and
resale of real estate, or a luxury item (e.g. a car or jewellery) to passing money through
a complex international web of legitimate businesses and ‘shell’ companies. Initially,
however, particularly in the case of drug trafficking and some other serious crimes, such
as robbery, the proceeds usually take the form of cash. For instance, street level purchases
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of drugs are almost always made with cash, and this cash needs to enter the financial sys-
tem by some means.
There money laundering process is often described as taking place in three stages:

e Placement is the physical disposal of cash proceeds derived from illegal activity;

e Layering is the process of separating illicit proceeds from their source by creating
complex layers of financial transactions designed to disguise the audit trail and pro-
vide anonymity;

e Integration is the provision of apparent legitimacy to criminally derived wealth. If
the layering process has succeeded, integration schemes place the laundered proceeds
back into the economy in such a way that they re-enter the financial system and
appear to be normal business funds.

The three basic steps may occur as separate and distinct phases. They may occur simul-
taneously or, more commonly, they may overlap. How the basic steps are carried out
depends on the available laundering mechanisms, the requirements of the criminal
organisations and the robustness of the regulatory and monitoring procedures of the
financial sector.

Money laundering has traditionally been associated solely with banks and other
similar financial institutions. Action to combat money laundering has therefore trad-
itionally focused on the banks, reflecting the historical emphasis on the laundering of
street cash derived from the sale of drugs. While it may be true that banking processes
such as deposit taking, money transfer systems, lending, etc., do offer a vital laundering
mechanism, criminals have responded to the counter-measures put in place by the bank-
ing sector and it must now be recognised that products and services offered by other
types of financial and non-financial institutions are also attractive to the launderer.

Given the diverse channels through which money laundering proceeds are moved,
an effective approach to combating money laundering must involve all aspects of the
financial system. It must cover money that has already been ‘placed’ into the financial
system and, of course, money derived from other forms of crime that has never been in
the form of cash. The sophisticated launderer involves many unwitting accomplices:

e banks and securities houses;

e financial intermediaries;

e accountants and solicitors;

e surveyors and estate agents;

e company formation agents and management services companies;

e casinos and bookmakers;
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bullion and antique dealers;
car dealers; and

others who deal in high value commodities and luxury goods.

The basic techniques and mechanisms for money laundering continue to be well

documented, primarily through the FATF typologies exercises (see section 4.1.5). A

summary of this information is contained in Appendix A.

2.5 Basic Principles of Money Laundering Prevention

The following basic principles of money laundering prevention, contained in the FATF

Recommendations, are common to all countries:

Money laundering should be criminalised on the basis of the UN conventions and
applied to all individuals and legal persons, determining as appropriate which serious
crimes should be covered in addition to drugs (FATF Recommendations 1 and 2);

Appropriate measures should be put in place to confiscate the proceeds of crime
(FATF Recommendation 3);

Banking secrecy laws must not conflict with or inhibit the effectiveness of the money
laundering strategy (FATF Recommendation 4);

Administrative and regulatory obligations to develop systems and controls guard
against money laundering should be imposed on all financial institutions (FATF
Recommendations 5-12, 15);

Obligations should be placed on all financial institutions, that if they know or suspect,
or have reasonable grounds to suspect, that funds derive from criminal activity, they
should report those suspicions promptly to the competent authorities (FATF
Recommendation 13 and 16);

The obligations for developing anti-money laundering systems, controls and report-
ing procedures should be applied to designated non-financial businesses and profes-
sions, recognising, as appropriate, the concept of legal privilege (FATF Recom-
mendations 16, 20 and 24-25);

Financial and non-financial sector businesses, their directors and employees, should
be protected against breach of confidentiality if they report their suspicions in good
faith (FATF Recommendation 14);

Appropriate, proportionate and dissuasive sanctions should be introduced for non-
compliance with anti-money laundering or terrorist financing requirements (FATF
Recommendation 17);

10
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Countries should not approve the establishment or accept the continued operation of

shell banks (FATF Recommendation 18);

Countries should consider implementing feasible measures to detect or monitor the
physical cross-border transportation of cash and bearer-negotiable instruments and to
imposing a requirement on financial institutions and intermediaries to report all
transactions above a certain amount (FATF Recommendation 19);

Appropriate measures should be taken to ensure that financial institutions give
special attention to business relationships and transactions whose anti-money
laundering and anti-terrorist measures are inadequate (Recommendations 21-22);

Countries should ensure that financial institutions, designated non-financial businesses
and professions are subject to adequate regulation and supervision and that criminals
are prevented from owning and controlling financial institutions (Recommendations

23-25);

Appropriate law enforcement mechanisms should be put in place to process, investi-
gate and prosecute suspected reports of money laundering and a Financial Intel-
ligence Unit (FIU) should be established as the national receiving centre for infor-
mation on money laundering and terrorist financing (Recommendations 26-32);

Countries should ensure that the transparency of legal persons and structures can be
accessed on a timely basis (Recommendations 33 and 34);

Countries should rapidly, constructively and effectively provide the widest possible
range of mutual legal assistance in relation to money laundering and terrorist financ-
ing investigations, prosecutions and related proceedings, and provide the widest
range of international co-operation to their foreign counterparts (Recommendations

36-40).

Success requires the commitment of all involved, both within and across jurisdictions,
including legislators,regulators, enforcement agencies and financial institutions. An
important feature of money laundering prevention is partnership between all concerned.

2.6 The Benefits of Reduced Vulnerability

2.6.1 Environmental Protection

The impact of serious crime and corruption both within the developed and developing
regions of the world is significant. Taking the profit out of crime can have a significant
impact both socially and economically. Criminal money in large amounts undermines
the social, economic and political fabric of society and consequently affects the day to
day life and environment of every citizen. A relatively crime-free society with a sound
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and effective criminal justice system provides a healthier and safer environment in
which to live and work.

2.6.2 Economic and Financial Analysis

The economic benefits of a sound, well-regulated financial system cannot be disputed
and the fact that bad money drives out good is a well-known and documented fact.
Ultimately, countries that fail to take action to guard against financial systems being
used by criminals are in danger of having serious economic sanctions imposed upon
them.

The involvement of national governments and regional/local institutions will lead to
ownership of the problems arising from the laundering of criminal money and demon-
strates the political will to act. Locally developed solutions will strengthen public and
private capacity to respond effectively to new criminal threats as they arise.
Strengthening existing institutional capacity within countries and regions makes these
institutions more effective, more efficient and reduces their reliance on external assis-
tance and donor aid.

Anti-money laundering programmes will help to identify and reduce fraud, tax evasion,
breaches of exchange controls and other economic crimes. Procedures to follow the
criminal money trail and confiscate the proceeds of crime can result in the ability to
detect and recover significant amounts of corruptly diverted or embezzled government
funds. The recovered and increased revenues can then be used for the benefit of society
rather than increasing the wealth and profits of the criminal.

12
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3
Understanding How Terrorism is Financed

3.1 What is Terrorism?

According to the definition contained in the International Convention for the
Suppression of the Financing of Terrorism drawn up in December 1999, the primary
objective of terrorism is ‘to intimidate a population, or to compel a Government or an
international organisation to do or abstain from doing any act’. This is in contrast to
other types of criminal activity where financial gain is generally the ultimate objective.
While there is a difference in goals, terrorist organisations still require financial support
in order to achieve their aims, and a successful terrorist group, like any criminal organ-
isation, is therefore one that is able to build and maintain an effective financial infra-
structure.

Terrorists and their organisations need finance for a wide variety of purposes — recruit-
ment, training, travel, materials and setting up safe havens. Tracking, intercepting and
strangling the flow of funds are vital elements of the global effort against terrorism.

The intelligence that can be gained about terrorist networks through knowledge of
their financial transactions and dealings is vital in protecting national and international
security and upholding the integrity of national and international financial systems.

3.2 Characteristics of Terrorist Financing

Terrorists often control funds from a variety of sources around the world and employ
increasingly sophisticated techniques to move these funds between jurisdictions. In
doing so, they draw on the services of professionals such as bankers, accountants and
lawyers, and take advantage of a range of financial services products.

Although the total funds required by terrorist networks may be large, the funding
required to finance individual terrorist attacks may be small. The US authorities have
made an approximate estimate of the total cost of the planning and execution of the 11
September attacks in the USA of $200,000. UK experience bears out the relatively low
costs required for an effective terrorist attack. The 1993 ‘Bishopsgate bomb’ in the City
of London, which caused loss of life and over £1 billion worth of damage to property, is
estimated to have cost only £3,000.

Detecting the transmission of such relatively small sums as they move through the
financial system is challenging, especially before a terrorist attack takes place.
Nevertheless, disrupting the transfer of financial support for terrorism makes it harder for
terrorists to operate. Tracking the flow of funds also provides information on links,
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profiles and movements, which helps to build up an intelligence picture of the way in
which terrorists and terrorist organisations operate.

3.3 Sources of Terrorist Financing

It is generally believed that terrorist financing comes from two primary sources. The first
is the financial support provided by nation states or organisations with large enough
infrastructures to collect and then make funds available to terrorists. This so-called ‘state-
sponsored terrorism’ has declined in recent years. Alternatively, an individual with
sufficient financial means may also provide substantial funding to terrorist groups.
Investigations have also revealed that some NGOs have been involved in the funding
of terrorist activity.

The second major source of terrorist funding is legitimate or illegitimate revenue-
generating activity committed by terrorist organisations themselves. Criminality can
provide a consistent revenue stream and terrorist organisations will choose activities that
carry low risks and generate large returns. The following financing activities are typical.

3.3.1 Extortion and Kidnapping

This form of fundraising continues to be one of the most prolific and highly profitable.
Monies are usually raised from within communities of which the terrorists are an integral
part in return for ‘protection’, usually against the terrorists themselves. Over time, extor-
tion comes to be regarded as a cost of doing business in communities where it is prevalent,
and payments from individuals or businesses become essential to obtain the release of
kidnapped family members, colleagues or employees.

3.3.2 Smuggling

Smuggling across borders has become one of the most profitable activities for terrorist
organisations. Successful smuggling operations require co-ordination and established
distribution networks through which smuggled goods can be sold for profit. The illegal
smuggling profits are ‘placed’ into the banking system with the use of front companies or
short-term shell companies that are dissolved after they have fulfilled their purpose.
Alternatively, legitimate ‘front’ businesses may be used to pay in the smuggled funds as
part of their normal turnover. In some cases businesses extorted by terrorist organisations
are coerced into placing criminal proceeds.

3.3.3 Drug Trafficking

The proceeds of drug trafficking activity can be a highly profitable source of funds for ter-
rorist groups and nation states that sponsor terrorism. Even if a terrorist group is not
directly involved in the importation or distribution of drugs, they often profit from the
activity by allowing drug suppliers and dealers to operate within the communities that
they control, and through the imposition of levies.

14
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3.3.4 Charities and Fundraising

Community solicitation and fundraising appeals are a very effective means of raising
funds to support terrorism. Such fundraising is often carried out by organisations which
appear to have ‘charitable’ or ‘relief’ status. Fundraising activity may be targeted at
particular communities where individuals either donate money knowing that it will be
used for terrorist purposes, but more often believe that they are making a donation to a
good cause. The charitable organisations to which they make donations often do, in fact,
engage in some charitable work, in addition to acting as effective fundraising mecha-
nisms for terrorism.

In line with the FATF recommendations, all countries are now required to take steps
to prevent the misuse of charities for illegal purposes. Not all charitable or goodwill
institutions, however, are as yet well regulated or required to maintain bank accounts.
Charities are not required to publish full accounts of the projects that their fundraising
efforts have helped to finance.

3.3.5 Donations

It is common practice within certain ethnic communities for amounts calculated as a
percentage of income to be donated automatically to charity. Obviously it would be
wrong to assume that such donations are either made with the intention of being of
benefit to terrorists or that they are used for this purpose. Nevertheless, it must be recog-
nised that both community donations and donations from wealthy private individuals
and nation states that support terrorism are an important source of funding for many
terrorist organisations.

3.4 Laundering of Terrorist-related Funds

As with other criminal organisations, terrorist groups will often attempt to obscure or
disguise links between themselves and their funding sources. The methods used to achieve
this objective are generally the same as for other criminal organisations (see Appendix A).

There have also been indications that some forms of alternative remittance systems,
particularly the hawala system, play a role in the movement and laundering of terrorist
funds.

Business relationships with individuals or entities that support or commit acts of
terror will expose a financial services business to significant reputational, operational
and legal risks. The risk is even more serious if the terrorists involved are later shown to
have exploited ineffective systems of internal control or a lack of effective due diligence.
The risk of funds intended to support terrorism entering the financial system can be
reduced if financial services businesses apply satisfactory anti-money laundering strate-
gies, particularly in respect of ‘know your customer’ procedures.
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3.5 Recognising Terrorist Financing

It is important that, as with suspicions of money laundering, there should be a statutory
requirement for all financial services businesses to report cases where they have knowledge,
suspicion or reasonable grounds to know or suspect that funds are related to terrorist
organisations or terrorist funding.

However, because of the inherent difficulty in formulating a suspicion before an act
of terrorism has occurred, particularly when funding has derived from a legitimate source,
it is acknowledged that financial services businesses may be unable to detect terrorist
funding as such. The only time that terrorist financing might be clearly identified is
when a client is recognised as being on a published list of terrorist suspects or organisa-
tions. Most financial disclosures are in fact made on the basis of suspicion of criminality
and may not appear to be directly related to the financing of terrorist activity. The
number of suspicion reports based on suspected criminal activity that have resulted in
the provision of valuable information about terrorist groups highlights evidence of the
important links between crime and terrorism.

3.6 Sanctions and Sources of Information

International action against terrorist financing has focused on the following:

e Sanctions to cut off money flows to individual terrorists and terrorist organisations;
e Standards to stop the financing of terrorism;

e Technical assistance to help countries develop the measures and infrastructure neces-
sary to root out the financing of terrorism.

The Terrorism (United Measures) Order 2001 contains, inter alia, strict liability offences
of making any funds or financial services available to, or for the benefit of, terrorists.

In November 2001, the IMF issued a communiqué calling on all member countries
to ratify and implement fully the UN instruments to counter terrorism. UN Security
Council Resolutions 1267 (1999) and 1373 (2001) requested each member within its

jurisdiction to:

freeze the assets of terrorists and their associates, close their access to the inter-
national financial system and consistent with its laws, make public the list of terrorists
whose assets are subject to freezing.

In October 2003, FATF (see section 4.1.5) published a paper as a supplement to its eight
special recommendations setting out international best practices for the freezing of
terrorist assets which can be accessed on the FATF website (www.fatf-gafi.org). These
best practices are based on the experiences of a number of jurisdictions, and are aimed at
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providing a benchmark for developing institutional, legal and procedural frameworks for
an effective terrorist financing freezing regime.
The paper states that effective freezing regimes combat terrorism by:

(i) deterring non-designated parties who might otherwise by willing to finance terrorist
activity;

(ii) exposing terrorist financing ‘money trails’ that may generate leads to previously
unknown terrorist cells and financiers;

(iii) dismantling terrorist financing networks by encouraging designated persons to
dissociate themselves from terrorist activity and renounce their affiliation to terrorist
groups;

(iv) terminating terrorist cash flows by shutting down the pipelines used to move
terrorist-related funds or other assets;

(v) forcing terrorists to use more costly and higher risk means of financing their activi-
ties, which makes them more susceptible to detection and disruption; and

(vi) fostering international co-operation and compliance with obligations under UN

Security Council Resolutions 1267 (1999) and 1373 (2001).

The FATF best practice paper confirms that active participation and full support by the
private sector is also essential to the success of any terrorist financing freezing regime.
Consequently, it is advised that jurisdictions should work with the private sector to
ensure its ongoing co-operation in developing and implementing an effective terrorist
financing regime.
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4

Development of International Initiatives
and Standards

4.1 Establishing the International Initiatives

International action to combat money laundering started in the late 1980s and the
resulting developments have formed the basis for international standards and national
initiatives. It is important that all Commonwealth countries adhere to international
standards for money laundering prevention.

4.1.1 The Vienna Convention

A major impetus for co-ordinated international action to address three of the strategic
tools came with the convening in Vienna in late 1988 of the UN Conference for the
Adoption of a Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances. This Convention has now effectively been overtaken by the Palermo
Convention of December 2002 (see 1.8.28) but in its time it provided a significant
advance in the realms of international anti-money laundering matters.

The Vienna Convention, which came into force in November 1990, contained strict
obligations. Countries which became parties to the Vienna Convention committed to:

e Criminalise drug trafficking and associated money laundering;
e Enact measures for the confiscation of the proceeds of drug trafficking;
e Enact measures to permit international assistance;

e Empower the courts to order that bank, financial or commercial records are made
available to enforcement agencies, regardless of bank secrecy laws.

Article III of the Vienna Convention provided a comprehensive definition of money
laundering, which has been the basis of virtually all subsequent legislation. It was also
the basis of the money laundering offences in the draft Model Law for the Prohibition of
Money Laundering for Commonwealth Countries.

In addition, the Vienna Convention provided for money laundering to be an inter-
nationally extraditable offence.

4.1.2 The Palermo Convention

Building on the successful Vienna Convention, the United Nations Convention
Against Transnational Organised Crime was adopted by the General Assembly at its
millennium meeting in November 2000 and was opened for signature at a high-level

18

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING



conference in Palermo, Italy, in December 2002. Of significance was the fact that it was
the first legally binding UN instrument in the field of organised and serious crime.

Those signing are required to establish four distinct criminal offences in their own
jurisdictions. These are:

Participation in an organised criminal group;

Money laundering;

Corruption;

e Obstruction of justice.

Additionally spelled out are indications on how countries can improve co-operation on
such matters as extradition, mutual legal assistance, transfer of proceedings and joint
investigations. Moreover, those countries signing up commit to providing technical
assistance to developing countries, to help them take their own measures to deal with
organised crime.

4.1.3 The Council of Europe Convention

In September 1990, the Committee of Ministers of the Council of Europe adopted a new
Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime.
This Convention deals with all types of criminal offence, and so goes beyond the Vienna
Convention. More specifically, the offence of money laundering was extended to include
money laundering which is associated with all serious criminal offences. This was an
important step in the fight against money laundering, as it recognised that the major
criminal organisations do not specialise in one product alone, and added the impetus
towards establishing an international ‘all crimes’ money laundering strategy.

4.1.4 The European Money Laundering Directives

The 1991 European Money Laundering Directive provided the basic standard for legis-
lation and regulation amongst all European member states. A revised directive agreed in
2001 extended the scope beyond credit and financial institutions to corporate service
providers, estate agents, casinos, lawyers and accountants. Any new country wishing to
join the European Union must comply with the Directive as a condition of entry. The
Directive also forms the base for many countries outside of Europe, and particularly the
offshore financial centres.

The Paris Convention

As an extension to the strategy contained within the second European Directive, a final
Declaration Against Money Laundering, was issued following the Conference of
European Parliaments on 8 February 2002. After a scene-setting preamble, analyses and
proposals were presented under four separate headings:
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The transparency of capital movements;

e Sanctions against unco-operative countries and territories;

Legal, police and administrative co-operation;

e Prudential rules.

Altogether a total of 30 proposals were recorded, setting out the high-level objectives for
development of the anti-money laundering regime through the EU member states and
the means whereby there could be greater co-operation and sharing of information than
had previously been the norm.

4.1.5 The Financial Action Task Force

The Financial Action Task Force was founded at the 1989 OECD Economic Summit as
a response by the heads of state of the G-7 nations to the growing problem of money
laundering. Its mandate was ‘to assess the results of co-operation already undertaken in
order to prevent the utilisation of the banking system and financial institutions for the
purpose of money laundering, and to consider additional preventive measures in this
field, including the adaptation of the legal and regulatory systems, so as to enhance
multi-lateral judicial assistance’. In 2001 the FATF extended its mandate to include
measures to counter terrorist financing.

The FATF is a multi-disciplinary body, bringing together the policy-making power of
legal financial and law enforcement experts and is regarded as the most influential and
authoritative body in respect of money laundering policy and standards. The FATF has
three main tasks:

e to monitor members’ progress in implementing measures to counter money launder-

ing and terrorist financing;

e to review money laundering trends, techniques and counter-measures, and their
implications for the 40 Recommendations;

e to promote the adoption and implementation of the FATF Recommendations by

non~member countries.

The 40+8 Recommendations

In 1990, the FATF published 40 Recommendations aimed at governments and financial
institutions. Together, these Recommendations formed a comprehensive regime against
money laundering and have been accepted worldwide as one of the most comprehensive
bases for tackling money laundering. These Recommendations were commended by the
Commonwealth Heads of Government in 1993.

Originally, the FATF Recommendations were restricted to drug trafficking as
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addressed by the Vienna Convention, but in 1996 the FATE having reviewed its
Recommendations, extended them to cover all crimes. In October 2001, eight Special
Recommendations to combat terrorist financing were published. The revised 40 Recom-
mendations adopted by the FATF in June 2003 introduce a number of substantial
changes to strengthen the measures to combat money laundering and terrorist financing.
These include:

e The adoption of a stronger standard for money laundering predicate offences;

o The extension of the customer due diligence process for financial institutions, as well
as enhanced customer identification measures for higher risk customers and transac-

tions;

e The coverage of designated non-financial businesses and professions (casinos, real
estate agents, dealers in precious metals/stones, accountants, lawyers, notaries and
independent legal professionals, trust and company service providers);

e The inclusion of key institutional measures in anti-money laundering systems;
e The improvement of transparency of legal persons and arrangements.

The Recommendations and their interpretative notes form the basis for the guidance set
out in Part Il and Part III of this document. The complete text of the FATF Recommend-
ations and interpretative notes can be accessed through the FATF website (www.fatf-gafi.org).

Membership of the FATF

For many years, membership of the FATF was restricted to the principal 26 industrialised
countries, of which five (Australia, Britain, Canada, New Zealand and Singapore) are
Commonwealth members. However, in line with its new strategy for increasing the
effectiveness of international anti-money laundering efforts, the FATF decided in 1999
to expand its membership to a limited number of strategically important countries who
can play a major regional role. Argentina, Brazil and Mexico were admitted as members
in 2000, followed by South Africa and Russia in 2003.

The minimum criteria for admission are as follows:

o To be fully committed at the political level
(a) to implement the 1996 Recommendations within a reasonable timeframe (three
years) and
(b) to undergo annual self-assessment exercises and two rounds of mutual evalua-
tions;
e To be a full and active member of the relevant FATF-style regional body where one
exists, or be prepared to work with the FATF or even to take the lead in establishing
such a body where none exists);
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e To be a strategically important country;

e To have already made the laundering of the proceeds of drug trafficking and other
serious crimes a criminal offence; and

e To have already made it mandatory for financial institutions to identify their custom-
ers and to report unusual or suspicious transactions.

Primarily, potential new members should belong to areas where FATF is not significantly
represented in order to maintain a certain level of geographical balance.

4.1.6 United Nations Global Programmes

In support of concerted international action against illicit production, trafficking and
abuse of drugs, a central tenet of the United Nations Drug Control Programme
(UNDCP) is the development of global programmes against money laundering and of
legal assistance.

The Global Programme against Money Laundering was set up to strengthen the ability
of national law enforcement authorities and international bodies to fight money launder-
ing more effectively. The strategy of the Global Programme is designed to achieve the
following objectives:

e To increase knowledge and understanding of the money laundering problem and con-
tribute to the development of policies by the international community of member
states;

e To increase the legal and institutional capacity of states to fight money laundering;

e To increase the capacity of states to successfully undertake financial investigations
into money laundering and matters relating to the proceeds of crime.

Composed of a multi-disciplinary team of legal, financial and law enforcement experts,
the Global Programme provides advice and assistance to states in the development of
anti-money laundering mechanisms; undertakes research on key issues; supports the
establishment of specialised units; and provides training to law enforcement and justice
officials for better implementation of money laundering laws.

4.2 Enhanced International Financial Regulation

Money laundering prevention is closely linked to sound financial supervision and regu-
lation. Financial regulation around the world is governed by standards set by three main

groups of regulators:

e The Basle Committee on Banking Supervision (the Basle Committee);
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e The International Organisation of Securities Commissioners (IOSCO) for securities
firms and markets;

e The International Association of Insurance Supervisors (IAIS) for insurance com-

panies.

All three organisations have established principles of good regulatory practice to which
most countries in the world are, at least nominally, signed up. These principles describe
the appropriate structures for regulation, with requirements for independence from polit-
ical interference and set out the features of a soundly regulated financial system.

In June 2003, the Basle Committee, IAIS and IOSO issued a joint Note providing a
record of the initiatives taken by each sector to prevent money laundering and combat the
financing of terrorism. The purpose of the note is to set out, in Part 1, an overview of the
common AML/CFT standards that apply to all three sectors and, in Part 2, the varia-
tions for the three particular sectors. The Note explains that the AML/CML elements
common to all three financial sectors are set out in the FATF 40 Recommendations.

4.2.1 The Basle Principles

Recognising the vulnerability of financial institutions, the Basle Committee on Banking
Regulation and Supervisory Practices issued a Statement in December 1988 on ‘Preven-
tion of Criminal Use of the Banking System for the Purpose of Money Laundering’. This
has subsequently formed the basis for much of the supervisory approach in this area.

Covering the basic issues of customer identification, compliance with legislation and
law enforcement agencies, record keeping, systems and staff training, the Basle
Principles have been generally endorsed by banking and other financial supervisors
worldwide. Compliance with the Principles represents a major self-regulatory initiative
within the financial sector.

Significantly, the Principles cover all criminal proceeds, not only those derived from
drug trafficking, and can be implemented by the financial sector prior to the implemen-
tation of (or even in the ongoing absence of) a comprehensive legislative/regulatory
programme to combat money laundering.

In October 2001, the Basle Committee issued a further paper covering customer due
diligence for banks and addressing verification and ‘know your customer’ standards with a
cross-border aspect. This reflected that earlier reviews of standards at national levels had
found much variation and frequent instances where standards could not be judged as
adequate. The role of national supervisors was recognised in respect of standard setting,
and they are required to set their own standards with regard to what other nations are
being expected to do to minimise variations at an international level.

While the Basle customer due-diligence principles were drawn up for the banking
sector, the FATF drew heavily on both the principles and detail contained in them when
undertaking the 2003 revision of the 40 Recommendations.
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4.3 The International Monetary Fund

The International Monetary Fund (IMF) is an international organisation of 184
member countries that was established to:

e Promote international monetary co-operation, economic stability and exchange of
information;

e Foster economic growth and high levels of employment; and

e Provide temporary financial assistance to countries to help ease balance of payments
adjustments.

Since the IMF was established, its purposes have remained unchanged but its operations
have developed to meet the changing needs of its member countries in an evolving
world economy, which includes assisting countries in combating money laundering. In
2001 the IMF Executive Directors agreed a number of measures to intensify the work on
combating money laundering, including more technical assistance for members, and
agreed to extend its work to combating the financing of terrorism.

In recent years, there has been growing acceptance that setting international stan-
dards alone is insufficient; compliance with those standards must be maintained.
Consequently, the World Bank and the IMF have taken on the responsibility for that
task with particular emphasis on the core principles of banking supervision.

In November 2002 the FATF and the IMF formally approved a 12-month pilot proj-
ect to include assessments on the adequacy of a country’s measures to prevent money
laundering and counter terrorist financing within the listed operational work of the Fund
using the FATF Recommendations as the base standard. The detailed methodology for
assessing compliance with AML/CFT standards that has been agreed between the FATF
and IMF can be found on the IMF website (www.imf.org).

Closely linked to the IMF/World Bank assessments is the work of the Financial
Stability Forum (FSF) which is looking in particular at the means of raising inter-
national standards within offshore centres, both in the area of financial regulation and
anti-money laundering measures.

4.4 Action Against Non-co-operative Countries and Territories

Recent years have witnessed a sharp increase in the number of jurisdictions that offer
financial services without appropriate supervision or regulation and are protected by
strict banking secrecy legislation. In parallel, money laundering schemes have been
characterised by increased sophistication and complexity where national boundaries are
irrelevant. Global adoption of international standards has therefore become a vital
requirement in the fight against serious international crime.

In order to ensure the stability of the international financial system and effective pre-

24

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING



vention of money laundering, it is recognised as essential that all financial centres in the
world should have comprehensive control, regulation and supervision systems. Linked to
this is the need for financial intermediaries or agents to be subject to strict obligations
for the prevention, detection and prosecution of money laundering.

In preparation for international action to be taken against a country or territory
whose legal, regulatory and financial systems do not meet international standards, the
Financial Action Task Force has identified the detrimental rules and practices that
obstruct international co-operation against money laundering.

The FATF’s work on these so-called ‘Non Co-operative Jurisdictions’ covers all
significant financial centres both inside and outside of the task force membership. In the
event that any country so defined fails to take the necessary action, one of the financial
sanctions to be taken could be the issue of an international OECD/FATF warning apply-
ing Recommendation 21 against the country concerned. FATF Recommendation 21
states that:

Financial institutions should give special attention to business relations and transactions with
persons, including companies and financial institutions from countries which do not, or
nsufficiently, apply these Recommendations.

Whenever these transactions have no apparent economic or wisible lawful purpose, their
background and purpose should, as far as possible, be examined, the findings examined in
writing, and be available to help supervisors, auditors and law enforcement agencies.

In June 2000 the first 15 non co-operative countries and territories (NCCT) were listed
by the FATF and, subsequently, quarterly FATF meetings have led to many changes to
the original list, both by new additions and by the deletion of those who have responded
positively through new legislation and other measures. In 2002 it was announced that
no more names would be added to the list, at least for a further 12 months, because the
assessments that had been made by FATF would for the future constitute part of wider
scope reviews to be undertaken by the IMF as part of the 12-month pilot project.
However, countries that were previously on the list must still take the action necessary
to earn their removal or face additional counter-measures by FATF members.

The FATF 2003 annual review of non-co-operative countries and territories and the

various criteria against which jurisdictions have been judged can be accessed on the
FATF website (www.fatf-gafi.org).

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING

25



5

Establishing International and Regional
Co-operation

Money laundering is an international problem, often carried out by international crime
syndicates, and effective measures to tackle it require international co-operation — no
one country or agency can succeed alone. This co-operation is necessary at a number of
levels, and between a number of different agencies.

The objective is to beat the criminals by applying the same basic standards inter-
nationally. Countries that delay in taking effective action risk opening the door to
organised crime.

5.1 Co-operation between Governments

Co-operation between governments is vital to ensure that a legal and administrative
framework exists for cross-border investigations into money laundering. At the most
basic level, it is important that the legal and constitutional definitions of money launder-
ing adopted by different governments are compatible, so that a crime committed in one
jurisdiction will be recognised as such by others. The widespread adoption of the 40
FATF Recommendations, together with the 1988 United Nations Convention and the
1990 Council of Europe Convention, have greatly assisted in this process.

At the intergovernmental level, the processing of requests for international co-
operation in money laundering cases is greatly eased by the negotiation of bilateral or
multilateral treaties or agreements. In particular, Mutual Legal Assistance Treaties
(MLATs), covering asset tracing, freezing and confiscation, the production of evidence
and the questioning of witnesses, are extremely valuable tools in pursuing investigations
across national boundaries.

However, international co-operation, or the deficiencies that exist, is an area that is
frequently mentioned by countries as being a major obstacle to more effective anti-
money laundering systems. Consequently, issues relating to international co-operation
feature heavily in the FATF Recommendations.

5.1.1 Co-operation in Mutual Legal Assistance and Extradition
Because money laundering is international by nature, investigation into cases of money
laundering are rarely confined to one country. To ensure that the investigation and
money trail can be conducted cross-border, mutual legal assistance is required. During
the review of the 40 Recommendations, the FATF identified two potential difficulties,
or factors inhibiting more efficient and effective co-operation, namely:
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(a) The requirement for a bilateral or multilateral treaty or agreement before assistance
can be provided (as opposed to providing assistance on the basis or reciprocity); and

(b) The imposition of strict dual criminality requirements, both in relation to the crim-
inal offence, but also with respect to the enforcement of foreign court orders to con-
fiscate or seize the proceeds of crime. This effectively results in a court in the
requesting country reviewing the decision of the court in the requesting country.

Consequently, the relevant FATF recommendations have been strengthened to over-
come these difficulties.

Recommendations 36-39 now set out the additional basis for mutual legal assistance,
stating in essence that:

e Different standards, definitions and predicate offences should not affect the ability or
willingness of countries to provide each other with mutual legal assistance regardless
of the absence of dual criminality.

o Countries should ratify the relevant conventions on money laundering.

e The powers to compel the production of records, search, seizure and obtaining of
evidence should be available in response to requests for mutual legal assistance.

e Requests by foreign countries to identify, freeze, seize and confiscate the proceeds of
crime should be dealt with expeditiously including arrangements for sharing confis-
cated assets.

e Mechanisms for determining the best venue for prosecution of defendants should be
applied in cross border cases.

e Each country should enact measures to recognise money laundering as an extraditable
offence.

5.1.2 Exchange of Information Relating to Suspicious Transactions

In recognition that obstacles were preventing information exchange and effective co-
operation between national financial intelligence units, and that such obstacles can be
removed through a foundation of mutual trust, the Egmont Group of Financial
Intelligence Units was formed in 1997.

The objectives of the Egmont Group are:

e Development of Financial Intelligence Units in governments around the world;
e Stimulation of information exchange on the basis of reciprocity or mutual agreement;
e Access to the Egmont Secure Website for all FIUs;

e Continued development of training opportunities, regional/operational workshops
and personal exchanges;
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e Consideration of a formal structure to maintain continuity in the administration of
the Egmont Group, as well as consideration of a regular frequency and location for
plenary meetings;

e Articulation of more formal procedures by which decisions as to particular agencies’
status vis a vis the FIU definition are to be taken;

e Designation of appropriate modalities for the exchange of information;

e Creation of Egmont Group sanctioned materials for use in presentations and commu-
nication to public audiences and the press about Egmont Group matters.

The development of FIUs is considered in Chapter 9.

There are now more than 80 national FIUs that are members of the Egmont Group
and which are receiving suspicion reports and exchanging that information with their
counterparts. Co-operation between administrative AML authorities was addressed in
the 25 NCCT criteria, in particular:

e Not granting clear gateways;

e Making the exchange of information subject to unduly restrictive conditions;
e Prohibiting domestic authorities from assisting foreign counterparts;

e Obvious unwillingness to assist evidenced by undue delay.

Consequently, Recommendation 40 now includes enhanced requirements to assist the
prompt and constructive exchange of information, in particular:

(a) Competent authorities should not refuse a request for assistance on the sole ground that
the request is also considered to involve fiscal matters.

(b) Countries should not invoke laws that require financial institutions to maintain secrecy
or confidentiality as a ground for refusing to provide co-operation.

(c) Competent authorities should be able to conduct inquiries; and where possible, investi-
gations; on behalf of foreign counterparts.

The need for confidentiality in respect of exchanged information is recognised through
the following statement in Recommendation 40:

Countries should establish controls and safeguards to ensure that information exchanged by
competent authorities is used only in an authorised manner, consistent with their obligations
concerning privacy and data protection.
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5.2 Co-operation through Regional Bodies

Without doubt, the future of international money laundering prevention lies in the
development and strengthening of regional groupings. A major development in February
1998 was FATF endorsement of a policy to strengthen the work of regional or other
international bodies that already exist, i.e. the Caribbean Financial Action Task Force
(CFATF), the Asia/Pacific Group on Money Laundering, the Council of Europe and the
Offshore Group of Banking Supervisors (OGBS). The FATF report notes that the estab-
lishment of FATF-style regional bodies should rely, as far as possible, on existing struc-
tures, for example the Council of Europe or the Organisation of American States/Inter-
American Drug Abuse Control Commission (OAS/CICAD), which are also able to
assume responsibility for the fight against money laundering in their regions. Where a
regional structure that can be adapted does not already exist, a new FATF-style body will
need to be created. The development of FATF-style regional bodies will also be encour-
aged by the active involvement and support of one or more FATF members.
Consequently, South Africa became the lead country within the Eastern and Southern
African Anti Money Laundering Group (ESAAMLG) (see section 5.2.3) on gaining full
membership of the FATF in 2003.

To encourage consistency in mutual evaluations, the FATF members recognise the
value of inviting experts from FATF-style regional bodies to participate in FATF mutual
evaluations and vice versa.

5.2.1 The Advantages of Developing Regional Approaches

The political, economic and social interests of countries are often affected by, and
related to, the region in which the country is located. Actions by a neighbouring coun-
try perhaps have the greatest effect on its close neighbours, and in the areas of law
enforcement and economic management this may be particularly true. There are few, if
any, areas of the world where regional bodies which bring together the political and econ-
omic interests of members do not exist. These regional bodies provide the opportunity
for essential interests to be pursued and for co-operative mechanisms to be developed.
The common interest of members of the CFATF in the welfare of the region and the
close relationship between that organisation and both the Caribbean Community
(CARICOM) and OAS has undoubtedly led to its success within the region. Similar
successes are beginning to emerge from the co-operation within ESAAMLG.

4.2.2 Developing Regional Standards

Perhaps the most compelling reason for countries to join with their neighbours to com-
bat money laundering is that countries in regions or sub-regions often share particular
problems and can benefit from the development of co-operative solutions. For example,
it can be argued that the FATF Recommendations are most effective in countries which
have structured and regulated financial systems and, most importantly, where cash is not
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the normal medium of exchange. The Recommendations work well, when implemented,
in dealing with money laundering in the formal and non-cash sectors. They do not, how-
ever, address the issue of how to deal with, or detect, money laundering in economies
which are cash economies and/or economies where reliance on a parallel banking system
is the norm. Consequently, the Asia/Pacific Group has undertaken to develop specific
recommendations in respect of this problem.

Specialist regional bodies are also in a far better position to judge the nature of their
financial systems, the problems faced by them, the potential for laundering money
through them and the best way to address the issue. This may mean that, while imple-
menting the FATF 40 Recommendations, regional bodies will need to develop other
specific regional recommendations to deal with the particular problems of their financial
systems. Any specific measures should seek to ensure that money cannot be diverted
from the formal sector and laundered through the informal sector.

Commonwealth countries may consider that there would be benefit in seeking to
establish, either in conjunction with an existing regional body of which they are a mem-
ber, or separately, a regional or sub-regional body committed to the implementation of

anti-money laundering measures.

5.2.3 Current Regional Groupings

Caribbean Financial Action Task Force

Since its inception in 1990, membership of the Caribbean Financial Action Task Force
has grown to 25 states of the Caribbean basin. The CFATFs additional 19 Aruba
Recommendations are designed to supplement the FATF 40 Recommendations while
specifically covering the particular regional issues relating to the Caribbean.

The CFATF monitors members’ implementation of the anti-money laundering
strategies set out in the Kingston Ministerial Declaration through the following activities:

o Self-assessment of the implementation of the Recommendations;
e An ongoing programme of mutual evaluation of members;

e Plenary meetings twice a year for technical representatives; and
e Annual ministerial meetings.

CFATF member governments have also made a firm commitment to submit to mutual
evaluations of their compliance both with the Vienna Convention and with the CFATF
and FATF Recommendations. The CFATF’s first round of mutual evaluations will be
completed by the end of the year 2000.

Asia/Pacific Group on Money Laundering
The Asia/Pacific Group on Money Laundering (APG) currently consists of 26 members
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in the Asia/Pacific region, comprising members from South Asia, South-east and East
Asia and the South Pacific. Additionally, there are 11 jurisdictions with observer status
(including the UK) and 15 observer organisations. The first annual meeting of the APG
was held in Tokyo in 1998 and the 2002 meeting was in Brisbane, Australia. The 2002
meeting adopted eight Special Recommendations on Terrorist Financing and all APG
members have undertaken to implement them. The APG continues its work to expand
its typologies, in close consultation with the FATF and other regional bodies.

Eastern and Southern African Anti Money Laundering Group
The ESAAMLG was launched in Tanzania in August 1999 and has grown since then to

its present size of 14 member countries plus the UK and USA as observer jurisdictions,
and the FATE the World Bank and the Commonwealth Secretariat as observer organi-
sations. The Group is committed to implementing the FATF Recommendations and
Special Recommendations. A memorandum of understanding that was agreed at the
inaugural meeting has been signed by 11 of the 14 member countries; Lesotho, Zambia
and Zimbabwe have not yet signed up to their specific commitments to support the
FATF Recommendations.

South American Financial Action Task Force (GAFISUD)

The new FATF-style regional body, GAFISUD, was created in Cartagena, Colombia in
December 2000. There are nine member countries. It has adopted both the FATF
Recommendations and the Special Recommendations and has implemented a mutual
evaluation programme.

Inter-Governmental Action Group against Money Laundering (GIABA)

GIABA (Groupe Inter-gouvernemental d’Action contre le Blanchiment en Afrique)
followed the December 1999 Summit of the Heads of State and Government of the
Economic Community of West African States (ECOWAS) in Togo; the Group’s statutes
were approved at the ECOWAS meeting in Mali in December 2001. Provisional head-
quarters for GIABA are in Senegal but no agreement has been reached on funding for
the Group.

Council of Europe (Moneyval)

The Select Committee of Experts on the evaluation of anti-money laundering measures
was established in September 1997 by the Committee of Ministers of the Council of
Europe to conduct self and mutual assessment exercises of the anti-money laundering
measures in place in the 25 Council of Europe countries which are not members of the
FATE The Select Committee is a sub-committee of the European Committee on Crime
Problems of the Council of Europe (CDPC).

The membership of the Select Committee is comprised of the Council of Europe
member states that are not members of the FATE
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The first round of mutual evaluations has been completed and a second round
commenced.

Offshore Group of Banking Supervisors

The conditions for membership of the Offshore Group of Banking Supervisors include a
requirement that a clear political commitment be made to implement the FATF’s 40
Recommendations. Members of the OGBS which are not members of the FATF or the
CFATF are formally committed to the 40 Recommendations through individual
Ministerial letters sent to the FATF President during 1997-98. Mutual evaluations of
members who are not members of FATF or CFATF commenced in 1999. These have
subsequently been replaced by the IMF assessments.

OGBS plays an active role both in FATF and the Basle Cross-Border Banking Sub-
Committee and was active in developing the Basle Customer Due Diligence Principles.

5.2.4 The Activities of Regional Anti-Money Laundering Groups

The FATE the CFATF and the Council of Europe Select Committee of Experts on the
Evaluation of Anti-Money Laundering Measures (which have the widest coverage of the
subject) have all developed core programmes of activity which include self-assessment
of progress in implementing the 40 FATF Recommendations (and any other regionally
agreed recommendations), mutual evaluation of national programmes and the monitor-
ing of developments in the field of money laundering.

Self-Evaluation Procedures

Commonwealth countries are familiar with self-evaluation of progress in combating
money laundering. Finance ministers have mandated two rounds of self-evaluation and
law ministers one round. These evaluations use exactly the same methods as those which
are employed by the FATF and CFATF because they have proved successful and to save
work for those Commonwealth countries which are members of one of the other bodies.
The tabulated results of self-assessment surveys when distributed to members assist other
countries to understand the laws of fellow member countries and, accordingly, provide a
basic tool which can be used when seeking international co-operation.

Mutual Evaluation Procedures

The 1991 Report of the FATF records a ‘decision that underscores the great importance
attached to the (evaluation) process’ to initiate a process of mutual evaluation under
which each member would be subject to being evaluated on progress measures three
years after endorsing the FATF 40 Recommendations. Mutual evaluations are conducted
by multi-disciplinary teams drawn from other member countries which look at the finan-
cial, legal and law enforcement aspects of a country’s anti-money laundering efforts. In
their early years, most evaluations concentrated on the state of a country’s laws. More
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recent evaluations look closely at the effectiveness and implementation of those laws
and at the operational aspects of combating money laundering.

The FATF was the first to adopt this process of peer evaluation followed by the
CFATE Most recently, the Council of Europe has put in place its own mutual evaluation
process and the OGBS has agreed to a similar procedure among its members. Where a
country is a member of more than one group which conducts mutual evaluations, the
arrangements for evaluation are made between that country and the organisations of
which it is a member, so that only one evaluation is conducted. For example, Cyprus,
which is a member of both the Council of Europe and the OGBS, underwent an evalu-
ation organised jointly by those bodies.

The mere knowledge that one’s peers are to examine, at your invitation, your statute
books, your banking and financial regulations and your law enforcement methods has
the very real effect of ensuring that governments raise the priority of anti-money launder-
ing efforts and make real efforts to meet standards. The prospect not only of having
examiners visit your country but having their report discussed in a plenary meeting of all
members of the group has an equally focusing effect.

One of the most important benefits of mutual evaluation is that it gives the exam-
ined country the opportunity to examine the effectiveness and implementation of
national laws, regulations and operating procedures and provides a wider perspective on
the national and international effects of anti-money laundering efforts.

Monitoring Money Laundering Developments

One of the major activities of the FATE the CFATF and the Asia/Pacific Group on
Money Laundering has become known as ‘typologies exercises’. Each of these bodies
work actively to identify trends in money laundering methods and, perhaps more impor-
tantly, to consider emerging threats and effective counter-measures. The issues arising
out of these typologies exercises are covered in Appendix A.

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING

33






PART 1l

National Issues and Strategies






6
Developing National Strategies

6.1 The Basis of Successful Anti-Money Laundering Strategies

Strategies to combat money laundering need to be wide ranging, involving the public
and private sector working in partnership in legal, regulatory, financial and law enforce-
ment fields. To ensure that any proposed anti-money laundering strategy is capable of
achieving its aim, and of functioning effectively in a given political, social and economic
environment, it is essential that laws, regulations and administrative actions are devel-
oped that take account of the context in which they must operate. This means that all
interested parties should participate in the development and administration of anti-
money laundering programmes from the outset.

Experience has shown that to achieve a successful anti-money laundering strategy
within any jurisdiction, the following factors must be present:

e The political will to tackle serious crime and the associated laundering of the pro-

ceeds of those crimes;
o Effective legislation and obligations to criminalise money laundering;

e A comprehensive risk assessment and definition of the financial sector to ensure that
all who are likely to be involved are covered;

e A supportive enforcement structure based on:
(a) a central reporting point for suspicions of money laundering
(b) trained financial investigators
(c) guarantees of confidentiality
(d) feedback from the law enforcement agencies;

e Management of the displacement factors and the informal sector; and

e Effective means of providing international co-operation.

6.1.1 The Formation of a National Co-ordination Committee

The formation of a dedicated National Anti-Money Laundering Co-ordination
Committee (NCC) has proved to be an indispensable prerequisite to the success of the
anti-money laundering strategy within a number of countries and has assisted in achiev-
ing the political will to succeed. The potential strategies chosen by each country will
determine the people or the institutions who should be involved. However, the high
level membership of the NCC should comprise individuals who can be expected to be
impartial in their assessment of the national vulnerabilities, trends and objectives.
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Recommendations for legislative, regulatory or policy enhancements must emanate from
the NCC who must then determine the momentum for action.

It is suggested that the NCC might consist of the law ministry/attorney-general’s
chambers, the police and/or other special investigation bodies such as customs investi-
gators, anti-corruption and serious fraud offices, the central bank/banking supervision
and the finance ministry. These major governmental bodies will be in a position to assess
various issues which will be relevant to the chosen strategy. In particular they will under-
stand:

(a) The formal financial system, its general capacity and work methods;

(b) The criminal justice system including the capacity of the law enforcement sector
and the constraints, if any, in the existing legal system;

(c) The capacity for international co-operation and mutual legal assistance;

(d) The civil law insofar as it relates to the relationship between financial institutions
and professionals on the one hand and their customers on the other.

The NCC will need to take the preliminary decisions on the implementation of the
FATF 40 Recommendations. Some of the Recommendations are mandatory and there-
fore require action to be taken. One such area is the requirement to report suspicious
transactions (Recommendation 13). Other recommendations do not require mandatory
action and the issue in respect of these is whether in all circumstances action is either
necessary or possible. One of the subjects that falls into this category is the implemen-
tation of measures to detect or monitor cross-border currency movements (Recom-
mendation 19(a).

6.2 Recognising Issues of US Extra-territoriality

Countries whose currencies are inter-related with the US dollar will need to have par-
ticular regard to the US anti-money laundering strategies. The USA will choose to apply
its anti-money laundering legislation with extra-territorial effect if criminally derived
funds are moved through the US dollar clearing system. US legislation provides the
authority to take targeted, narrowly tailored and proportional action against those juris-
dictions, foreign financial institutions or types of transactions that pose particular money
laundering threats to the USA. Countries whose economies are heavily dependent on
the US dollar should consider applying the US Treasury Office of Foreign Assets Control
(OFAC) restrictions specifying designated nationals, funds or jurisdictions with which
the USA does not permit business to be conducted.

6.2.1 The Extra-territorial Application of the US Patriot Act
The USA Patriot Act became effective on 26 October 2001, and although this is a US
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Act many of its provisions are extra territorial in application and will therefore affect
any institution which has dealings in the USA or with US-based banks. This extremely
wide-ranging Act includes provisions on criminal laws, transporting hazardous materials,
money laundering and counterfeiting, investigations and information sharing, federal
grants, victims, immigration and US domestic security.

Specifically, the Patriot Act:

o Creates several new crimes, like bulk cash smuggling and attacking mass transporta-
tion systems;

e Expands prohibitions involving biological weapons and possession of biological agents
and toxins;

e Lifts the statute of limitations on prosecuting some terrorism crimes;

e Increases penalties for some crimes;

e Requires background checks for licences to transport hazardous materials;

o Expands money laundering laws and places more procedural requirements on banks;
e Promotes information sharing and co-ordination of intelligence efforts;

e Provides federal grants for terrorism prevention, anti-terrorism training, preparation
and response to terrorist acts, and criminal history information systems;

e Broadens the grounds for denying aliens admission to the USA based on their
involvement with terrorism; and

o Alters some domestic security provisions, such as allowing the Attorney General to ask
for the military’s assistance during an emergency involving weapons of mass destruc-
tion and allowing the Department of Defence to contract with state or local govern-
ments for temporary security at military facilities.

6.2.2 Procedural Requirements — Money Laundering

The Act allows the Secretary to the Treasury to require domestic financial institutions
and agencies to take certain measures when reasonable grounds exist for concluding that
a foreign jurisdiction, financial institution outside the USA, class of international trans-
actions or type of account is of primary money laundering concern. The measures include
record keeping and reporting requirements, identifying certain information about owners
or accounts and placing conditions on opening certain types of accounts. The Act estab-
lishes requirements on when and how the Secretary can impose these measures.

The Act also:

1. Requires US financial institutions to create enhanced procedures for certain types of
accounts to detect money laundering;

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING

39



2. Prohibits US banks from maintaining certain accounts for foreign shell banks (banks
with no physical presence in any country);

3. Requires the Treasury Secretary to set minimum standards for financial institutions to
identify customers opening accounts (including reasonable procedures to verify cus-
tomer identity, maintain that information and consult lists of known or suspected ter-
rorists or organisations provided by the government);

4. Requires regulations to encourage co-operation among financial institutions, regula-
tors and law enforcement to deter money laundering (including sharing information
about individuals, entities and organisations engaged in or reasonably suspected of
engaging in terrorist acts or money laundering);

5. Requires the Treasury Secretary to adopt regulations requiring securities brokers and deal-
ers to submit suspicious activity reports. (He may adopt similar regulations for futures
commission merchants, commodity trading advisers and commodity pool operators.)

6.2.3 Criminal Provisions — Money Laundering

The Act creates the crime of bulk cash smuggling. A person commits this crime when,
with intent to evade a currency reporting requirement, he knowingly conceals more
than $10,000 in currency or monetary instruments on his person, in luggage or in a con-
tainer and transports or attempts to transport it between the USA and somewhere out-
side the USA. This crime is punishable by up to five years in prison. Conspiracy to com-
mit the crime is subject to the same punishment. Property involved in the offence is sub-
ject to forfeiture.

The Act also imposes criminal penalties on federal government employees and peo-
ple acting on its behalf who, in connection with administering these money laundering
provisions, corruptly (directly or indirectly) demand, seek, receive, accept or agree to
accept anything of value for being influenced in performing an official act, committing
or allowing fraud on the USA or being induced to violate his duty. The crime is punish-
able by a fine of up to three times the value of the thing received, up to 15 years in prison
or both.

The Act increases civil and criminal penalties for money laundering. It adds a civil
penalty or fine for certain violations by a financial institution or agency of between twice
the amount of the transaction and $1,000,000.

The Act:

1. Includes foreign corruption offences, certain export control violations, certain
customs and firearms offences, certain computer fraud offences, and felony Foreign
Agent Registration Act offences as money laundering crimes;

2. Creates procedures for contesting confiscation of assets of suspected international
terrorists;
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3. Allows forfeiture of proceeds of foreign crimes found in the USA;
4. Allows forfeiture in currency reporting cases;

5. Allows certain Federal Reserve personnel to be considered law enforcement person-
nel and carry firearms to protect Federal Reserve employees and buildings.

6. Requires a study of currency reporting requirements.

The Act also makes various amendments relating to reporting suspicious activity, anti-
money laundering programmes, penalties for violating certain provisions such as record-
keeping requirements, maintenance of bank records and disclosures from consumer
reporting agencies for counter-terrorism investigations.

6.2.4 Harbouring or Concealing Terrorists

The Act creates a new crime of harbouring or concealing terrorists. A person commits
this crime if he harbours or conceals a person he knows or has reasonable grounds to
believe has committed or is about to commit certain offences. These offences include
destruction of aircraft or aircraft facilities; crimes involving biological and chemical
weapons and nuclear materials; arson or bombing of government property; destruction
of an energy facility; violence against maritime navigation; weapons of mass destruction
crimes; acts of terrorism transcending national boundaries; sabotage of nuclear facilities
and fuel; and aircraft piracy.

6.2.5 Material Support for Terrorism

The law prohibits giving material support or resources knowing and intending that it is
being used to prepare for or carry out certain crimes. It also prohibits concealing or dis-
guising the nature, location, source or ownership of that support or resources.

The Act amends this crime by expanding the definition of ‘material support or
resources’ to include monetary instruments and expert advice and assistance. It also adds
to the list of crimes that are the object of the support. The Act adds crimes involving
chemical weapons, terrorist attacks and violence against mass transportation systems,
sabotage of nuclear facilities or fuel, and damaging or destroying interstate pipeline facilities.

6.2.6 Forfeiture
The Act makes subject to the civil forfeiture laws all foreign or domestic assets:

1. of a person, entity, or organisation that plans or perpetrates a terrorist act against the
USA or its citizens, residents, or property (this also applies to assets that afford some-
one influence over such an entity or organisation);

2. acquired or maintained by someone to support, plan, conduct, or conceal a terrorist act;

3. derived from, involved in, or for committing a terrorist act.
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6.3 Developing Strategies for Offshore Financial Centres

6.3.1 The Potential Impact of Offshore Financial Centres

Many developing countries have looked to the development of offshore financial centres
(OFCs) as a key to economic development. Consequently, the economies of many
Commonwealth countries now depend, to some extent, on income generated by the off-
shore financial sector. Traditionally, the major offshore centres have been located in UK
Crown Dependencies and Overseas Territories but other Commonwealth countries are
also expanding their offshore banking services. The English-speaking Caribbean has a
long history of offshore financial sectors with the first offshore operation established in
the Bahamas in 1936. However, a paper published by the IMF in August 2002 found that
apart from the British Virgin Islands and the Cayman Islands, whose offshore financial
sectors accounted for 12.8 per cent and 3.9 per cent of GDP in 2000, and Antigua,
which has reported that offshore banking accounts for 4 per cent of GDP, the majority
of other islands’ net revenues from the sector were well below 1 per cent of GDP. The
report goes on to say that in a review of the Caribbean’s experience, the authorities
found ‘solid evidence’ of the benefits that have accrued to the economies of established
centres but doubted whether newer centres would find it cost effective to operate in
today’s more stringent and initially more costly regulatory environment.

Of particular concern were the OFCs that began operating in the 1990s. The report
stated that:

They must establish their operations in the glare of the international spotlight and, at least in
the short term, they must absorb the cost of complying with international standards — costs
that may readily equal the revenue gained from offshore financial activities.

OFC:s tend to attract business through offering a range of financial and professional serv-
ices, combined with an attractive tax regime. Activity is primarily conducted on behalf
of non-residents. Consequently, many become known as ‘tax havens’ and this is often
believed to be synonymous with money laundering havens. This perception needs to be
carefully managed.

Countries with significant or developing OFCs need to be specially aware of the par-
ticular attractiveness of the offshore financial services market to money launderers and
national strategies need to take account of the enhanced risks. The particular character-
istics of OFCs that might be adopted to attract foreign business through preferential tax
treatment, exchange control incentives, minimal disclosure requirements, soft regula-
tion and enforced secrecy are also of particular interest to criminals. For example, the
misuse of international business companies and some offshore trusts set up in OFCs with
strong secrecy laws are a cause of particular concern to the international community.

The UN Offshore Forum has identified minimum performance standards that must
be achieved by all offshore centres. The performance standards have been set at a level

42

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING



within reach of all jurisdictions hosting OFCs, yet high enough to challenge mainstream
jurisdictions as well. The performance standards incorporate core principles and stan-
dards promulgated by the FATE the Basle Committee on Banking, Supervision and
other international bodies.

The Report of the G-7 Financial Stability Forum released in May 2000 noted that
offshore financial activities do not pose a threat to global financial stability provided
they are well supervised and co-operate with other jurisdictions. However, the report
concluded that OFCs that are unable or unwilling to adhere to internationally accepted
standards for supervision, co-operation and information sharing create a potential
systemic threat to global financial stability. International sanctions and reprisals can be
expected against OFCs that remain in this category.

6.3.2 Criminal Threats to the Development of Offshore Markets

The expansion of global financial markets has not been without its problems. An issue
concerning Commonwealth governments has been the increased volatility of capital
flows as money has moved from market to market in search of short-term returns. A
comparable threat comes from the increasing quantities of criminally derived and crim-
inally controlled money flowing through the international system. These flows do not
necessarily respond to normal economic stimuli, moving instead in response to changes
in banking secrecy or financial regulation. Such movements result in unpredictability
and hence the instability of the financial institutions through which they occur.

This instability should be of particular concern to those governments seeking to
establish or develop their financial sectors. Criminal money may flow rapidly into new
centres, providing an illusion of success and a short-term boost to national savings. They
may equally flow away rapidly as conditions change, attracted by another centre, or
merely moving to complicate detection.

Those governments that resist the temptation to soak up short-term flows from
money laundering are likely to find themselves laying the foundations of a financial
sector that can make a contribution to the economy over the longer term. By setting
high standards of financial regulation, and by introducing effective money laundering
counter-measures, they are likely to attract high quality financial institutions, which will
not only provide a source of revenue directly, but which will contribute to wider econ-
omic development within the country.

While this point is relevant to all countries, it is particularly crucial to those seeking

to develop as OFCs.

6.3.3 The Need for a Sound Regulatory Regime for the Offshore Financial
Sector

Enhanced concerns of the international community about money laundering, tax

evasion and terrorist financing have led to a number of concerted efforts to impose
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appropriate supervisory and regulatory standards on the offshore financial sector. In mid-
2000 both the FSF and the FATF issued reports focussing on various offshore financial
centres using various criteria to determine the degree of co-operation and/or the ade-
quacy of legal and supervisory standards relative to international standards.

While domestic banks were generally covered by a strong regulatory regime con-
ducted in accordance with the Basle principles and standards, this is not always mirrored
by offshore banks which can be regulated to a variety of standards by ministries and
other agencies. A strongly regulated financial sector without any distinction between
onshore and offshore activities is an essential prerequisite for money laundering preven-
tion. An adequate legal framework, clearly defined entry requirements, screening of
owners and directors and an effective system of ongoing supervision are all necessary to
protect the integrity of the financial system.

In response to the FATF’s pressure, to OECD demands to end *harmful tax competition’
and to demands from the US following the 11 September attacks that all offshore banks
should have a physical presence in the jurisdictions in which they are regulated, many off-
shore banks have been closed and the jurisdictions that host offshore banking sectors will
need to continually revise their oversight standards. However, where high standards
have been maintained, it has been possible for some OFCs to introduce progressively
tighter regulatory requirements and anti-money laundering legislation without losing
much legitimate business. Indeed, business that has been lost has soon been replaced by
new higher quality business attracted by the higher standards that have been introduced.

Relationships with Overseas Authorities

By their nature, regulators in OFCs are likely to have frequent contact with regulators
in other jurisdictions, seeking legitimate information about the activities of financial
institutions. At the same time they may well be subject to ‘fishing expeditions’
conducted by foreign revenue authorities, seeking information to help them develop
a case against a suspected tax evader. It is important that the means exist to offer suit-
able co-operation in both cases, while not breaching confidentiality by responding
inappropriately.

One of the most effective ways of achieving this is through the negotiation of Mutual
Legal Assistance Treaties or, less formally, Memoranda of Understanding, with those
jurisdictions that most frequently make requests for assistance. These agreements can
specify the circumstances under which a request for assistance will be considered, the
nature of assistance that might be provided and any restrictions that might be placed on
the onward transmission of information.

6.3.4 Uses of Offshore Financial Centres

Offshore financial centres provide a number of legitimate and important services that
can be broadly grouped into three categories:
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1. Private investments in which investments are managed in order to minimise poten-
tial tax liabilities and maximise protection granted under statutory confidentiality
provisions;

2. Asset protection in which the use of an international jurisdiction separate from the
client’s residence allows for the protection of income and assets from political, fiscal
and legal risks; and

3. Estate planning in which the administration of assets is done in the most favourable
legal and fiscal jurisdiction.!

The OECD Financial Stability Forum? has categorised the uses of OFCs as follows, some
of which the Forum believes are more benign than others.

Offshore Banking Licences: A multinational corporation sets up an offshore bank to
handle its foreign exchange operations or to facilitate financing of an international joint
venture. An onshore bank establishes a wholly owned subsidiary in an OFC to provide
offshore fund administration services (e.g. fully integrated global custody, fund account-
ing, fund administration and transfer agent services). The owner of a regulated onshore
bank establishes a sister ‘parallel’ bank in an OFC. The attractions of the OFC may
include no capital tax, no exchange controls, light supervision, less stringent reporting
requirements and less stringent trading restrictions.

Offshore Corporations or International Business Corporations (IBCs): IBCs are
limited liability vehicles registered in an OFC. They may be used to own and operate
businesses, issue shares or bonds, or raise capital in other ways. IBCs may be set up with
one director only. In some cases, residents of the OFC host country may act as nominee
directors to conceal the identity of the true company directors. In some OFCs, bearer
share certificates may be used. In other OFCs, registered share certificates are used but
no public registry of shareholders is maintained. In may OFCs, the costs of setting up
IBCs are minimal and they are generally exempt from all taxes. IBCs are a popular
vehicle for managing investment funds.

Insurance Companies: A commercial corporation establishes a captive insurance com-
pany in an OFC to manage risk and minimise taxes. An onshore insurance company
establishes a subsidiary in an OFC to reinsure certain underwritten by the parent and
reduce overall reserve and capital requirements. An onshore reinsurance company
incorporates a subsidiary in an OFC to reinsure catastrophic risks. The attractions of an
OFC in these circumstances include a favourable income/withholding/capital tax regime
and low or weakly enforced actuarial reserve requirements and capital standards.

Special Purpose Vehicles (SPVs): One of the most rapidly growing uses of OFCs is the
use of special purpose vehicles to engage in financial activities in a more favourable tax
environment. An onshore corporation establishes an IBC in an OFC to engage in a
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specific activity. The issuance of asset-backed securities is the most frequently cited
activity of SPVs. The onshore corporation may assign a set of assets to the offshore SPV
(e.g. a portfolio of mortgages, loans and credit card receivables). The SPV then offers a
variety of securities to investors based on the underlying assets. The SPV, and hence the
onshore parent, benefit from the favourable tax treatment in the OFC. Financial insti-
tutions also make use of SPVs to take advantage of less restrictive regulations on their
activities. Banks, in particular, use them to raise Tier I capital in the lower tax environ-
ments of OFCs. SPVs are also set up by non-bank financial institutions to take advan-
tage of more liberal netting rules than faced in home countries, reducing their capital
requirements.

Asset Management and Protection: Wealthy individuals and enterprises in countries
with weak economies and fragile banking systems may want to keep assets overseas to
protect them against the collapse of their domestic currencies and domestic banks, and
outside the each of existing or potential exchange controls. If these individuals also seek
confidentiality, then an account in an OFC is often the vehicle of choice. In some cases,
fear of wholesale seizures of legitimately acquired assets is also a motive for going to an
OFC. In this case, confidentiality is very important. Also, many individuals facing
unlimited liability in their home jurisdictions seek to restructure ownership of their
assets through offshore trusts to protect those assets from onshore lawsuits. Some OFCs
have legislation in place that protects those who transfer property to a personal trust
from forced inheritance provisions in their home countries.

Tax Planning: Wealthy individuals make use of favourable tax environments in, and tax
treaties with, OFCs, often involving offshore companies, trusts and foundations. There
is also a range of schemes that, while legally defensible, rely on complexity and ambigu-
ity, often involving types of trusts not available in the clients’ country of residence.
Multinational companies route activities through low tax OFCs to minimise their total
tax bill through transfer pricing, i.e. goods may be made onshore but invoices are issued
offshore by an IBC owned by the multinational, moving onshore profits to low tax
regimes.

Tax Evasion: There are individuals and enterprises who rely on banking secrecy and
opaque corporate structures to avoid declaring assets and income to the relevant tax
authorities.

While all these services are designed to assist legitimate businesses, they will continue
to be attractive to money launderers seeking to hide their illicitly gained assets. Those
countries seeking to develop as OFCs must therefore be careful to deter criminal money,
while still attracting legitimate international businesses. A sound reputation will be cru-
cial for all OFCs as they move forward.
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6.4 Establishing Co-operation and a ‘Partnership Approach’

The success of any basic anti-money laundering strategy requires the commitment of all
involved: the legislators, regulators, enforcement agencies, the financial sector and those
within the professional and non-business sectors who will be covered by the AML strate-
gies. Experience would suggest that an important feature of a successful strategy is
partnership among all concerned.

6.4.1 The Role of the Financial Sector

The pivotal role that the financial sector can play is often also largely overlooked. A
properly trained and motivated financial sector can make a substantial contribution to
money laundering prevention, even in the absence of a workable criminal justice system.
But equally, a financial sector that has not been consulted and trained, and which
believes that the requirements are either an unnecessary breach of customer confiden-
tiality, or are impracticable in their delivery, can frustrate even the best laws and inves-
tigatory capacity, while still working within the strict letter of the law.

In all jurisdictions throughout the world, the financial sector supervision and law
enforcement elements of the anti-money laundering strategy must be regarded as com-
plementary. The first is designed to prevent abuse; the second to deal with it when it
occurs. This distinction is important but has not always been recognised by a number of
countries preparing their prevention strategy.

6.4.2 The Role of Non-financial Professions and Businesses

Previously, AML strategies were confined to the financial sector and in some countries
to banks and other credit institutions. It is now generally accepted that criminals have
adapted to the counter-measures put in place by banks and for several years FATF
typologies reports have referred to the increasing role played by professional service
providers and non-financial businesses in money laundering schemes. Consequently,
FATF Recommendation 24 now requires that selected non-financial businesses and pro-
fessions should be subject to compliance with requirements to combat money launder-
ing and terrorist financing taking a risk-based approach to their involvement. The
money laundering risks associated with such businesses and professions have been recog-
nised by a number of international bodies, including the European Parliament and the
United Nations. The 1998 United Nations Report on Financial Havens, Banking Secrecy
and Money Laundering states:

Money Launderers frequently use lawyers and accountants to help them hide funds. All too
frequently unscrupulous lawyers provide advice on money laundering to their clients on the
assumption that they will be protected by the rules of privilege that protects the confidential-
ity of the lawyer/client relationship.

While professional privilege has been misused in the past, it is important that the
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concept of legal professional privilege in particular is honoured in any anti-money
laundering strategy if the co-operation of the profession is to be obtained. Equally, the
compliance regulations applied to other businesses must be applied on a risk sensitive
basis if their co-operation is to be obtained. Applying financial sector requirements
equally across the board will quickly lose support.

6.4.3 The Role of Law Enforcement

The role of law enforcement agencies within the prevention strategy is vital to the finan-
cial sector and the non-financial businesses and professions involved. If trust, respect and
understanding between the two sectors are absent, the financial and professional sectors
will withhold their co-operation in the fear that they are placing their staff at risk and
breaching customer confidentiality unnecessarily. Suspicious transaction reports will not
be made to a law enforcement agency that cannot be trusted to treat them confidentially,
or which does not have the expertise to use the intelligence responsibly and wisely.

6.4.4 The Need for Reciprocity

Co-operation between the financial and professional sector and law enforcement needs
to be reciprocal. Financial institutions and professional firms are acutely sensitive to any
damage to their reputation and they will want the minimum of publicity about any
money laundering investigations in which they become involved. Where they have
effective anti-money laundering systems in place, the financial investigator’s task of trac-
ing criminal money will be facilitated and law enforcement agencies will tend to co-
operate in keeping the operation out of the public eye. However, where a financial insti-
tution or a lawyer or accountant frustrates an investigation, there is less cause for the
investigators to co-operate and the involvement of the institution in a money launder-
ing operation is more likely to become public. This will lead to inevitable adverse con-
sequences for the reputation of the institution or firm’s reputation.

6.5 The Development of Policies

6.5.1 Legislative Policy

The following legal actions are generally required to ensure that the criminal justice sys-
tem can provide a sound base for a national anti-money laundering strategy.

1. Laundering the proceeds of crime must be made a criminal offence in domestic legis-
lation. Such legislation should make possible the identification, seizure and forfeiture
of the proceeds of such crimes.

2. Full ratification and implementation of the UN Vienna and Palermo Conventions.

3. Enactment of measures that will permit or require financial institutions to provide to
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competent national authorities information about the identity of their customers,
account activity and other financial transactions.

4. A review of banking secrecy laws and making the necessary amendments to ensure
that disclosure of financial institutions’ records can be made available to competent
authorities.

5. Assessing the need for increased multilateral co-operation and mutual legal assistance
in money laundering investigations, prosecutions and extradition cases.

6. Adopting, where applicable, laws compatible with the Commonwealth Model Law
for the Prevention of Money Laundering.

7. Implementing bilateral and multilateral agreements to allow for the equitable sharing
between governments of property that has been forfeited as a result of co-operative
efforts in the investigation and prosecution of money laundering cases.

8. If financial institutions suspect that funds stem from a criminal activity, they should
be required to report promptly their suspicions to the competent authorities.

9. Financial institutions, their directors and employees should be protected by legal
provisions from criminal or civil liability for breach of any customer confidentiality if
they report their suspicions in good faith, even if they did not know precisely what the
underlying criminal activity was, and regardless of whether illegal activity actually
occurred.

10. Financial institutions, their directors and employees should not be permitted to
warn their customers when information relating to them is being reported to the
competent authorities (tipping-off).

The options for criminalising money laundering are set out in Chapter 7.

6.5.2 Financial Sector Strategy

Financial institutions will always be particularly vulnerable to money laundering and
terrorist financing and they need to work with their regulatory and supervisory authori-
ties in an effort to prevent the laundering of the proceeds of crime and to protect the
reputation and integrity of the country’s financial centre.

The vulnerability levels of any one financial centre to misuse by criminals are gener-
ally a direct result of the inter-relationship of the following factors:

(i) The range of services offered by the financial sectors — the greater the access to inter-
national markets, the higher the vulnerability. The provision of services such as off-
the-shelf companies, anonymous accounts and bearer instruments only increases
the vulnerability to criminal misuse.
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(ii)

The size and maturity of the financial sector and the institutions — the more immature
the centre the less selective it can be as it seeks to maximise business opportunities
within a highly competitive market, and therefore the greater its level of vulnera-
bility. There is a similar vulnerability factor for the small immature institution even
within a mature financial centre. The converse also applies in that the more mature
the centre, or the larger the institution (especially branches/subsidiaries of inter-
national groups), the greater the selectivity of business that is required to protect
their reputation.

(iii) The effectiveness of financial sector supervision — the nature and level of effective

supervision will impact on vulnerability, e.g. the rigour of the licensing procedures,
the frequency of ongoing compliance monitoring and the extent of variation
between supervision of the onshore and the offshore sectors, will all affect the
integrity and effectiveness of the financial sector.

(iv) The existence of legislation criminalising money laundering — opening the doorway to

(v)

banking information and permitting asset seizure and confiscation will reduce the
vulnerabilities.

The displacement factor — while money laundering generally begins through the trad-
itional banking sector, as preventative measures are taken in that area, so will the
criminal extend his activities to the non-banking financial sector where regulation
is often less stringent. Ensuring that supervision and regulation of all companies and
businesses offering financial services is conducted to similar standards will provide
a significant degree of protection.

6.5.3 Developing Strategies for the Non-financial Sector and Businesses

FATF Recommendation 24 states that:

Designated non-financial business and professions should be subject to regulatory and super-

visory measures as set out below.

a)  Casinos should be subject to a comprehensive regulatory and supervisory regime that
ensures that they have effectively implemented the necessary anti-money laundering
and terrorist-financing measures. At a minimum:

e casinos should be licensed;

o competent authorities should take the necessary legal or regulatory measures to
prevent criminals or their associates from holding or being the beneficial owner of a
significant or controlling interest, holding a management function in, or being an
operator of a casino;

o competent authorities should ensure that casinos are effectively supervised for com-
pliance with requirements to combat money laundering and terrorist financing.
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b)  Countries should ensure that the other categories of designated non-financial busi-
nesses and professions are subject to effective systems for monitoring and ensuring their
compliance with requirements to combat money laundering and terrorist financing.
This should be performed on a risk-sensitive basis. This may be performed by a govern-
ment authority or by an appropriate self-regulatory organisation, provided that such an
organisation can ensure that its members comply with their obligations to combat
money laundering and terrorist financing.

The Second European Anti-money Laundering Directive which was adopted in
December 2001 now applies anti-money laundering obligations to several additional
classes of businesses and professions which are believed to be at risk from abuse by money
launderers and terrorist organisations:

e Auditors, external accountants and tax advisers;
o Real estate agents;
e Casinos;

e Dealers in high value goods eg precious metals or works of art when there is a pay-
ment of 15,000 or more in cash;

e Notaries and other independent legal professionals, i.e. those who participate in plan-
ning certain types of transactions for their clients or act on behalf of their clients in
any financial or real estate transactions.

Commonwealth countries will wish to consider the extent to which their anti-money
laundering and terrorist financing requirements include the specific non-financial busi-
nesses and professions that are designated in the FATF Recommendations and other
vulnerable business sectors (see Chapter 8).

6.5.4 Empowering the Financial Sector to Professions and other Businesses

Legislation on its own is not sufficient to construct an effective regime for preventing
money laundering. An appropriate institutional structure within which the law operates
is crucial and specific measures are needed to protect the financial sector from being used
to launder the proceeds of crime.

Many countries make the mistake of believing that they only need to concentrate
their efforts on enacting anti-money laundering legislation and on the role of the law
enforcement. Such a strategy may well serve to assist an investigation and prosecution
once a crime has been committed, but it will be of little use in preventing the proceeds
of criminal activity from entering the financial system, or preventing the laundering of
the proceeds of crime.

However, the commitment of the financial sector and its staff to the role that they
are required to play is an essential ingredient. Unless the financial sector itself ‘buys into’
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the obligations laid upon it and the underlying procedures, the strategy will have little
effect. Hearts and minds must therefore be reached.

The role and contribution of the financial sector should be based upon compliance
with the spirit of the Basle Principles and adherence to the FATF Financial Sector
Recommendations. In essence, the financial and non-financial sectors contribution lies in:

e Knowing their customers;

Keeping necessary records;

e Co-operating with the enforcement agencies through reporting of knowledge/
suspicion of money laundering;

e Providing other information promptly when legally required to do so.

However, money laundering legislation is not intended to turn financial institutions,
professions and businesses and their employees into detectives. Staff should not be expected
to go looking for signs of criminal activity, but neither should they be permitted to play
a merely passive role. It is important that staff in the relevant professions and businesses
are trained to recognise suspicions of money laundering and to report those suspicions at
the earliest opportunity. While financial institutions and professional firms owe a duty of
confidentiality to their customers, the maxim that ‘there should be no confidence in
iniquity’ must apply. It is also a fact that no financial institution can afford to turn a
‘Nelsonian blind eye’ to possible criminal activities being carried on by its customers.
Failing to ask the right questions merely to avoid receiving incriminating evidence
should not provide any defence against a charge of assisting to launder the proceeds of
crime.

The development of financial and non-financial sector obligations is considered in
Chapter 8.

6.5.5 Enforcement Agency Policy

It is only through the full and effective enforcement of laws and regulations that money
laundering can be prevented and punished, and the proceeds from illicit drug trafficking
and other criminal activities be seized and forfeited. The effective enforcement of anti-
money laundering legislation requires:

e The accurate and timely identification of persons, accounts and commercial transac-
tions linked to criminal activity;

e The collection and analysis of such information in a timely fashion;

e Effective and timely investigations of the illegal laundering of the proceeds of crime
in support of criminal prosecutions;

e The tracing and forfeiture of criminal assets.
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In order to facilitate these aims, it is necessary to consider establishing or designating
centres (financial intelligence units) within each country for the collection, analysis and
sharing with competent authorities all relevant information related to money laundering.
An effective enforcement policy also requires trained financial investigators to investigate
the suspicions of money laundering ad to gather the evidence for a successful prosecution.

The options for financial intelligence and investigation units are set out in Chapter 9.

6.6 ldentifying High-risk Business
6.6.1 Treatment of Countries with Inadequate Money Laundering Regimes

Given the international nature of both the global financial system and modern money
laundering techniques, there is a danger that domestic action to tackle the problem will
be undermined by criminal proceeds that have been introduced into the financial
system from other countries. Once the money is in the financial system, it is harder to
recognise its criminal origins and thus to take action against it. A comprehensive approach
to tackling money laundering must therefore include measures to deal with these flows.

Each jurisdiction will need to take a view on those countries that the international
agencies, e.g. IME, G-7, FATF and OECD, specify as non co-operative jurisdictions and
those with serious deficiencies in their money laundering strategies.

6.6.2 Risk Assessment in Financial and Professional Services and Other
Business Sectors

Commonwealth countries will need to take a view on the level of risk attached to the
type of financial and professional services offered within their relevant sector. Countries
where cash is the normal medium of exchange will face an additional challenge and may
need to consider imposing a mandatory cash transaction reporting requirement. As
stated in section 6.3, the provision of offshore financial services, particularly those
involving trusts and IBCs, present additional money laundering risks. Additional regu-
latory measures may be needed for the higher risk activities.

Financial institutions, the professions and other relevant businesses should be
encouraged to take a risk-based approach to the products and services they offer when
setting their anti-money laundering policies and procedures. This should involve having
regard to the geographical location of their customer base and the extent of their busi-
ness that is conducted in cash.

6.7 ldentifying the Risks and Requirements for E-commerce and
Internet Financial Services

E-commerce and the provision of internet financial services add a further risk dimension
and open up additional mechanisms for fraud, money laundering and tax evasion. FATF
Recommendation 8 states:
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Financial institutions should pay special attention to money laundering threats that may arise
from new or developing technologies that might favour anonymity and take measures if
needed to prevent their use in money laundering schemes. In particular financial institutions
should have policies and procedures in place to address any specific risks associated with non-
face to face business relationships or transactions.

6.7.1 The Potential for E-money Laundering

The European Electronic Money Directive has defined electronic money as:

Prepaid monetary value stored on an electronic dewvice, which is issued by an entity and
accepted as a means of payment by other parties. It is intended to act as an electronic
surrogate for coins and bank notes and is generally used for transactions of a limited value.

E-money is particularly useful for smaller value transactions where credit card costs
become significant and their use is therefore prohibitive to merchants. E-money is also
used to effect e-commerce person-to-person payments where the alternative may be a
more time consuming off-line payment by cheque. Additionally, young persons and indi-
viduals without bank accounts may be provided with a convenient means of payment
that does not involve the granting of credit. E-money may also provide an attractive
means of payment that does not involve the granting of credit. E-money may also
provide an alternative means of payment to consumers wishing to benefit from the
budgeting aspects of pre-payment.

E-money products vary in design and technology. They may comprise accounts held
centrally by the issuer where consumers and merchants open e-money accounts with the
issuer and are then able to transact within the e-money system, or products may be based
on smart cards. Smart card based products may hold the electronic money locally on the
card, or in certain products may have both a local and central record of e-money
balances.

E-money systems can be attractive to money launderers for two reasons:

Untraceability

E-money systems provide anonymity allowing the parties to the transaction to deal with
each other directly without the intervention of a regulated financial institution.
Consequently, the required audit trail may be missing. Powerful encryption may be used
to guarantee the anonymity of money transactions.

Mobility

E-money systems may offer instantaneous transfer of funds over a network that in effect
is not subject to any jurisdictional restrictions. Cash may be deposited into an unregu-
lated financial institution. Placement may be easily delivered using a smart card or
personal computer to buy foreign currency or goods.
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Managing the money laundering threat?

However, all e-money products give rise to opportunities for the detection of suspicious
activity and for the means of limiting particular uses of the product. Account-based
products are transparent to the issuer and may therefore be monitored for particular
patterns and transactions. Non-account based products on the other hand can be
restricted in their utility by the placement of controls on the smart card microchip. Such
controls may, for example, require the card to be presented to the issuer at regular inter-
vals, based on the satisfaction of certain conditions such as turnover limits or number of
transactions conducted, failing which purses would cease to operate. Such purses can
also be restricted in terms of the type of other purses with which they can transact (con-
sumer, merchant, issuer, etc.). This allows for a flexible means of devising appropriate
‘purse controls’ so as to minimise the utility of purses for money laundering.

6.7.2 Internet Banking

FATF typologies exercises have identified the following concerns regarding on-line
banking and money laundering:

(a) The reduction in face-to-face contact;

(b) The inability or increased difficulty in verifying the identity of the customer open-
ing and accessing an account on-line;

(c) Increased difficulty in identifying the person controlling the account and determin-
ing what is normal account activity;

(d) A possible lack of investigative or regulatory jurisdiction.

The FATF has put forward the following suggestions to prevent internet banking
services being used by money launderers:

(a) The need for financial institutions offering internet banking services to have a full
and proper customer identification procedure, including identifying the person,
their address, etc. This should include checking and verifying original or certified
copies of appropriate identification documents by bank branches or other trusted
third parties, and this should be checked by internal and external audit.

(b) Using ‘know your customer’ policies to obtain initial information on the client,
their needs, the source of funds and likely client and transaction profile; and then
to monitor or review account activity and have in place a system to red flag poten-
tially suspicious transactions.

(c) Ensuring that e-money institutions are properly regulated (and that they are
regarded as financial institutions for the purpose of anti-money laundering controls).
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(d) Ensuring that record keeping for electronic transactions is complete and thorough,
and sufficient details are kept to construct an audit trail.

To assist the ability to follow the links between criminal proceeds and the individual
attempting to launder them, the following additional suggestions have been made:

(a) Require Internet Service Providers (ISPs) to maintain reliable subscriber registers
with appropriate identification information;

(b) Require ISPs to establish log files with traffic data relating the Internet-protocol
number to the subscriber and to the telephone number used in the connection;

(c) Require that this information be maintained for a reasonable period (six months to
a year);

(d) Ensure that this information is made available internationally in a timely manner
when criminal investigations are being conducted.

6.8 Managing the Displacement Factors: Parallel Economies,
Underground Banking and Alternative Remittance Systems

In many countries it is recognised that there is a significant ‘parallel economy’ in which
money circulates outside the conventional financial system. The global spread of ethnic
groups from Asia and China has provided a worldwide network for the underground
banking systems variously known as hawala, hundi or chiti banking. Through these
systems, funds or value can be transferred from individual to individual, or from country
to country or any combination of them. However, the service is traditionally provided
without questions, and without paperwork or the inevitable audit trail that recognised
banking procedures entail. Consequently, the nature of the system is such that the
anonymity of its customers is assured and those tasked with monetary control and
surveillance find it almost impossible to examine.

6.8.1 Criminal Use of Alternative Remittance Systems

While alternative remittance systems have a long tradition of legitimate and efficient
uses, they are also purpose-made for criminal transactions. As the systems do not leave
an audit trail, the criminal stands a great a chance of laundering his funds without detec-
tion, and consequently of retaining their use, as legitimate earnings. Evidence shows
that criminals involved in illicit arms and gold smuggling, drug trafficking, terrorist
related crimes, fraud, bribery and corruption are using the alternative remittance systems
on an increasing scale.

In response to the widespread concern that criminal use of the underground systems
will continue to increase as more countries enact legislation to trace and confiscate the
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proceeds of crime passing through the international regulated banking system, FATF
Recommendation 23 concerning the licensing, regulation and supervision of financial
institutions states that:

... at a minimum, businesses providing a service of money or value transfer, or of money or
currency changing should be licensed or registered, and subject to effective systems for mon-
itoring and ensuring compliance with national requirements to combat money laundering
and terrorist financing.

In addition, FATF Special Recommendation VI: Alternative Remittance systems within
the Special Recommendations on Terrorist Financing requires that:

Each country should take measures to ensure that persons or legal entities, including agents,
that provide a service for the transmission of money or value, including transmission through
an informal money or value transfer system or network, should be licensed or registered and
subject to all the FATF Recommendations that apply to banks and non-bank financial insti-
tutions. Each country should ensure that persons or legal entities that carry out this service
illegally are subject to administrative, civil or criminal sanctions.

The Interpretative Note to Special Recommendation VI advises that its objective is to
increase the transparency of payment flows by ensuring that jurisdictions impose consis-
tent anti-money laundering and counter-terrorist financing measures on all forms of
money/value transfer systems, particularly those traditionally operating outside the con-
ventional financial sector and not previously subject to the FATF Recommendations.

In June 2003 FATF supplemented its recommendations on alternative remittance
systems with an International Best Practice paper on the subject covering:

e Definition of money or value services
e Statement of problem
e Principles

e Areas of focus
— licensing/registration
— identification and awareness raising
— anti-money laundering regulations
— compliance monitoring
— sanctions.

6.8.2 Identifying the Existence of Alternative Remittance/Money Value
Transfer Systems

The FATF Best Practice paper advises that for the majority of jurisdictions, proactive

identification of informal money value transfer services is an integral element of estab-
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lishing and maintaining an effective registration/licensing regime. Suggested best prac-

tices to identify alternative remittance/money value transfer services include:

Examining newspapers and other media to detect advertising and monitoring activi-
ties in neighbourhoods where such systems are likely to operate;

Encouraging investigative agencies to pay particular attention to ledgers of business
that may be associated with such systems and examining patterns of activity that may
indicate such activity;

Consulting with the operators of registered/licensed services for potential leads on
those who are operating without registration or licence;

Paying attention to the users of bulk currency and using couriers as a source of intel-
ligence;

Paying particular attention to suspicion reports from the regulated sector that might
indicate a link to alternative remittance systems;

Assisting banks and other financial institutions in developing an understanding of
what activities/indications are suggestive of alternative remittance systems and
informal money value transfer operations and giving banks that authority to cross-
check particular accounts against a register of operators.

6.8.3 Implementing Counter-measures

In addition to the work of the FATE, studies undertaken on behalf of Commonwealth
Ministers have identified a number of counter-measures that can be considered for

preventing wider use of the underground banking and remittance systems for money

laundering:

Increased co-ordination of action within developing countries to conserve foreign
exchange and prevent its leakage;

Removing the incentives for use of the alternative remittance systems by law-abiding
citizens and isolating the criminal use;

Improving regulation and inspection to reduce smuggling and duty evasion;

Ensuring that money laundering legislation and regulations embrace within their
scope all financial activities, including money transmission and foreign exchange
operations rather than defining the scope by type of institution;

Ensuring that all businesses within the scope of the money laundering legislation are
authorised, supervised, inspected and sanctioned for non-compliance;

Introducing the concept of wilful blindness, i.e. should have known or suspected that
the money could not have been legally earned or legally transferred;
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e Introducing a compulsory transaction reporting requirement linked to a strict regime
of monitoring and regulation with criminal penalties for non compliance.

6.8.4 Counter-measures Using the Interface with the Formal Banking System

The underground banking system is at its most vulnerable when it interfaces with the
formal banking system, and this interface between the formal and informal sectors may
also provide an opportunity for tackling the problem. Financial institutions should, for
instance, be encouraged to develop more detailed understanding as to how alternative
remittance and money value transfer systems utilise bank accounts to conduct their
operations, particularly when accounts are used in the settlement process. They should
also pay particular attention to the accounts that they suspect relate to underground
banking operations — including foreign currency accounts and accounts held by trusts or
offshore companies — whether or not the account holders are suspected of direct involve-
ment in money laundering.

6.8.5 Restrictions on the Use of Cash

Cash-based economies are more prone to the increasing and undetected use of under-
ground banking systems. It is therefore important to tackle the cash basis of the parallel
economy by measures aimed at reducing the use of cash and, where necessary, improv-
ing the efficiency of the domestic banking system to make it more attractive. Where
practical, salaries could be paid directly into bank accounts. Modern electronic methods of
money management, such as the greater use of credit and debit cards, could be encouraged.

An effective intermediate step, however, might be to outlaw the use of cash payments
for transactions above a certain size (Italy, for example, has taken this approach). Large
transactions would therefore require the involvement of financial institutions. This
would ensure that those involved in the transactions were subject to formal identifica-
tion the transactions would be recorded, and the process would be subject to the money
laundering controls applied to the formal economy.

Such an approach could be introduced gradually, beginning with a relatively high
threshold, and gradually reducing it as the financial system developed in response to the
opportunity that this would present.

6.9 Increasing Public Awareness

The offences and defences under the criminal law will generally need to apply to all cit-
izens. This will equally apply to anti-money laundering legislation.

For example, it should be an offence for any natural or legal person to provide assis-
tance to a criminal, to obtain, conceal, retain or invest funds that are the proceeds of
criminal conduct. The penalties for committing such an offence without a reasonable
excuse, for example that the person did not know or suspect anything or that they
reported their knowledge at the earliest opportunity, can be significant.
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However, in many countries where money laundering has been made a criminal
offence, there is little public awareness of the reasons, the public responsibilities and the
penalties for committing an offence. In addition, the responsibilities placed on financial
institutions to identify their customers is generally not understood and will often cause
inconvenience to genuine customers. Experience has shown that the measures will cause
friction between the institutions and their customers if the underlying reasons and the
social effects of not taking action have not been adequately explained.

To assist in persuading all citizens and institutions to play their part in the fight
against crime and the laundering of the proceeds of crime, Commonwealth countries
may wish to consider undertaking a public awareness raising campaign linked to the
effects of crime on society. Criminal money in large amounts, such as that derived from
drug trafficking, undermines the social, economic and political fabric of society and,
consequently, affects the day-to-day life and environment of every citizen. A relatively
crime-free society with a sound and effective criminal justice system provides a healthier
and safer environment in which to live and work.
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7
Criminalising Money Laundering

7.1 Scope of the Criminal Offence of Money Laundering

Criminalising money laundering must be the starting point of any credible anti-money
laundering strategy and it is now generally accepted that the international standard for
a money laundering offence is one based on serious crimes

FATF Recommendations 1-3 require that:

(i) Countries should criminalise money laundering on the basis of the Vienna and
Palermo Conventions.

(ii) Countries should apply the crime of money laundering to all serious offences with
a view to including the widest range of predicate offences, for example taking a
threshold approach to all offences carrying a sentence of one year or more or which
are punishable by a minimum penalty of six months of more.

(iii) As a minimum, a range of offences within each of the following designated cate-
gories of offences should be included:

e Participation in an organised criminal group and racketeering;
e Terrorism, including terrorist financing;

e Trafficking in human beings and migrant smuggling;

e Sexual exploitation, including sexual exploitation of children;
o lllicit trafficking in narcotic drugs and psychotropic substances;
o lllicit arms trafficking;

o Illicit trafficking in stolen and other goods;

e Corruption and bribery;

e Fraud;

e Counterfeiting currency;

e Counterfeiting and piracy of products;

e Environmental crime;

e Murder or grievous bodily injury;
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o Kidnapping, illegal restraint and hostage-taking;
e Robbery or theft;

e Smuggling;

e Extortion;

e Forgery;

e Piracy; and

o Insider trading and market manipulation.

(iv) Predicate offences for money laundering should at least extend to offences commit-

ted in another country which constitutes an offence in that country and which
would have constituted an offence if committed domestically.

(v) Criminal liability and/or civil or administrative liability should apply to legal per-

sons as well as to individuals.

(vi) Legislative measures should include the power to identify, trace, freeze, seize and

confiscate criminally obtained or laundered property.

7.2 The Elements of the Vienna Convention

The elements of the Vienna Convention laundering offence, together with illustrations

of some of the forms they might take in practice, are set out below.

Conversion — this would include the exchange of one currency for another or the
exchange of cash for travellers cheques or other negotiable instruments or securities.
It would cover the trading of securities. It could be taken to include the acceptance
of cash or cheques for deposit in an account — converting the money into an account-
ing record.

Transfer — this would cover any form of money transmission service, including wire
transfer.

Concealment — this might be taken to cover acceptance of deposits, and also activi-
ties such as the establishment of trusts or companies to hold assets.

Disguising the true nature, source, location, disposition, movement, rights with
respect to, and/or ownership — this is very similar to concealment, and would partic-
ularly include offshore trust and company formation activities.

Acquisition — this might include the receipt of funds through correspondent accounts
with other financial institutions, or acceptance as a trustee.

62

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING



e Possession — again, this might cover holding funds on behalf of another party, partic-
ularly when there is a degree of discretion over the disposition of the funds.

e Use — this might cover discretionary investment of funds held for a client.

e Participation, association, conspiracy, attempting, aiding, abetting, facilitating
and/or counselling — this might cover a wide range of advisory services, including

investment advice and brokerage services.

7.3 The Elements of the Palermo Convention

The Palermo Convention established the requirement to combat four distinct areas of
activity which are commonly used in support of transnational organised crime.

Under Article 5 participating in the activities of an ‘organised criminal group’ and
‘organising, directing, aiding, abetting, facilitating or counselling’ serious crimes involv-
ing organised criminal groups must be made offences.

Under Article 6 activities relating to ‘money laundering’ must be criminalised. This
extends not only to cash but to any form of property which is the proceeds of crime, and
includes any form of transfer or conversion of the property for the purpose of concealing
its true origin. Simple acquisition or possession is also included if the person in posses-
sion knows that the property is the proceeds of crime.

Under Article 8 corruption must be criminalised where there is a link to trans-
national organised crime. These include offering, giving, soliciting and accepting any
form of bribe, undue advantage or other inducement, where the proposed recipient is a
public official and the purpose of the bribe relates to his or her official functions.

Under Article 23 participating states are required to criminalise any form of obstruc-
tion of justice, including the use of corrupt means (e.g. bribery or physical coercion) to
influence testimony, other evidence or the actions of any law enforcement or other
justice official.

Article 2 defines an ‘organised criminal group’ as one having:

e At least three members;

e The intention of taking action in concert for the purpose of committing a serious
crime to derive a financial or other benefit;

e Some internal organisation or structure;

o Existed for some period of time before or after the actual commission of the offences
involved.

Three protocols cover the specific crimes of:

o Trafficking in persons;
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e Smuggling of migrants;
e Smuggling or illicit manufacture of firearms.

The provisions of the Convention which deal with extradition and mutual legal assis-
tance are similar to provisions already in place in many regional or bilateral agreements.
However, their significance is that the Convention is expected to be ratified by a large
number of countries making legal assistance and extradition more widely available than
previously.

Article 24 requires participating states to adopt appropriate measures to protect
witnesses from potential intimidation or retaliation.

Articles 29 and 30 encourage the development of domestic training programmes and
the provision of technical assistance to other less developed countries.

7.4 The Commonwealth Model Law

To assist Commonwealth countries to develop their national legislation, the
Commonwealth Secretariat has produced a model law for the Prohibition of Money
Laundering (known as ‘the Model Law’). The Model Law is intended for use by common
law countries and covers all of the issues addressed by the FATF Recommendations. An
‘all serious crimes’ money laundering offence was included.

Heads of Government, at their meeting in Auckland in November 1995, agreed that
a common legislative approach would facilitate international co-operation and invited
member states to draw benefit from the Model Law. The Model Law has been updated
during 2003 to reflect the developing international standards.

7.5 The Inclusion of Economic Crimes within Money Laundering
Offences

A number of countries have deregulated their economies in order to improve the effi-
ciency of production and use of resources. However, the trend towards financial and
economic deregulation has both a positive and a negative impact on the problems of
economic crime. On the positive side, by removing the regulations and restrictions that
are subject to abuse, certain forms of economic crime automatically fall away. For
instance, it is impossible to have a crime of exchange control evasion if there are no
exchange controls.

At the same time, deregulation brings freedoms that can be abused by criminals, par-
ticularly those involved in other forms of activity that remain as economic crimes, such
as tax evasion and corruption. Many countries suffer from high levels of economic crime
which hinder their efforts to achieve sustainable economic growth.

It is important therefore to consider:
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e How any approaches to tackling money laundering can additionally be used to com-
bat the laundering of the proceeds of economic crime; and

e What steps can be taken to monitor large inflows and outflows of capital/currency
once regulations and restrictions are removed.

7.5.1 Tax Evasion

The inclusion of tax evasion within the predicate offences for the criminalisation of
money laundering is clouded by the perception that tax evasion is a domestic crime as
opposed to an internationally recognised serious crime such as drug trafficking.

Public attitudes towards tax evasion are complicated by the generally held view that
the payment of tax is something to be avoided whenever possible. This view generates
an ever-growing ‘tax planning’ industry, serving corporations and individuals (particu-
larly wealthy individuals) and advising them on how to minimise their tax liabilities.
This often involves running as close as possible to the line that separates what is legal —
tax minimisation — from what is illegal — tax evasion.

While countries that include all serious crimes within the definition of money launder-
ing do not place tax-related offences in a special category from other serious crimes,
many countries have taken the decision specifically to exclude tax-related offences from
their money laundering legislation. In some countries, tax offences are still subject to the
money laundering legislation, but information that might relate to the laundering of the
proceeds of fiscal offences is not passed to the revenue authorities until another criminal
offence is proved. Other countries, however, have involved their revenue authorities
directly in their anti-money laundering regimes, and can effectively offset some or all of
the costs of their operations against recovered tax revenues as well as against the confis-
cated proceeds of other crimes.

Evidence shows that where tax evasion has become a normal activity within a par-
ticular country, the inclusion of tax evasion within the activities constituting serious
crime can significantly improve government finances through increased levels of tax

recovery.

Tax Evasion as a Smokescreen

The lack of consistency in the treatment of tax evasion has provided an additional
opportunity for the criminals. Money launderers involved in other crimes such as drug
trafficking have frequently used tax reasons as a smokescreen for their unusual or abnor-
mal transactions or instructions. In recognition of this growing practice. The interpreta-
tive note to FATF Recommendation 13 states that:

In implementing Recommendation 13, suspicious transactions should be reported by finan-
cial institutions regardless of whether they are also thought to involve tax matters. Countries
should take into account that, in order to deter financial institutions from reporting
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suspicious transactions, money launderers may seek to state inter alia that their transactions
are related to tax matters.

In addition FATF Recommendation 40 concerning international co-operation provides
that:

Exchanges (of information) should be permitted without unduly restrictive conditions. In
particular:

a) Competent authorities should not refuse a request for assistance on the sole ground that
the request is also considered to involve fiscal matters.

7.6 Bribery and Corruption

Bribery and corruption raise problems of definition and ethics. In many countries the
practice of offering bribes in order to obtain a contract or other advantage has become
a normal part of business life. Likewise, public sector corruption, i.e. the abuse of public
office for private gain has become endemic in some countries. Corruption damages
development and the possibility of laundering the proceeds of corruption through the
world’s financial systems allows it to grow to a massively larger scale than would other-
wise be possible. Significant international initiatives are now in place to tackle the prob-
lems of bribery and corruption.

7.6.1 The OECD Bribery Convention

One of the major international achievements has been the conclusion of the OECD
Convention on the bribery of foreign public officials in the course of international
business transactions (the OECD Bribery Convention). Specifically, the Convention
provides that the making or receiving of a bribe should be made a criminal offence and
provides for the seizure of the bribe or the proceeds of the bribe.

7.6.2 Grand Corruption

Corruption has been defined by the world bank as ‘the abuse of public office for private
gain’. Transparency International defines it as ‘the abuse of entrusted power for private
gain’. Whatever the definition, corruption invariably taints reputations and practices,
infects political processes and economic stability, and generally deprives one person or
group of persons to the benefit of another person or interest.

Corruption is not only a major disincentive to healthy economies growth, but it is
also a major disincentive to outside investment and long term aid.*

The corrupt diversion of government funds and international aid money has become
a significant problem for some Commonwealth countries and for many countries steps to
combat corruption have become a prerequisite for contained international support.
Corrupt government officials generally wish to place the proceeds form their corrupt acts
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beyond the sight and reach of their own home jurisdictions. The illegally diverted funds
concerned are generally laundered through bank accounts, companies or trusts set up in
other countries or offshore financial centres. Most financial institutions do not willingly
seek to acquire such funds, and many are increasingly refusing to accept them if they are
identifiable. The criminal and civil liabilities for banks and others who knowingly or
unwittingly launder the proceeds can be significant in addition to the reputational risks.

Financial institutions that know their customers and the sources of their wealth and
income can usually be expected to recognise abnormal financial flows and could be
expected to become suspicious of the large financial flows generated by corrupt pay-
ments. Those funds can then be reported to the relevant authorities and the process of
returning them can commence. However, difficulties arise in practice when the financial
institution does not know that a foreign customer is a public sector official with poten-
tial access to substantial government funds. While there may be no doubt in relation to
heads of state and other very prominent individuals, many will not be recognisable as
such.

Commonwealth countries that are vulnerable to high levels of corruption or diverted
aid funds may therefore consider maintaining a list of individuals who fall in this cate-
gory. This could then be made available to international banks through their supervisory
bodies and would permit all banks to monitor the accounts of political customers or
family members and assist in the reporting of transactions that might be linked to
corruption.

7.7 Secrecy versus Confidentiality

Banking confidentiality is widely recognised as playing a legitimate role in protecting the
confidentiality of the financial affairs of individuals and legal entities.

This right derives from the general principle of privacy and the concept that the rela-
tionship between a banker and his customer obliges a bank to treat all its customers’
affairs as confidential. All countries provide, to a greater or lesser extent, the authority and
obligation for banks to refuse to disclose customer information to ordinary third parties.

In common law countries, the circumstances when the common law duty of con-
fidentiality between a financial institution and its customers may be breached are set out
in the Tournier decision (Tournier v National Provincial and Union Bank of England 1924).
The three most important of these circumstances in the context of money laundering are:

e when the bank is required by law to breach confidence;
e when breach of confidence is necessary in the bank’s own interests; and
e when breach of confidence is in the legitimate public interest.

Money laundering legislation normally defines circumstances under which a financial
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institution is required to disclose information to a designated authority and the financial
institution is therefore protected from suit for breach of confidentiality by the need to
disclose under compulsion of law.

Where banking confidentiality is enshrined in statute, it may be necessary to ensure
that money laundering legislation provides adequate gateways (with appropriate checks
and balances) through the confidentiality provisions to permit the disclosure of sus-
picions. Most confidentiality legislation permits financial institutions to pass on know-
ledge of criminal activity to the authorities coupled with explicit statutory protection
from breach of customer confidentiality.

However, some Commonwealth countries extend customer confidentiality beyond
the common law right, to the statutory right to secrecy. In these cases, legislation will
usually provide that banks and other financial institutions must keep information
concerning their affairs secret. Any person who discloses information relating to the
identity, assets, liabilities, transactions and accounts of a customer will commit a crim-
inal offence.

To be effective, money laundering legislation must allow financial institutions to pass
on their knowledge and their suspicions of money laundering to the relevant authorities.
The continued existence of banking secrecy legislation, rather than merely a customer’s
right to confidentiality, will prohibit the development of an effective anti-money laun-
dering strategy.

Commonwealth countries should also be aware that if banking secrecy legislation
prohibits disclosure of customer information in response to a Foreign Court Order or a
US subpoena in respect of a criminal investigation, that country will be officially classi-
fied by the FATF as a non co-operative jurisdiction (see Chapter 4, section 4.4).

7.8 Implementing a Requirement to Report Knowledge/Suspicion of
Money Laundering

In order for a national strategy to succeed, it is essential that financial institutions and
professional firms (and within them, individual members of staff) are required, by
statute, to report any knowledge or suspicion of money laundering.

7.8.1 Determining Reporting Requirements
The FATF Recommendations recognise two different approaches to the task of report-
ing.

Firstly, institutions should be required to report knowledge or suspicion of money
laundering related to specific customer or transactions; this is known as suspicious trans-
action or suspicious activity reporting. FATF Recommendation 13 states:

If a financial institution suspects or has reasonable grounds to suspect that funds are the
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proceeds of criminal activity or are related to terrorist financing, it should be required directly
by law or regulation to report promptly its suspicions to the Financial Intelligence Unit

(FIU).

The inclusion of the words ‘or has reasonable grounds to suspect’ introduces into
Recommendation 13 a new objective test of suspicion. This enhanced requirement is
discussed in greater detail in Chapter 12.

Secondly, institutions can be required to undertake routine reporting of transactions
above a specified threshold; this is known as currency transaction reporting. FATF
Recommendation 19b states:

Countries should consider the feasibility and utility of a system, where banks and other
financial institutions and intermediaries would report all domestic and international
currency transactions above a fixed amount to a national central agency with a computerised
data base, available to competent authorities for use in money laundering or terrorist financ-
ing cases, subject to strict safeguards to ensure proper use of information.

7.8.2 Suspicious Transaction/Activity Reporting

The idea that financial institutions should spontaneously report to the authorities, trans-
actions that they have conducted merely because they are suspicious of those transac-
tions or consider them to be unusual is perhaps the most radical element of the approach
to combat money laundering. It often runs counter to other legislative/contractual com-
mitments and counter to the natural instincts of most financial institutions, which place
very strong emphasis on customer confidentiality.

Why Should Financial Institutions Report Suspicious Transactions or Activity?

Where Recommendation 13 has been adopted, financial institutions, professional firms
and other designated businesses will commit an offence if they do not report their sus-
picions of money laundering. However, there are two other reasons why financial insti-
tutions should co-operate in combating money laundering by disclosing details of sus-
picious transactions.

The first, is essentially a moral one. Regulated financial institutions and professional
firms in particular are expected to be ‘good citizens’ who have a duty to uphold the law,
and this duty may at times override the duty of confidentiality that they owe to their
customers, if there is legitimate suspicion of wrong-doing. This issue of confidentiality is
discussed in more detail below.

The second reason, for any financial or non-financial business to report suspicious
transactions is that of simple self-interest — protecting themselves from fraud and protect-
ing their reputation. The basis of trust on which the financial and professional systems
operate can easily be undermined by the involvement of financial institutions or profes-
sional firms in criminal activity, even if the involvement was unintentional.
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Any financial institution or professional firm that discovers it is holding criminal pro-
ceeds may be subject to criminal penalties under the common law (as an aider or abet-
tor) or to a civil suit for constructive trust, even in the absence of money laundering leg-
islation. By disclosing its situation to the authorities, a financial institution will to put
itself in a safer position.

The options for establishing a central agency to receive and evaluate the suspicion
reports is set out in section 9.1.

7.8.3 Protection for the Reporting Institution

While the legal situation protects reporting institutions from civil action by clients or
criminal liability for breach of confidence, it does not protect staff from reprisals if the
fact that a disclosure has been made becomes known to the customer. This possibly
becomes significantly more acute if the report is made direct to the law enforcement
agencies from the member of staff who is handling the transaction.

In some countries, legislation requires the identification of a senior manager within
the institution who will be given responsibility for considering all ‘suspicions’, deciding
if they should be passed to the authorities, and generally controlling the institution’s
reporting procedures. This role is often referred to as ‘the Money Laundering Officer’.

7.8.4 Currency Transaction Reporting

Under a CTR regime, financial institutions report any transaction or transfer of funds
above a fixed threshold to a central agency. This information is then put on a database
and made available to investigators.

CTR regimes can impose significant compliance costs on financial institutions and
their customers and, if the reporting threshold is set at an inappropriate level, can lead
to the agency to which the reports are being sent being overloaded with information.
This in turn will prevent the ability to analyses the information such that the money
laundering transactions can be identified. However, from the government viewpoint, a
well-run CTR system can potentially cover its costs. If resources and expertise were
available to establish and maintain a computer-based CTR system, and the data was
made available to revenue authorities to use to pursue tax evasion, this might be an
attractive option for some Commonwealth governments.

A CTR system is often deemed to prove helpful in three situations:

e Where it is considered that the quality and educational standards of many staff, or the
standard of the systems, within financial institutions are insufficient to exercise and
apply the judgement necessary in a suspicion-based reporting regime. This may be
considered a short-term phenomenon, and implementing a routine CTR system may
be an expedient starting point (legislation permitting);

e Asa first step in monitoring and reporting. With money laundering, one of the choke
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«points is at the point of conversion of notes into instruments (cheques, money trans-
fer orders, etc.), with the most likely being the conversion of convertible currencies.
Therefore, in the early stages of a strategy, the routine reporting of convertible cur-
rency transactions (thus excluding the more numerous domestic currency transac-
tions) may be an effective option;

e The application of money laundering legislation to tax evasion and other forms of
economic crime has the potential to improve government finances through increased
levels of tax recovery. Where the fiscal benefits are potentially very high, there is
scope for the introduction of a CTR system.

Often the most effective anti-money laundering regimes require both CTR and
suspicion-based reporting, but CTR alone has been found to be ineffective.

7.8.5 Reporting International Capital/Currency Movements

While deregulation and liberalisation of the financial system requires the removal of
controls and restrictions over the ‘free’ flow of currency and capital, many jurisdictions
maintain or implement a reporting procedure to permit the ongoing monitoring of such
movements. Financial institutions may be requested to report to the central bank all
movements of capital/currency, over a specified financial threshold, in to and out of the
country. Such a reporting procedure serves two purposes:

o It provides the central bank with essential statistics and information in respect of the
balance of payments, etc.; and

e It provides the central bank with the opportunity to recognise any unusual flows of
capital/currency (by size, source or destination) which may be suspicious and warrant
further enquiry.
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8

Setting Obligations for the Financial Sector, the
Professions and Other Designated Businesses

8.1 General Requirements

While the basic statutory money laundering offences and defences, e.g. the requirement
not to assist any other person to launder the proceeds of crime, will apply universally,
additional measures are necessary to strengthen the financial institutions, non-financial
businesses and professions against abuse by money launderers.

FATF Recommendations 4-15 set out the measures to be taken by financial institu-
tions covering:

e customer due diligence

e record keeping

e special attention to complex and large transactions
e reporting suspicions

e development of policies, procedures and controls including the screening of employees,
employee training and an audit programme to test the system.

Recommendation 16 applies the financial institution requirements to all designated
non-financial businesses and professions, subject only to an exemption when the infor-
mation was obtained in circumstances covered by legal professional privilege
(Recommendation 13).

Recommendations 17-19 include a number of other measures to deter money laun-
dering and terrorist financing:

e The imposition of sanctions for non-compliance;
e The prohibition of dealings with shell banks;
e Measures to detect or monitor cross border transfers of cash or bearer instruments.

Recommendation 20 encourages countries to apply the FATF recommendations to a
wider range of businesses that may pose a money laundering or terrorist financing risk.
Recommendation 20 also encourages the development of non-cash based methods of
payment and money management.
Recommendation 21 requires financial institutions and other designated professions
and businesses to give special attention to relationships and transactions with countries
that have material deficiencies in their anti-money laundering and terrorist strategies.
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The recommendation also states that the institutions, businesses and professions should

apply their policies and procedures to subsidiaries and branches located abroad.

8.2 Defining the Scope of Financial Sector Activities

The following activities to be covered as a minimum are set out in the Glossary to the
FATF Recommendations:

1.

[ T VS B .S

10.

11.

12.

13.

Acceptance of deposits and other repayable funds from the public;’
Lending;®

Financial Leasing;’

The transfer of money or value;®

Issuing and managing means of payment (e.g. credit and debit cards, cheques,
traveller’s cheques, money orders and bankers’ drafts, electronic money);

Financial guarantees and commitments;

Trading in

(a) money market instruments (cheques, bills, CDs, derivatives etc.)
(b) foreign exchange

(c) exchange, interest rate and index instruments

(d) transferable securities

(e) commodity futures trading;

Participation in securities issues and the provision of financial services related to
such issues;

Individual and collective portfolio management;

Safekeeping and administration of cash or liquid securities on behalf of other
persons;

Otherwise investing, administering or managing funds or money on behalf of other
persons;

Underwriting and placement of life insurance and other investment related insur-
ance;’

Money and currency changing.

Beyond the traditional banking sector, there is no general definition of financial institu-

tion. It is therefore important that each Commonwealth country defines the scope of its

financial sector broadly enough to cover all the types of financial activity that might be

considered particularly at risk from being used by money launderers.
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For example, in most countries there is a class of persons that provide financial advice
or planning services to the public. These services often entail the investment adviser
examining a client’s financial needs and recommending financial products and services
to meet those needs. In some countries, advisers who provide advice on certain types of
investments, for example pensions, life insurance, or unit trusts, must be authorised and
abide by rules to protect customers and investors. However, depending on the country
concerned, financial planning or advice may also be offered not only by specific author-
ised investment advisers, but also by lawyers, accountants or other types of professionals.
It may be that the adviser also offers other types of advice, in areas such as tax planning
or purchasing foreign real estate.

The recommendation for defining a financial institution covers a wide variety of
financial activities, including the provision of various investment services for a client
whereby the financial institution handles and invests the client’s money or funds. This
should extend to the provision of investment advice, where it is linked to handling
client funds. However, it would not automatically include advisers or entities that only
provide advice and which do not themselves handle the client’s funds. Given that
investment advisers occupy an important role as financial intermediaries, and are often
particularly well placed to know the client’s affairs, consideration should be given as to
whether they would be subject to AML obligations, even where they do not handle the
client’s funds.

Several of the relevant financial sector activities listed in 8.2 above may be con-
ducted outside the formal financial sector, for example by unlicensed cash remitters,
bureaux de change and in some cases casinos. It is important that all those conducting
relevant activities are covered by the financial sector regulations.

8.2.1 Displacement

Experience indicates that where money laundering legislation is applied only to part of
the financial sector, laundering activity quickly shifts into those areas where the legisla-
tion does not apply. This process is known as displacement. In particular, the activity
will often be displaced from the formal financial sector into the informal sector and
parallel economy (see Chapter 6). Displacement will also occur out of the financial sector
into other areas such as retailing, arts or antiques, where cash is accepted in settlement.
The scope of anti-money laundering regulation must therefore be kept under review and
the requirements extend to other business sectors as the need arises.

8.3 Determining the Scope and Vulnerability of Non-financial Sector
Businesses and Professions

The FATF Recommendations designate the following non-financial businesses and pro-
fessions as being vulnerable to money laundering and terrorist financing:
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(a) Casinos — when customers engage in financial transactions equal to or above the
applicable designated threshold;

(b) Real estate agents — when they are involved in transactions for their client concern-
ing the buying and selling of real estate;

(c) Dealers in precious metals and dealers in precious stones — when they engage in any
cash transaction with a customer equal to or above the applicable designated

threshold;

(d) Lawyers, notaries, other independent legal professionals and accountants when they
prepare for or carry out transactions for their client concerning the following
activities

e buying and selling of real estate
e managing of client money, securities or other assets
e management of bank, savings or securities accounts

e organisation of contributions for the creation, operation or management of

companies

e creation, operation of management of legal persons of arrangements, and buying
and selling of business entities.

(e) Trust and company service providers when they prepare for or carry out transactions
for a client concerning the activities listed in the definition in the Glossary.

The Basle paper on customer due diligence for banks also identifies client accounts
opened by professional intermediaries as a high-risk area. These concerns have caused
the Offshore Group of Banking Supervisors to set up a working group made up of mem-
bers of the group and representatives from several other countries and relevant inter-
national organisations. This group is working to produce a recommended statement of
minimum standards and/or guidance for trust and company service providers.

The risks associated with ‘gatekeepers’ have also been recognised by the G-8.
Following the meeting of Justice Ministers in Moscow in 1999, the official communiqué
noted that many money laundering schemes involve misuse of financial intermediaries.
The Ministers noted that they would ‘consider requiring or enhancing suspicious trans-
action reporting by the “gatekeepers” to the international financial system, including
company formation agents, accounts, auditors and lawyers ...".

8.3.1 Casinos and Other Gambling Businesses

Casinos are vulnerable to manipulation by money launderers due to the fast-paced and
cash intensive nature of the games and because casinos provide their customers with a
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wide array of financial services. Financial services available at casinos are similar and, in
many cases, identical to those generally provided by banks and other depository institu-
tions, and can include customer deposit or credit accounts, facilities for transmitting and
receiving funds transfers directly from other institutions, and cheque cashing and
currency exchange services.

Evidence suggests that the gambling environment often attracts criminal elements
involved in a variety of illicit activities, including fraud, narcotics trafficking and money
laundering. With large volumes of currency being brought in and played by legitimate
customers, gaming can create a good ‘cover’ for money launderers who are in possession
of large amounts of currency. Casinos are also attractive to organised crime if the crim-
inals are able to take over and control the casino, thus providing them with an opportu-
nity to launder their illicit proceeds, as well as engage in other types of criminality.

The money laundering schemes that have been uncovered include instances where
casinos were used by individuals to commit offences including structuring of transactions
and money laundering. Many of these schemes involved organised crime. Money launder-
ers have also been known to use agents to disguise the true ownership of the funds and
are willing to lose some of the money while gambling as a necessary cost of doing busi-
ness. Other techniques include:

e Buying chips or tokens with cash, conducting minimal betting and then requesting
repayment by a cheque drawn on the casino’s account;

e Using a chain of casinos with establishments in different countries and asking for the
amount held by the casino in credit for a gambler to be made available in another
jurisdiction and then withdraw it in the form of a cheque there;

e Asking for winners’ cheques to be made out in the name of third persons.

A casino must know its customer to make an informed decision as to whether a transac-
tion is suspicious. Many casinos already know a great deal about their customers from
information routinely obtained through deposit, credit, cheque cashing and player rat-
ing accounts. These accounts generally require casinos to obtain basic identification
information about the account holders and to inquire into the kinds of wagering activi-
ties in which the customer is likely to engage. For example, deposit and credit accounts
track customer deposits and casino extensions of credit. The player rating account tracks
gaming activity and is designed primarily to award complimentary perquisites to volume
players, and to serve as a marketing tool to identify frequent customers and to encour-
age continued patronage. In certain instances, casinos use credit bureaux to verify infor-
mation obtained from customers. All of these sources of information can help a casino
to better understand its customer base and to evaluate specific transactions that appear to
lack justification or otherwise cannot be explained as falling within the usual methods
of legitimate business.
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Other than casinos, the most prevalent forms of legal gambling include horse racing
betting (on and off course), slot and other gaming machines, soccer and other types of
sports betting, spread betting, card clubs, and lotteries and pool competitions. Some of
these other types of gambling provide an ideal cover for money launderers because they
have a high volume cash turnover, offer considerable anonymity for customers, have no
recognisable audit trail and usually welcome persons that engage in significant gambling.
The vulnerabilities identified above for casinos apply equally to some other forms of
gambling. In addition, in some jurisdictions gambling businesses such as betting shops,
card clubs and off-course bookmakers are vulnerable to money laundering because they
provide services similar to those provided by financial institutions, including customer
deposit or credit accounts, facilities for transmitting and receiving funds from other
financial institutions, cheque cashing and currency exchange.

Gambling is particularly attractive to money launderers at the placement stage. Sale
of winning horse-racing tickets has been identified in money laundering cases, with the
criminal buying winning tickets with criminal proceeds and then obtaining a cheque
when the winning ticket is returned. There is evidence that telephone betting accounts
have been abused by launderers both as a means of disguising who is really gambling and
also legitimising funds; cash is paid into such accounts, a small amount is gambled and
the balance transferred back out into a bank account. The bank then records the source
of the funds as winnings, thereby lessening suspicion.

Gambling businesses that use a token or chip system, such as poker machines, are also
vulnerable to money laundering. Any chip system that permits a customer to purchase
chips with funds which can then be sold back provides a low cost, intensive opportunity
for structuring and conversion of funds.

Historically, organised crime and other criminal elements have always been attracted
to gambling. The combination of large profits, cash transactions and the opportunity to
launder funds attracts criminal operators. The large amounts of cash introduced daily by
legitimate customers provide cover for money launderers without necessarily alerting the
authorities.

8.3.2 Real Estate Agents
A recent FATF study into money laundering methods, techniques and trends found that:

The real estate sector is now fully within the sphere of money laundering activities.
Investment of illicit capital in real estates is a classic and proven method of laundering dirty
money.

In considering the application of anti-money laundering measures to the real estate
industry, one must take into account that this sector may vary considerably in its types
of clients, and the types and value of transactions that real estate agents conduct.
However, some practical difficulties might arise in applying anti-money laundering
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measures to such businesses and activities, mainly due to the traditional lack of specific
regulation or control by a supervisory authority.

Where money laundering risks are mitigated by the fact that the client is usually the
vendor rather than the purchaser, where the real estate agent does not generally handle
the client’s funds or other assets, and when the transactions will be subject to scrutiny
by other intermediaries such as lawyers, banks or mortgage lenders, the risks can be con-
sidered to be low. In such cases a light touch approach to regulatory and compliance
requirements might be appropriate.

8.3.3 Dealers in High-value Goods

The FATF typologies reports have identified sellers of high-value objects such as works
of art as having a significant presence in laundering activities. Gold dealers have also
been identified as being vulnerable to money laundering in that anti-money laundering
measures targeting the traditional financial sector have caused customers wishing to pur-
chase bullion anonymously to turn to other sources.

The 1998-99 FATF Typologies Report also identified close links between wholesale
and retail dealing in gold, informal remittance systems and money laundering cases.
Similar links have also been found between money laundering and trade in diamonds.
More recently, these industries have been linked to the financing of terrorist organisa-
tions and activities.

In a number of FATF and other countries, there has also been extensive use of lux-
ury vehicles such as expensive automobiles, and boats or planes, as part of the money
laundering process. Such items are used both at the placement level, as a means of trans-
porting cash or other criminal proceeds, as well as at the layering and integration stages,
when they are luxury items that criminals own as part of their assets. Another type of
business that is subject to anti-money laundering obligations in several countries and
which is involved in transporting cash and high value items are professional carriers of
cash and other valuables.

As with estate agents, dealers in high-value goods will vary significantly in the nature
of their clients and the value of their transactions. Practical difficulties in applying anti-
money laundering controls may arise because of the lack of a formal regulatory or super-
visory structure. One answer might be to impose a compulsory transaction reporting
requirement coupled with an identification requirement for transactions over a given
limit. An amount equivalent to US$10,000 either for single of linked transactions might
be appropriate.

8.3.4 Trust and Company Service Providers

The FATF has consistently found that legal entities or other types of legal relationships
(such as trusts), usually formed and managed by professional service providers, are a
common feature of money laundering schemes. A major part of the problem is the lack
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of transparency concerning the beneficial ownership and control of corporate vehicles
such as companies, trusts, foundations etc., but an equally important issue is addressing
the risks posed by the professionals that create and manage these vehicles.

Companies and trusts are often used by money launderers and other criminals who
wish to conceal their identity. For example, as stated in the 2001 Typologies Report, FATF
experts found that ‘trusts, along with various forms of corporate entities, are increasingly
perceived as an important element of large-scale or complex money laundering
schemes’. Because of this, it is important to ensure that those who are responsible for
forming and administering trusts and companies must themselves know the identity of
the persons who are the beneficiaries or beneficial owners, respectively, and who effec-
tively control the trust or company in question. In 2000, the FATF examined the role of
the individuals or agents that help to create such entities, and found them to be a key
factor in an increasing number of complex money laundering schemes.

The need to take action with respect to trust and company service providers has also
been recognised by other international bodies. An OECD report has highlighted the role
that trust and company service providers can play in the misuse of corporate vehicles.
The identified misuse is not restricted to money laundering, but extends to bribery and
corruption, hiding assets from legitimate creditors and claimants, fraud, securities law
and tax offences. The report states:

Corporate service providers regularly design structures to ensure that the beneficial owner
remains anonymous, and often act as the intermediary between the client and the authori-
ties in the jurisdiction of incorporation ...

Trustees may also play a role in obscuring the identity of the beneficial owner ...

There is a wide range of different types of businesses or professionals that act as profes-
sional service providers for the creation and administration of companies, trusts, founda-
tions and other legal entities or arrangements. For example, in many jurisdictions,
lawyers and accountants play an important role in this type of business, but the service
is also provided by banks, businesses that specialise in providing these services or suit-
ably qualified individuals or partnerships. The same term can also have different mean-
ings in different jurisdictions. In some jurisdictions, a trust company is a company whose
business is acting as a trust service provider, i.e. it forms and administers trusts and
arranges for the appointment of or acts as trustee. In others, a trust company may also be
entitled to do banking business or provide similar services with respect to companies.
What counts for anti-money laundering purposes is not the name of business that provides
the service but the types of service it provides. The services that should be covered are:

e Acting as a formation agent of legal persons;

e Acting as (or arranging for another person to act as) a director or secretary of a com-
pany, a partner of a partnership, or a similar position in relation to other legal persons;
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e Providing a registered office, business address or accommodation, correspondence or
administrative address for a company, a partnership or any other legal person or
arrangement;

e Acting as (or arranging for another person to act as) a trustee of an express trust;

e Acting as (or arranging for another person to act as) a nominee shareholder for

another person.

When considering the options for including these services within an anti-money
laundering strategy, it is important to bear in mind the need for a level playing field and
the displacement effect that occurs when measures are taken in one jurisdiction but not
in another. In relation to trust and company service providers, there is evidence that
service providers relocate from jurisdictions that have adopted strong anti-money launder-
ing and regulatory measures to those that have no such measures. Another important
general consideration is that trust and company service providers often control large
amounts of client funds and can make investment decisions for the trusts and companies
that they control, thus acting in a comparable way to investment or portfolio managers.
This has implications for anti-money laundering controls, but also for protection of cus-
tomers against criminal activity or incompetence by the service provider.

8.3.5 Lawyers, Notaries and Legal Professionals

Since the FATF first commenced studying money laundering methods and techniques
on a systematic basis in 1995-96, lawyers have been consistently mentioned in FATF
typologies reports as being linked to money laundering schemes and cases. A variety of
reasons have been cited as to why lawyers appear to be frequently involved in money
laundering:

e It has been commonly observed that criminals use lawyers’ client accounts for the
placement and layering of funds. In many counties, this offers the advantage to the
launderer of the protection that is afforded by legal professional privilege or profes-
sional secrecy;

e In a number of countries, lawyers provide a service as a ‘gatekeeper’, that is, through
their specialised expertise they are able to create the corporate vehicles, trusts and
other legal arrangements that facilitate money laundering;

e Lawyers offer the financial advice that is a required element of complex money
laundering schemes;

e The use of lawyers and the corporate entities they create can provide the criminal
with a veneer of respectability for the money laundering operations.

In addition, it has been uniformly observed by the international organisations that as
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anti-money laundering controls are effectively implemented in the financial sector,
money launderers are turning to other sectors, including the use of professionals, to
launder their illegal proceeds. For example, the involvement (unknowingly and other-
wise) of lawyers and other professionals in money laundering cases is frequently noted in
the 1998 Report of the UN Office for Drug Control and Crime Prevention on financial
havens, banking secrecy and money laundering.

The particular role, history and status of the legal profession and the rules that attach
to it mean that very careful attention will need to be given when considering the appli-
cation of anti-money laundering obligations to such professionals. In particular, due to
the professional secrecy or privilege that exists in relation to certain types of communi-
cations with clients, the application of the requirement to report suspicious transactions
will need to be closely examined. Professional secrecy or privilege is a principle that
exists in all members, but its precise boundaries vary, depending on the structure of the
relevant legal system. The objective is to make it more difficulty for actual or potential
money launderers to attempt to misuse the services of the lawyer, while still taking into
account fundamental rights.

8.3.6 Accountants

As with lawyers, over recent years FATF studies of money laundering methods and tech-
niques have linked accountants to money laundering schemes and cases, and accountants
appear to be involved in money laundering for reasons similar to those applicable to
lawyers:

o In a number of countries, accountants act as ‘gatekeepers’ — through their specialised
expertise they are able to create the corporate vehicles, trusts and other legal arrange-
ments that facilitate money laundering;

e Accountants offer financial and fiscal advise that is often a required element of com-
plex money laundering schemes;

e The use of accountants and the corporate entities they create can provide the crimi-
nal with a veneer of respectability for their money laundering operations;

e As anti-money laundering controls are effectively implemented in the financial sec-
tor, money launderers are turning to other sectors, including the use of professionals
to launder their illegal proceeds.

The role that is played by external accountants as ‘gatekeepers’, whether knowingly or
otherwise, and the risks that might result if they are acting for criminal clients is well
established. In addition, accountants acting as auditors also have a very important role,
since they are the professionals responsible for checking financial statements, verifying the
accuracy of books and records and checking on various types of controls for companies and
businesses globally. Internal auditors working in financial institutions often already have
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a significant role in combating money laundering and in checking the internal controls
that exist within the organisation. Similarly, external auditors could, in certain circum-
stances be well placed to perform checks on the adequacy of measures in place in the
businesses in which they are conducting an audit. Other types of external accounting
professionals, such as those engaged in forensic accounting or risk management, could
also make important contributions to combating money laundering.

Again, as with the legal profession, the particular role and history of the accounting
profession, and particularly external auditors (who are often performing a statutory func-
tion), mean that very careful attention will need to be given when considering the appli-
cation of anti-money laundering obligations to such professionals. In particular, careful
consideration will need to be given to auditors’ obligations concerning the reporting of
illegal activity, the rules of confidentiality or professional secrecy that apply in relation
to certain types of documents or communications with clients, and the interaction with
the application of the requirement to report suspicious transactions. An external auditor
usually has a statutory obligation to assist the board of a company and its shareholders
to assess if the financial statements of the company are true and correct. In some coun-
tries, this role and function means that in certain circumstances an auditor is subject to
professional secrecy obligations.

8.4 Regulations for Financial Institutions, Professions and Other
Designated Businesses

As stated in section 8.1 above, specific regulations for financial institutions, the profes-
sions and other designated businesses are required to underpin the general criminal law.
The regulations should require the financial institutions, professions and businesses
concerned to establish and maintain specific policies and procedures to guard against
their businesses and the financial system being used for money laundering.

8.4.1 The Purpose and Scope of the Regulations

In essence, the financial, professional and business sector regulations are designed to

achieve two purposes: firstly to enable suspicious transactions to be recognised as such

and reported to the authorities; and secondly to ensure that if a customer comes under

investigation in the future, a financial institution can provide its part of the audit trail.
To comply with the FATF Recommendations, the requirements should cover:

The implementation of policies and controls;

e Identification and ‘know your customer’ procedures;
e Record-keeping requirements;

e Measures for the recognition of suspicious transactions;
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e Reporting procedures for suspicious transactions and possibly currency transaction
reporting;

e Awareness raising, education and training of relevant staff.

When determining controls and procedures, and indeed when drafting legislation, it is
essential that supervisory authorities bear in mind that relatively simple requirements
which are easy to fulfil are much more likely to be accepted and followed than cumber-
some requirements which place excessive demands on businesses and their staff.
Wherever possible, the requirements should simply be an extension of the due diligence
already practised within the financial, professional or business sector.

8.4.2 The Implementation of Policies and Controls

A sound anti-money laundering and crime prevention strategy must emanate from board
and senior management level. Senior management should therefore be made fully
accountable for their institution’s compliance with the AML requirements.

While the Board must retain collective responsibility for setting overall policy and
compliance, it is generally found to be valuable for the Board to appoint one member of
senior management as the central point of contact with the authorities, particularly in
respect of the reporting of suspicious transactions. This person is generally referred to as
the money laundering reporting officer (MLRO) and, depending on the size of the insti-
tution, may also be responsible for overall anti-money laundering compliance.

To ensure that the Board does not abdicate its collective responsibility for compliance
to the MLRO, or some other designated person, it can be useful to require relevant busi-
nesses to prepare an annual report setting out how they have met their anti-money launder-
ing obligations, including the requirement to report suspicions. These annual reports can
then be made available to supervisors and other regulators as and when required.

8.4.3 Customer Due Diligence — Establishing Identification and ‘Know Your
Customer’ Procedures

FATF Recommendation 5 states that:'°

Financial institutions should not keep anonymous accounts or accounts in obviously ficti-
tious names.

Financial institutions should undertake customer due diligence measures, including identify-
ing and verifying the identity of their customers, when:

o establishing business relations;

e carrying out occasional transactions: (i) above the applicable designated threshold; or (ii)
that are wire transfers in the circumstances covered by the Interpretative Note to Special
Recommendation VII;
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o there is a suspicion of money laundering or terrorist financing; or

o the financial institution has doubts about the veracity or adequacy of previously obtained cus-
tomer identification data.

The customer due diligence (CDD) measures to be taken are as follows:
a) Identifying the customer and verifying that customer’s identity using reliable, independent
source documents, data or information.

b) Identifying the beneficial owner, and taking reasonable measures to verify the identity of
the beneficial owner such that the financial institution is satisfied that it knows who the
beneficial owner is. For legal persons and arrangements this should include financial
mstitutions taking reasonable measures to understand the ownership and control struc-
ture of the customer.

c) Obtaining information on the purpose and intended nature of the business relationship.

d) Conducting ongoing due diligence on the business relationship and scrutiny of transac-
tions undertaken throughout the course of that relationship to ensure that the transac-
tions being conducted are consistent with the institution’s knowledge of the customer,
their business and risk profile, including, where necessary, the source of funds.

Financial institutions should apply each of the CDD measures under (a) to (d) above, but may
determine the extent of such measures on a risk sensitive basis depending on the type of
customer, business relationship or transaction. The measures that are taken should be con-
sistent with any guidelines issued by competent authorities. For higher risk categories, finan-
cial institutions should perform enhanced due diligence. In certain circumstances, where
there are low risks, countries may decide that financial institutions can apply reduced or
simplified measures.

Financial institutions should verify the identity of the customer and beneficial owner before
or during the course of establishing a business relationship or conducting transactions for
occasional customers. Countries may permit financial institutions to complete the verifica-
tion as soon as reasonably practicable following the establishment of the relationship, where
the money laundering risks are effectively managed and where this is essential not to inter-
rupt the normal conduct of business.

Where the financial institution is unable to comply with paragraphs (a) to (c) above, it
should not open the account, commence business relations or perform the transaction; or
should terminate the business relationship; and should consider making a suspicious transac-
tions report in relation to the customer.

These requirements should apply to all new customers, though financial institutions should
also apply this Recommendation to existing customers on the basis of materiality and risk,
and should conduct due diligence on such existing relationships at appropriate times.

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING



Recommendation 10 contains the following record-keeping requirements for customer
identification evidence:

Financial Institutions should keep records on the identification data obtained through the
customer due diligence process (eg copies or records of official identification documents like
passports, identity cards, driving licenses or similar documents), account files and business
correspondence for at least five years after the business relationship is ended.

The Purpose of Customer Due Diligence Procedures

Customer due diligence, i.e. ‘knowing your customer’ serves two purposes. The first is to
provide an audit trail for investigators pursuing money laundering operations. If finan-
cial transactions can be linked to individual account holders, it is possible for law
enforcement authorities to put together an effective case when they wish to prosecute
criminals and confiscate the proceeds of their crimes. Every failure to seek and record
true identity makes it easier for criminals to retain their money.

Effective customer due diligence procedures serve a second purpose, in that they will
make it difficult for criminals to use financial institutions. Where individuals are
required to provide evidence of their identity and the purpose and background to the
relationship, criminals have the choice of:

e Having their true identity recorded (which leaves them open to greater risk of capture,
conviction and confiscation); or

e Using false identification documentation (which may be spotted by staff in financial
institutions, leading again to capture and conviction); or

e Using intermediaries to conduct the transactions or open the accounts on their
behalf (which raises the costs and increases the risks of detection.

Extending the customer due diligence requirements beyond the financial sector will
remove the alternative for determined launderers to use non-financial institutions as
gatekeepers to the financial system.

Experience in many countries has been that the introduction of identification, ‘know
your customer’ and record-keeping procedures, has benefited financial institutions. The
requirement to identify their customers and to know their business has empowered the
institutions to obtain information that assists them in their risk management procedures,
without deterring customers who now know that they would be asked the same questions
in any other institution. At the same time, legitimate customers who are aware of the
legal responsibilities placed on financial institutions and other relevant businesses are
more willing to provide information to the institutions. Knowing enough about cus-
tomers and their legitimate business activities forms the basis for recognising suspicious
arrangements and transactions.
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Simplified or Reduced Customer Due Diligence Measures
Historically most EU member states have permitted financial institutions certain con-
cessions with respect to verifying the identity of customers seeking to enter into business
relationships.

The FATF Recommendations now recognise this concept as stated in the following
interpretative note to Recommendation 5.

The general rule is that customers must be subject to the full range of CDD measures,
including the requirement to identify the beneficial owner. Nevertheless there are circum-
stances where the risk of money laundering or terrorist financing is lower, where informa-
tion on the identity of the customer and the beneficial owner of a customer is publicly avail-
able, or where adequate checks and controls exist elsewhere in national systems. In such
circumstances it could be reasonable for a country to allow its financial institutions to apply
simplified or reduced CDD measures when identifying and wverifying the identity of the
customer and the beneficial owner.

Examples of customers where simplified or reduced CDD measures could apply are:

e Financial Institutions — where they are subject to requirements to combat money laun-
dering and terrorist financing consistent with the FATF Recommendations and are super-
vised for compliance with those controls.

o Public companies that are subject to regulatory disclosure requirements.
o Government administrations or enterprises.

Simplified or reduced CDD measures could also apply to the beneficial owners of pooled
accounts held by designated non-financial businesses or professions, provided that those busi-
nesses or professions are subject to requirements to combat money laundering and terrorist
financing consistent with the FATF Recommendations and are subject to effective systems
for monitoring and ensuring their compliance with those requirements. Banks should also
refer to the Basle CDD paper (section 2.2.4) which provides specific guidance concerning
situations where an account holding institution may rely on a customer that is a professional
financial intermediary to perform the customer due diligence on his or its own customers
(i.e. the beneficial owners of the bank account) . Where relevant, the CDD paper could also
provide guidance in relation to similar accounts held by other types of financial institutions.

Simplified CDD or reduced measures could also be acceptable for various types of products
or transactions such as (examples only):

e Life Insurance Policies where the annual premium is no more than USD/ 1000 or a

single premium of no more than USD/ 2500.

e Insurance policies for pension schemes if there is no surrender clause and the policy can-
not be used as collateral.
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e A pension, superannuation or similar scheme that provides retirement benefits to employ-
ees, where contributions are made by way of deduction from wages and the scheme rules
do not permit the assignment of a member’s interest under the scheme.

Countries could also decide whether financial institutions could apply these simplified meas-
ures only to customers in its own jurisdiction or allow them to do for customers from any
other jurisdiction that the original country is satisfied is in compliance with and has effec-
tively implemented the FATF Recommendations.

Simplified CDD measures are not acceptable whenever there is suspicion of money launder-
ing or terrorist financing of specific higher risk scenarios apply.

Setting the Mechanism for Identification Evidence

Customer identification has become one of the most important aspects of an anti-money
laundering strategy and the requirements can be complex. The obligations placed on
financial institutions and non-financial sector businesses must therefore be capable of
being met by a conscientious institution in a practical way. Where best practice can be
applied, the objective should be to require identification of both name and address
separately from official documentation or sources.

Different countries take varying approaches to the documentary evidence required.
In countries which have a national identity card system, that card is specified in legis-
lation and regulation as providing the basis for identification. In countries which do not
have such a system, no one particular document is specified, and financial institutions
must determine their own approach based upon available documentation and records;
such institutions often gain a cumulative satisfaction of identity from various sources.

Many Commonwealth countries do not have a national identity card system, and in
a number of countries the proportion of the population having formal photographic
documentation confirming their identity may be as low as 5 per cent. It is therefore
necessary to devise an approach that will ensure an adequate degree of customer identi-
fication, without denying access to the financial system to those who have no formal
identification documents.

As part of their financial and economic reforms, some Commonwealth countries
have sought to increase the proportion of the population subject to some form of official
identification to combat electoral fraud and to improve the efficiency of tax collection.
Where possible, other grounds for requiring identification — including tackling money
laundering — should be taken into account in administering this process. Ideally this
would extend to including a photograph on the identification document, but failing
that, the signature of the person identified would be acceptable, assuming literacy on the
part of those wishing to open accounts and undertake transactions. If financial institu-
tions were allowed access to a register of names and addresses, this would also assist in
confirming that customers presenting such identification were who they claimed to be.
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Where no system of identification exists for the majority of the population, it may be
appropriate for identification procedures to be concentrated where there is the greatest
risk of money laundering. At the most basic level, this would be where the sums of
money involved were large or involved hard currency, or where there was movement of
money in and out of the jurisdiction.

By and large, those individuals with large quantities of money are more likely to have
formal identification documents, such as passports or driving licences and have their
address registered for official purposes. The same is likely to be true of those customers
who handle foreign currency or make transactions involving other countries.

For those countries where wide-scale identification is not possible, it might be reason-
able to require identification from customers conducting transactions over a certain size,
or who hold accounts that may exceed a certain limit. Identification should also be
required for all foreign currency accounts and for all transactions over a certain amount
involving the transmission of funds into or out of the country. However, such an
approach is less satisfactory than one involving comprehensive customer identification
and will not meet international standards.

Where international best practice cannot be met at the outset, it will be necessary
for financial sector supervisors, other regulators and law enforcement agencies to moni-
tor the effectiveness of the procedures and to introduce enhanced requirements as
circumstances permit or the need arises.

Identification of Legal Entities and Structures

A significant proportion of criminal money is laundered through the accounts and vehicles
established on behalf of private companies or trusts and identification procedures that
require transparency of ownership and control are therefore extremely important. FATF
Recommendations 33 and 34 state that:

33. Countries should take measures to prevent the unlawful use of legal persons by money
launderers. Counties should ensure that there is adequate, accurate and timely inform-
ation on the beneficial ownership and control of legal persons that can be obtained or
accessed in a timely fashion by competent authorities. In particular, countries that have
legal persons that are able to issue bearer shares should take appropriate measures to
ensure that they are not misused for money laundering and be able to demonstrate the
adequacy of those measures. Countries could consider measures to facilitate access to
beneficial ownership and control information to financial institutions undertaking the
requirements set out in Recommendation 5.

34. Countries should take measures to prevent the unlawful use of legal arrangements by
money launderers. In particular, countries should ensure that there is adequate, accurate
and timely information on express trusts, including information on the settlor, trustee
and beneficiaries, that can be obtained or accessed in a timely fashion by competent
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authorities. Countries could consider measures to facilitate access to beneficial ownership
and control information to financial institutions undertaking the requirements set out in
Recommendation 5.

Private companies are particularly vulnerable to being used for money laundering and a
full range of identification measures should be required, including the personal identifi-
cation of principal shareholders and directors.

Companies listed on a regulated stock exchange are less vulnerable to being used for
money laundering because of their public accountability. Identification of principal
shareholders and directors is not therefore necessary. However, such companies are not
immune from many of the underlying criminal offences such as fraud, bribery or corrup-
tion. Individual employees may also use the company’s name as a smokescreen to mask
illegal activity. Consequently, in the case of listed companies, confirmation that the
company’s representative has the authority to act is a vital requirement.

Identifying Underlying Beneficial Ownership

The ultimate objective of any anti-money laundering strategy must be to take the profit
out of crime. To be able to confiscate the proceeds of any crime, the beneficial owner
must be identified and located. In many cases, the true owners of criminal funds will
attempt to conceal their identities behind nominees or other people acting on their
behalf.

Seeking the identity of the underlying beneficial owner can be of particular impor-
tance in the case of an offshore trust or an international business company where owner-
ship is masked by nominee directors.

Non-Face-to-Face Customers

Financial institutions and other businesses are increasingly asked to open accounts and
enter into other relationships on behalf of customers who do not present themselves for
personal interview. This has always been a frequent event in the case of non-resident
customers, but the practice has increased significantly with the development of postal
and electronic banking and internet services. In recognition of this, FATF
Recommendation 8 states that:

Financial Institutions should pay special attention to any money laundering threats that may
arise from new or developing technologies that might favour anonymity, and take measures,
if needed, to prevent their use in money laundering schemes. In particular, financial institu-
tions should have policies and procedures in place to address any specific risks associated with
non-face to face business relationships or transactions.

The Basle Committee has considered this issue in some depth and the Basle CDD paper
contains the following advice for banking supervisors which again is wholly relevant to
other business sectors:
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A typical example of a non-face to face customer is one who wishes to conduct electronic
banking via the Internet or similar technology. Electronic banking currently incorporates a
wide array of products and services delivered over telecommunications networks. The impersonal
and borderless nature of electronic banking combined with the speed of the transaction
inevitably creates difficulty in customer identification and wverification. As a basic policy,
supervisors expect that banks should proactively assess various risks posed by emerging
technologies and design customer identification procedures with due regard to such risks.

Even though the same documentation can be provided by face to face and non-face to face
customers, there is a greater difficulty in matching the customer with the documentation in
the case of non-face to face customers. With telephone and electronic banking, the verifica-
tion problem is made even more difficult.

In accepting business from non-face to face customers:

o banks should apply equally effective customer identification procedures for non face to
face customers as for those available for interview; and

o there must be specific and adequate measures to mitigate the higher risk.
Examples of measures to mitigate risk include:
e certification of documents presented;

o requisition of additional documents to complement those which are required for face to
face customers;

o independent contact with the customer by the bank;

o third party introduction, e.g. by an introducer subject to the criteria established in para-
graph 36 (and in FATF Recommendation 9); or

o requiring the first payment to be carried out through an account in the customer’s name
with another bank subject to similar customer due diligence standards.

As stated in section 6.7.2, Commonwealth countries should ensure that they mitigate
the risk posed by new technologies by ensuring that those institutions offering electronic
and internet services are subject to the same regulation supervision and compliance
monitoring requirements as those institutions that offer their services by traditional
means.

Reliance on Introducers and Third Parties to Obtain Identification Evidence

The performance of identification procedures can be time consuming and there is a
natural desire to limit any inconvenience for new customers. In some countries it has
therefore become customary for financial institutions to rely on the procedures under-
taken by introducers or other third parties when business is being referred. FATF
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recognises this practice in Recommendation 9 as follows:

Countries may permit financial institutions to rely on intermediaries or other third parties to
perform elements (a)—(c) of the CDD process or to introduce business, provided that the
criteria set out below are met. Where such reliance is permitted, the ultimate responsibility
for customer identification and verification remains with the financial institution relying on

the third party.
The criteria that should be met are as follows:

a) A financial institution relying upon a third party should immediately obtain the necessary
information concerning elements (a)—(c) of the CDD process. Financial institutions
should take adequate steps to satisfy themselves that copies of identification data and
other relevant documentation relating to the CDD requirements will be made available
from the third party upon request without delay.

b) The financial institution should satisfy itself that the third party is regulated and super-
vised for, and has measures in place to comply with CDD requirements in line with
Recommendations 5 and 10.

It is left to each country to determine in which countries the third party that meets the con-
ditions can be based, having regard to information available on countries that do not or do
not adequately apply the FATF Recommendations.

Financial institutions and other businesses should be reminded that relying on due dili-
gence conducted by an introducer, however reputable, does not in any way remove the
ultimate responsibility of the recipient financial institution to know its customers and
their business. In particular, financial institutions and other businesses should not rely
on introducers that are subject to weaker standards than those governing their own
‘know your customer’ procedures or that are unwilling to share copies of due diligence
documentation.

Identifying Existing Customers

While the customer identification process applies naturally at the start of a relationship,
financial institutions and other relevant businesses that are already well established
when customer due diligence requirements are imposed will have many well established
customers on their books. Existing customers can also create money laundering or ter-
rorist financing risks. The Basle Committee 2001 CDD paper for banks contains the fol-
lowing statement which is equally relevant to other financial institutions and non-finan-
cial businesses:

To ensure that records remain up to date and relevant there is a need for banks to undertake
reviews of existing records. An appropriate time to do so is when a transaction of signifi-
cance takes place, when customer documentation standards change substantially or when
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there is a material change in the way that the account is operated. Howewver, if a bank
becomes aware at any time that it lacks sufficient information about an existing customer,
it should take steps to ensure that all relevant information is obtained as quickly as possible.

Some jurisdictions, both within and outside FATE, have imposed a complete customer
review on financial sector firms to be undertaken within a set time scale to ensure that
sufficient information exists on all customers both existing and new. Other jurisdictions
have adopted the ‘risk and trigger’ based approach suggested by the Basle Committee.

Applying Additional Due Diligence to Higher Risk Situations

International standards need to be supplemented and/or strengthened by additional
measures tailored to the risks within the financial and business systems of a particular
jurisdiction and to the risks within particular institutions. Enhanced due diligence is
required in relation to the higher risk bank accounts, for example private banking serv-
ices offered to high net worth customers. In particular, the risks associated with politi-
cally exposed persons and correspondent banking relationships should be acknowledged.

Politically Exposed Persons

Business relationships with individuals holding important government or public posi-
tions and with persons or companies clearly related to them may expose a financial insti-
tution or other business to significant reputational and/or legal risks.

Corruption by some government leaders and public sector officials (often referred to
as ‘politically exposed persons’ (PEPS)) inevitably involves serious crime such as theft or
fraud and has become of increasing global concern. The scale of illegal wealth acquired
by corrupt leaders and officials, particularly in jurisdictions where corruption within gov-
ernment and society is endemic, often contracts starkly with the relative poverty of that
county and/or its people. The proceeds of such corruption are often transferred to other
jurisdictions and concealed through private companies, trusts or foundations, or under
the names of relatives or close associates.

In view of the high profile of such cases, and the international impact, financial insti-
tutions and other professional firms that handle the proceeds of corruption will often
face a major reputational risk and in some cases criminal charges can arise. FATF
Recommendation 6 covers this in the following way:

Financial institutions should, in relation to politically exposed persons, in addition to per-
forming normal due diligence measures:

a) Have appropriate risk management schemes to determine whether the customer is a
politically exposed person.

b) Obtain senior management approval for establishing business relationships with such
customenrs.
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c) Take reasonable measures to establish the source of wealth and source of funds.

c) Conduct enhanced ongoing monitoring of the business relationship.

Correspondent Banking and Similar Relationships

Correspondent banking, i.e. the provision of banking services by one bank (‘the corres-
pondent bank’) to another bank (‘the respondent bank’) is an important feature in many
Commonwealth countries, enabling banks to conduct business and services that they do
not offer directly. However, if banks fail to apply an appropriate level of due diligence to
such accounts, they expose themselves to a range of risks and may find themselves hold-
ing and/or transmitting money linked to corruption, fraud or other illegal activity. FATF
Recommendation 7 states that:

Financial institutions should, in relation to cross border correspondent banking and other
similar relationships, in addition to performing normal due diligence measures:

a) Gather sufficient information about a respondent institution to understand fully the
nature of the respondent’s business and to determine from publicly available information
the reputation of the institution and the quality of supervision, including whether it has
been subject to a money laundering or terrorist financing investigation or regulatory
action.

b) Assess the respondent institution’s anti-money laundering and terrorist financing con-
trols.

c) Obtain approval from senior management before establishing new correspondent
relationships.

d) Document the respective responsibilities for each institution.

e) With respect to ‘payable-through accounts’, be satisfied that the respondent bank has
verified the identity of and performed on going due diligence on the customers having
direct access to accounts of the correspondent and that it is able to provide relevant
customer identification data upon request to the correspondent bank.

(Identification and ‘know your customer’ procedures are dealt with in more detail in

Chapter 11.)

8.4.4 Establishing the Requirements for Recognition and Reporting of
Suspicions

In order for a national strategy to succeed, it is essential that financial institutions, pro-

fessional firms and other designated businesses (and within them individual members of

staff) are required to report any knowledge of suspicion of money laundering in a timely

fashion.
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This requirement is covered by FATF Recommendation 13 as follows:

If a financial institution suspects or has reasonable grounds to suspect that funds are the
proceeds of criminal activity, or are related to terrorist financing it should be required,
directly by law or regulation, to report promptly its suspicions to the financial intelligence
unit (FIU).

The inclusion by the FATF of the words ‘or has reasonable grounds to suspect’ introduces
an objective test of suspicion rather than the previous subjective test. Because the objec-
tive test was not in the 1990 Recommendations and is still not a feature of the European
Money Laundering Directives, few countries have, to date, included it within their anti-
money laundering legislation and regulations. The UK is one exception and while the
concept of ‘reasonable grounds’ to suspect has yet to be tested in the English courts, it is
clear from the debates that took place at the time of its introduction that the UK
Parliament intended reasonable grounds to include not only negligence, but also the
concept of wilful blindness, i.e. the intentional and deliberate avoidance of the facts.
This would include, for example, proceeding with a transaction or instruction while
being deliberately blind to the potential illegal origin of the funds involved.

Where the objective test is enshrined in criminal law, for example within the offence
of not reporting suspicions, it introduces one of the ways in which guilt is established.
The offence might therefore be proved when there exist facts or circumstances from
which an honest and reasonable person engaged in similar business would have inferred
knowledge of formed the suspicion that another person was engaged in criminal activity
or money laundering.

Recommendation 14 recognises that within the financial sector and the professions,
customer confidentiality is a contractual requirement and those financial institutions
and firms that are required to report their suspicions must be protected from being sued
for breach of confidentiality by their customers. Equally, they must not be permitted to
tip off their customers that a suspicion report has been made.

Financial institutions, their directors, officers and employees should be:

a) Protected by legal provisions from criminal and civil liability for breach of any restriction
on disclosure of information imposed by contract or by any legislative, regulatory or
administrative provision, if they report their suspicions in good faith to the FIU, even if
they did not know precisely what the underlying criminal activity was, and regardless of
whether illegal activity actually occurred.

b) Prohibited by law from disclosing the fact that a suspicious transaction report (STR) or
related information is being reported to the FIU.

While the legal situation protects financial institutions and professional firms from civil
action by clients or liability for breach of confidence, it does not by itself defend them
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against the reputational damage that might arise if a disclosure, made in good faith but
not relating to actual criminal activity, were to become known to the customer to whom
it related, and that customer made the fact public.

To ensure that reports of suspicions are handled swiftly and confidentially, there must
be a clear chain of responsibility both within individual institutions and continuing up
through the authorities, so that individuals and institutions know exactly where they
should take their information. Legislation should acknowledge that once employees
have reported internally, they have fully met their obligations.

These institutional arrangements should ensure that suspicions disclosures are only
handled by a small number of people, all of whom are well trained and aware of the sen-
sitive nature of this information. The money laundering reporting officer should be the
key central figure in this reporting chain and the link with the financial investigators.

Regular and direct contact between institutions and the authorities responsible for
handling suspicion disclosures should increase the confidence that financial institutions
have in the handling of disclosures, and will also tend to help the investigators and
central authorities to understand the concerns of financial institutions.

While money laundering legislation requires the co-operation of the financial sector
in order to be effective, it is not the purpose of such legislation to turn private sector
institutions and businesses into detectives. Businesses cannot be expected to invest a
large amount of time and resources in investigating their own customers’ affairs to ensure
that they are not laundering money. On the other hand, it is important that financial
institutions do not wilfully turn a blind eye to what their customers are doing. Striking
the right balance is something that will come only with experience.

[t is important that financial institutions and other businesses do not feel pressured
into making ‘defensive’ disclosures (i.e. reporting to the authorities on the merest hint
of an unusual transaction), but rather have the confidence to make the necessary com-
mercial enquiries to confirm the substance of the suspicion. Legislation should permit
the reporting of suspicions after the transaction has been undertaken, and should accept
legitimate enquiries as reason for delay. (Recognition and reporting of suspicions is dealt
with in more detail in Chapters 9 and 12.)

8.4.5 Record-keeping Requirements

Financial sector records provide a vital part of the audit trail in criminal investigations.
The ability to track criminal money through different financial institutions across differ-
ent jurisdictions and to identify the final structures, accounts or investments into which
the criminal money is placed is essential, if the funds are to be confiscated.

FATF Recommendation 10 states that:

Financial institutions should maintain, for at least five years, all necessary records on trans-
actions, both domestic or international, to enable them to comply swiftly with information
requests from competent authorities. Such records must be sufficient to permit reconstruc-
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tion of individual transactions (including the amounts and types of currency involved if any)
s0 as to provide, if necessary, evidence for prosecution of criminal behaviour.

Financial institutions should keep records on identification, data obtained through the due
diligence process (e.g. copies or records of official identification documents like passports,
identity cards, driving licences or similar documents) , accounts files and business correspon-
dence for at least fie years after the business relationship is ended.

The identification data and transaction records should be available to domestic competent
authorities upon appropriate authority.

Format of Records

The format in which records are to be retained needs to be determined in accordance
with requirements for the admissibility of evidence in court proceedings. Timely

retrieval of all records should also be required. (Record keeping is dealt with in more
detail in Chapter 13.)

8.4.6 Awareness Raising and Training of Staff

Recommendation 15 states that financial institutions and other designated businesses
should develop an ongoing employee training programme. Properly trained and moti-
vated staff provide the first line of defence against money laundering. Financial institu-
tions and other designated businesses should be required to take steps to ensure that all
relevant staff are aware of their statutory obligations, their employers’ procedures for
guarding against money laundering, the need to recognise and report suspicions, and the
risks of becoming involved with criminal money.

Commonwealth countries will need to determine whether relevant institutions
should be required to test the competence of their staff and the extent to which the insti-
tutions themselves will be held responsible for the negligent or wilful acts of their
employees. (Awareness raising and training is dealt with in more detail in Chapter 14.)

8.5 The Role of the Supervisory Authorities

FATF Recommendations 23 and 24 set out the requirements for Regulation and
Supervision as follows:

23. Countries should ensure that financial institutions are subject to adequate regulation
and supervision and are effectively implementing the FATF Recommendations.
Competent authorities should take the necessary legal or regulatory measures to prevent
criminals or their associates from holding or being the beneficial owner of a significant
or controlling interest or holding a management function in a financial institution.

For financial institutions subject to the Core Principles, the regulatory and supervisory
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measures that apply for prudential purposes and which are also relevant to money laun-
dering, should apply in a similar manner for anti-money laundering and terrorist
financing purposes.

Other financial institutions should be licensed or registered and appropriately regulated,
and subject to supervision or oversight for anti-money laundering purposes, having
regard to the risk of money laundering or terrorist financing in that sector. At a mini-
mum, businesses providing a service of money or value transfers, or of money or
currency changing should be licensed or registered, and subject to effective systems for
monitoring and ensuring compliance with national requirements to combat money
laundering and terrorist financing.

24. Designated non-financial businesses and professions should be subject to regulatory and
supervisory measures as set out below.

a) Casinos should be subject to a comprehensive regulatory and supervisory regime
that ensures that they have effectively implemented the necessary anti-money
laundering and terrorist financing measures. At a minimum:

e casinos should be licensed;

e competent authorities should take the necessary legal or regulatory measures to
prevent criminals or their associates from holding or being the beneficial owner of a
significant or controlling interest, holding a management function in, or being an
operator of a casino.

e competent authorities should ensure that casinos are effectively supervised for com-
pliance with requirements to combat money laundering and terrorist financing

b) Countries should ensure that the other categories of designated non-financial busi-
nesses and professions are subject to effective systems for monitoring and ensuring
their compliance with requirements to combat money laundering and terrorist
financing. This should be performed on a risk-sensitive basis. This may be per-
formed by a government authority or by an appropriate self-regulatory organisation,
provided that such an organisation can ensure that its members comply with their
obligations to combat money laundering and terrorist financing.

Whether or not a single body is given responsibility for ensuring compliance with all
aspects of money laundering legislation, it is vital that a number of functions are carried
out. These include:

e Ensuring financial institutions comply with the requirements;

e Providing a level playing field;
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e Ensuring that financial institutions do not fall under the control of criminals or crim-
inal organisations;

e Issuing guidance notes to assist financial institutions in meeting their obligations
under the legislation;

e Providing training for the staff of financial institutions in appropriate systems to fore-
stall, prevent and recognise money laundering.

8.5.1 Monitoring Compliance

While it is clearly the responsibility of each institution's management to comply with
legislative and regulatory obligations, it is also necessary for the appropriate supervisory
authority to ensure that institutions have in place systems that address the requirements
of the FATF Recommendations, and the national legislation and regulations.

FATF Recommendation 29 states that:

Supervisors should have adequate powers to monitor and ensure compliance by financial
institutions with requirements to combat money laundering and terrorist financing, includ-
ing the authority to conduct inspections. They should be authorised to compel production of
any information from financial institutions that is relevant to monitoring such compliance
and to impose adequate administrative sanctions for failure to comply with such require-
ments.

The supervisory authority responsible for fulfilling this responsibility may need to inspect
financial institutions’ records, and, if necessary, interview their staff. Financial supervi-
sors and central banks will often have such powers. Even where these authorities do not
have primary responsibility for tackling money laundering within the financial sector,
they may have an interest in any findings that a financial institution is not taking ade-
quate steps to guard against money laundering, as this may give cause for concern in
other contexts. In order to maximise the effectiveness of such inspections, while min-
imising the burdens imposed by the inspection process on financial institutions, where
responsibilities lie with more than one agency it may be appropriate for one authority to
conduct inspections on behalf of others. This will require close co-operation between all
the agencies concerned.

8.5.2 Using Licensing to Prevent Criminal Control of Financial Institutions

[t is generally assumed that financial institutions themselves recognise the desirability of
co-operating with the authorities to ensure that they do not find themselves inadvert-
ently doing business with criminals. In almost all cases this assumption is justified, and
financial institutions genuinely do want to ‘keep the crooks off the books’. However, this
is not the case where financial institutions have been set up by, or subsequently fall
under the control of, criminals or criminal organisations.
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A financial institution that knowingly launders criminal proceeds, and then conceals
this behaviour from the authorities, poses a severe threat to the entire financial sector,
and offers criminal organisations the best prospect of accessing the sector without detec-
tion. Unsurprisingly, this has tempted criminal organisations in some countries to make
active efforts to acquire control of financial institutions which, in itself, can lead to
banking crises in the centres concerned.

[t is essential that financial regulators and other authorities responsible for combat-
ing money laundering take steps to ensure that criminal organisations cannot take con-
trol of, or set up, banks or other financial institutions. The key to this is to ensure that
applicants for licences to run financial institutions are adequately scrutinised to ensure
that they are ‘fit and proper’ to conduct the business that they propose and that legiti-
mate financial services business is actually conducted. Indeed, countries could consider
imposing an ongoing fit and proper test to be applied to all directors and controlling
interests in financial institutions. The existence of brass plate banks and/or banks whose
capital is issued in the form of bearer shares will offer prime opportunities for the criminal
money launderer.

8.6 Establishing Partnership and Commitment

As stated above, an effective anti-money laundering strategy requires a partnership
approach. This must extend to a partnership between the supervisory authorities and the
relevant institutions and businesses. The legislators and regulators cannot provide an
effective system without the goodwill and active co-operation of the companies and
businesses covered. Lack of consultation with the private sector can often result in
requirements that are unworkable and are therefore ignored. The supervisory authorities
should be easily approachable and accessible to deal with the problems that will arise
and be prepared to bridge the gap between the relevant institutions and businesses and
law enforcement agencies. .

FATF Recommendation 25 recognises the need for communication between the var-
ious parties stating that:

The competent authorities should establish guidelines, and provide feedback which will assist
financial institutions and designated non-financial businesses and professions in applying
national measures to combat money laundering and terrorist financing, and in particular, in
detecting and reporting suspicious transactions.

Information and guidance about money laundering prevention and compliance should
be clearly written and freely available so that institutions are not thwarted in their
attempts to tackle the problem and comply with legislation. The expectations of the
supervisory authorities and law enforcement agencies should be clearly communicated
to all concerned to ensure that a level playing field across the financial, professional and
business sector is maintained.
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The provision of financial sector guidance notes and training packages can help to
establish a level playing field, thereby ensuring that all institutions are basing their
strategies on a standardised approach and that the problems are put in context.

8.6.1 Providing Guidance Notes

It has been the experience of financial institutions in many countries where money laun-
dering legislation has been introduced that compliance with the legislation is made eas-
ier by the provision of officially approved guidance notes. In some countries, such guid-
ance notes may have been developed by appropriate government agencies/supervisors,
while in others the task has been allotted to industry bodies.

Whoever is responsible, it is important that such guidance is:

e Accurate, reflecting the legal provisions in such a way that financial institutions can
trust the guidance;

e Comprehensible, so that it is easy to use; and

e Kept up-to-date, so that it reflects any amendments to legislation, practical experi-
ence or changes in the market place.

For these reasons it is desirable for the drafting of guidance notes to involve not only the
regulatory and law enforcement agencies responsible for supervising and operating the
legislation, but also the financial institutions, professions and designated businesses
themselves.

The guidance notes can provide a succinct explanation of the institutions’ obliga-
tions under the legislation, and should set out good practice in complying with the law
in a more detailed way than is possible in the text of the legislation. They should also
give examples of what might be considered suspicious transactions, and what elements
might be appropriate for inclusion in staff training programmes.

Compliance with the guidance notes should not be mandatory. They are for guid-
ance, not cast in tablets of stone, and every financial institution should exercise judge-
ment about how they can best meet their responsibilities. However, compliance with the
guidance notes should be capable of providing an institution with a safe harbour in the
event that their procedures are questioned by a supervisor or court, and any variations
on them should require justification. Guidance notes can also provide a means of react-
ing quickly to changes in circumstances and market developments in a way that provides
flexibility without obstructing desirable financial sector developments.

Part III provides additional guidance on financial sector procedures from which each
jurisdiction can develop its own guidance notes.

8.6.2 Education and Training

While guidance notes form an invaluable adjunct to money laundering legislation, they
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work best when they are combined with relevant training for the staff of financial insti-
tutions. While it is appropriate for financial institutions to train their own staff, it is vital
that those officers who are responsible for making suspicion disclosures, and therefore
liaise with the supervisory authorities, receive sufficient training in their specific respon-
sibilities. Such training is best provided in close association with the agencies responsi-
ble for the operation of the legislation.

Anti-money laundering training should cover a range of topics, in particular:

e The requirements placed on financial institutions under the legislation, including the
duties to identify customers, keep records and train staff in the appropriate systems,

as well as reporting suspicions;

e Recognising transactions which might relate to money laundering, and determining
to what extent suspicions that cannot be validated might be filtered out and not
passed on to the authorities;

e Understanding the sort of information that would be of value to the authorities, the
extent to which follow-up information might be valuable, and what level of feedback
might be expected in response to disclosures.

In some Commonwealth countries, the provision of training has been arranged in
association with the financial sector trade associations, who have been able to devise
appropriate manuals and materials for training staff at all levels within financial institu-
tions. This approach has helped to develop mutual understanding between the authorities
and the trade associations, which has allowed the effectiveness of the legislation to be
monitored informally, and possible improvements to it to be identified at an early stage.

8.6.3 Political Commitment and Resources

Regardless of the adequacy of legislation, or the requirements placed on the financial,
professional and business sectors any country’s anti-money laundering strategy will fail if
the competent authorities are not sufficiently resourced or committed. FATF
Recommendations 30-32 cover this in the following terms:

30. Countries should provide their competent authorities involved in combating money
laundering and terrorist financing with adequate financial, human and technical
resources. Countries should have in place processes to ensure that the staff of those
authorities are of high integrity.

31. Countries should ensure that policy-makers, the FIU, law enforcement and supervi-
sors have effective mechanisms in place which enable them to co-operate, and where
appropriate co-ordinate domestically with each other concerning the development and
implementation of policies and activities to combat money laundering and terrorist
financing.
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32.

Countries should ensure that their competent authorities can review the effectiveness
of their systems to combat money laundering and terrorist financing systems by main-
taining comprehensive statistics on matters relevant to the effectiveness and efficiency
of such systems. This should include statistics on the STR received and disseminated;
on money laundering and terrorist financing investigations, prosecutions and conwic-
tions, on property frozen, seized and confiscated; and on mutual legal assistance or
other international requests for co-operation.
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9

Processing Reports, Investigation, Prosecution
and Confiscation

9.1 Establishing a Central Reporting Agency

The development of a centralised unit (i.e. a financial intelligence unit) for the collec-
tion, analysis and dissemination of suspicion reports and intelligence to the investiga-
tion agencies has come to be regarded as an essential component of the anti-money
laundering system.

FATF Recommendations 26 and 27 state that:

26. Countries should establish a FIU that serves as a national centre for the receiving (and,
as permitted, requesting), analysis and dissemination of STR and other information
regarding potential money laundering or terrorist financing. The FIU should have
access, directly or indirectly, on a timely basis to the financial, administrative and law
enforcement information that it requires to properly undertake its functions, including
the analysis of STR.

27. Countries should ensure that designated law enforcement authorities have responsibility
for money laundering and terrorist financing investigations. Countries are encouraged
to support and develop, as far as possible, special investigative techniques suitable for
the investigation of money laundering, such as controlled delivery, undercover opera-
tions and other relevant techniques. Countries are also encouraged to use other effec-
tive mechanisms such as the use of permanent or temporary groups specialised in asset
investigation and co-operative investigations with appropriate competent authorities in
other countries.

9.1.1 Formation or Strengthening of Financial Intelligence Units

FIUs need to be tailored to the requirements of the country in question, taking into
account the statutory reporting requirements that have been imposed on the financial
sector. There is no one model that can be set; at the simplest level, an FIU may com-
prise one person and an assistant with one desktop computer and may exist solely to
process suspicion reports from the financial institutions, passing them on to a Financial
Investigation Unit. At the more comprehensive and complex level, an FIU might com-
prise a number of staff, utilising complex computer systems to collect, analyse and col-
late intelligence from several sources. The nature of the FIU will depend upon the
extent of computerised records in the jurisdiction that can be accessed and the nature of
the reporting requirements within the money laundering legislation. The larger, more

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING

103



sophisticated FIUs should network with the Egmont Group’s International Secure Web
System and enter the Statement of Purpose permitting the sharing of intelligence with
other FIUs within and outside the region.

It is likely that some countries will be unable to provide the institutional support to
establish an FIU independent from an existing structure. In such cases, it is recom-
mended that the FIU be established as a part of a Financial Investigation Unit (see
section 9.3.1 below)

The FIU, as a sub-unit of a Financial Investigation Unit, can function effectively if
the functions and responsibilities remain separate and distinct. While this may not be
the ideal structure for the two entities, in light of their different roles, it would provide
the infrastructure support necessary to obtain, analyse, and use information and evi-
dence relating to money laundering and other financial crimes.

9.2 Processing Reports

The use of a standardised format in the reporting of disclosures is valuable and should be
followed wherever possible; such a standard form should be provided to all institutions
and duplicated in guidance notes. Completed forms can then be sent by post (or in
urgent cases by facsimile message) to the central reporting agency. In more techno-
logically advanced countries, financial institutions submitting regular high volumes of
disclosures could transmit the information directly onto the reporting agency’s financial
database by means of secure data transfer, thus removing the need for paper disclosures.

Sufficient information should be disclosed to indicate the nature of, and reason for,
the suspicion to enable the investigating officer to obtain a court order if necessary. If a
particular offence is suspected, this should be stated to enable the report to be passed to
the correct agency for investigation with the minimum of delay.

The use of a standard form should not, however, prevent a financial institution from
disclosing any other relevant information or relevant backing documents. Where the
reporting institution has additional relevant evidence that could be made available, the
nature of this evidence should be clearly indicated.

The receipt of a disclosure should be acknowledged by the central reporting agency,
and, if applicable, written consent should be given to the reporting institution to con-
tinue with the transaction or to operate the customer’s account. However, in exceptional
circumstances, such as the imminent arrest of a customer and consequential restraint of
assets, consent to continue operating the account might not be given. The reporting
institution concerned should at all times be kept appraised of the situation. Consent that
may be given to continue with a transaction or to operate the customer's account should
not be seen as a directive; the financial institution should still be able to apply manage-
ment judgement as to whether it wishes to do so or not.
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9.3 Investigating Reports

The effective implementation of anti-money laundering initiatives and regulations by
law enforcement officials in many countries has, to date, been impeded by unfamiliarity
with money laundering techniques, a lack of expertise in the conduct of complex finan-
cial investigations and asset tracing, and shortage of material and personnel resources.
More specifically, there is a widespread need for the training of investigators in such
areas as money laundering methodologies, financial investigations, asset tracing, the
operation of domestic and international financial institutions, the acquisition and devel-
opment of evidence from domestic and foreign sources, and case preparation and pres-
entation. The lack of such expertise has often affected all areas of law enforcement
related to money laundering and the investigation and prosecution of the underlying
predicate offence, and has resulted in many cases not being pursued by the police.
Consequently, the view is now generally held that specialist Financial Investigation
Units or combined Financial Intelligence/Financial Investigation Units are needed.

9.3.1 Formation or Strengthening of Financial Investigation Units

Financial Investigation Units are units of police (and in some countries customs) inves-
tigators brought together and trained to conduct financial investigations. Such investi-
gations may be relatively simple, such as that required to support confiscation of the pro-
ceeds of a crime from a local criminal upon conviction where money laundering has not
taken place. Other investigations will be far more complex and require the analysis of
financial and computer-generated records. Financial investigations are frequently the
only means of collecting the information necessary to support money laundering and
asset forfeiture prosecutions. Successful implementation and use of trained Financial
Investigation Units are dependant upon the commitment to adequately staff these units
with personnel, provide the necessary training and management support and make avail-
able sufficient equipment and materials to achieve the unit’s goals.

Financial Investigation Units need to work in co-ordination with FIUs, where they
are organisationally separate, and have access to information and analysis obtained by

the FIU.

9.4 Establishing Confidentiality and Controls

Following receipt from the Financial Intelligence Unit or other central agency, access to

disclosure reports should be restricted to trained financial investigators. Discreet

enquiries may need to be made to confirm the basis of the suspicion and supplementary

information may need to be obtained from the reporting institution or other sources.

However, the customer should never be approached unless criminal conduct is identified.
Arrangements for handling suspicion reports should ensure that:
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e When suspicions are passed on to investigators, they are passed only to known con-
tacts within investigating authorities, who are themselves aware of the sensitivity of
the information that they receive and respect the need for confidentiality;

e All information that is not either relevant to ongoing investigations or might provide
leads for future investigations is destroyed at the earliest possible opportunity;

e Financial institutions are kept informed of developments relating to disclosures that
they have made as quickly and as fully as possible; and

e Procedures are adopted to prevent, so far as possible, the names of those making the
reports getting into the hands of money launderers.

9.5 Obtaining Evidence for Use in Investigations
FATF Recommendation 28 states that:

When conducting investigations of money laundering and underlying predicate offences,
competent authorities should be able to obtain documents and information for use in those
investigations, and in prosecutions and related actions. This should include powers to use
compulsory measures for the production of records held by financial institutions and other
persons, for the search of persons and premises, and for the seizure and obtaining of evidence.

Enquiries will be necessary by the investigating team for the purpose of obtaining evi-
dence to support a prosecution or to support an application for an order to restrain, freeze
or confiscate criminal assets.

Requests for information to be used in evidence should be made to financial institu-
tions, professional firms and other businesses under relevant court orders, thereby ensur-
ing that any initial intelligence contained in a suspicion report can be treated as con-
fidential information and not disclosed to the defendant.

In the event of a prosecution, existence of the suspicion report and the source of the
information should be protected, as far as the disclosure of evidence rules allow.
Maintaining the integrity of the confidential relationship between the law enforcement
agencies and the financial institutions is of paramount importance.

The partnership between law enforcement and the financial sector is a vital part of
the overall prevention strategy, but it must be recognised that the partnership cannot be
developed overnight. The strengths and weaknesses of each partner need to be recog-
nised and compensated for by the other, and the respected skills complemented. The
financial sector must recognise that financial investigators cannot be fully cognisant
with all the intricacies of the financial markets and, in turn, law enforcement officers
must not expect to treat financial sector staff as unpaid detectives to compensate for
scarce resources.
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9.6 Providing Feedback from the Investigating Agency

The provision of feedback by the investigating authorities to the financial institution by
whom suspicions are reported is an important element of any reporting system. The pro-
vision of general feedback to the financial sector on the volume and quality of disclo-
sures and on the levels of successful investigations arising from the disclosures should be
provided on a regular basis by the reporting agency.

This feedback is a vital part of the education process and is necessary if suspicion is
to be removed from a possibly innocent customer. If a significant number of disclosures
are being made that cannot lead to more than superficial investigation, then the report-
ing institutions need to be informed and advised as to how the situation can be improved.

The FATF has drawn up best practice guidelines on providing feedback to reporting
institutions; these can be accessed through the FATF website (www.fatf-gafi.org).

9.7 Compilation of Statistics and Trends

The effectiveness of money laundering legislation can best be maintained by ongoing
assessment of its impact. Not only will governments wish to know what impact the legis-
lation is having, but financial institutions will also benefit from feedback about the dis-
closures that they make, in aggregate as well as on a case by case basis.

Such assessment might usefully take a number of forms:

e Statistical information detailing the number of disclosures made, the percentage
which have been of value and the classes of institution that made the disclosures;

e Information on convictions obtained and assets confiscated, both domestically and as
a result of international co-operation;

e Regular appraisals of the costs of the anti-money laundering regime to government
and to the financial sector;

e Trends in laundering, both domestic and international.

Responsibility for analysis and feedback is best placed with the central reporting agency.
The information should be provided regularly to the appropriate government depart-
ment, to supervisors and to the financial sector institutions.

9.8 Powers to Trace, Freeze and Confiscate the Proceeds of Crime

Most crime is motivated by profit. The pursuit and recovery of the proceeds of crime can
make a significant contribution to crime reduction and the creation of a safe and just
society. Confiscating the proceeds of crime can:
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e Send out the message that crime does not pay;
e Prevent criminals from funding further criminality;

e Underpin confidence in a fair and effective criminal justice system and show that no-
one is above the law;

e Remove the influence of negative role models from communities;
e Deter people from crime by reducing the anticipated returns;
e Decrease the risk of instability in the financial markets.

Criminal asset confiscation also has the potential to be a cost-effective law enforcement
intervention. A number of jurisdictions have demonstrated that effective confiscation
policies can generate significant revenue flows that reduce the net costs to the criminal
justice system.

For criminal assets to be removed, they must first be located and the beneficial owner
identified. An asset confiscation programme will only work if accompanied by sound
financial sector customer identification systems and a financial investigation capability
to follow complicated money trails. The pursuit of criminal assets can also help to build
a deeper understanding of criminal networks, improve detection rates generally and
assist in linking individuals apparently unconnected with crimes to the underlying predi-
cate offences from which the proceeds were generated.

9.8.1 Exchange of Information
The laundering process for criminally generated funds will cross many national bound-
aries. Mutual assistance and exchange of information between jurisdictions is therefore
essential if the proceeds of crime are to be traced and confiscated.

FATF Recommendation 40 states that:

Countries should ensure that their competent authorities provide the widest possible range of
international co-operation to their foreign counterparts. There should be clear and effective
gateways to facilitate the prompt and constructive exchange directly between counterparts,
either spontaneously or upon request, of information relating to both money laundering and
the underlying predicate offences. Exchanges should be permitted without unduly restrictive
conditions. In particular:

a) Competent authorities should not refuse a request for assistance on the sole ground that
the request is also considered to involve fiscal matters.

b) Countries should not invoke laws that require financial institutions to maintain secrecy
or confidentiality as a ground for refusing to provide co-operation.

c) Competent authorities should be able to conduct inquiries; and where possible, investi-
gations on behalf of foreign counterparts.
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Where the ability to obtain information sought by a foreign competent authority is not within
the mandate of its counterpart, countries are also encouraged to permit a prompt and con-
structive exchange of information with non-counterparts. Co-operation with foreign author-
ities other than counterparts could occur divectly or indirectly. When uncertain about the
appropriate avenue to follow, competent authorities should first contact their foreign coun-
terparts for assistance.

Countries should establish controls and safeguards to ensure that information exchanged by
competent authorities is used only in an authorised manner consistent with their obligations
concerning privacy and data protection”.

When the competent authorities in any Commonwealth member state have information

that is officially requested by another jurisdiction, measures should be taken to ensure

that the information is exchanged promptly whenever possible. Restrictions on the

exchange of information should be linked to the following circumstances:

The requesting authority should perform similar functions to the authority to which
the request is addressed;

The purpose and scope of information to be used should be expounded by the request-
ing authority and the information transmitted should be treated according to the
scope of the request;

The requesting authority should be subject to the same obligation of professional or
official secrecy as the authority to which the request is addressed;

The exchange of information should be reciprocal.

9.8.2 Mutual Legal Assistance and Extradition

The focus of mutual legal assistance and extradition is covered in FATF

Recommendations 36-39 as follows:

36. Countries should rapidly, constructively and effectively provide the widest possible
range of mutual legal assistance in relation to money laundering and terrorist financing
investigations, prosecutions, and related proceedings. In particular, countries should:

a) Not prohibit of place unreasonable or unduly restrictive conditions on the provision
of mutual legal assistance.

b Ensure that they have clear and efficient processes for the execution of mutual legal
assistance requests.

c) Not refuse to execute a request for mutual legal assistance on the sole ground that
the offence is also considered to involve fiscal matters.
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d) Not refuse to execute a request for mutual legal assistance on the grounds that laws
require financial institutions to maintain secrecy or confidentiality.

Countries should ensure that the powers of their competent authorities required under
Recommendation 28 are also available for use in response to requests for mutual legal
assistance, and if consistent with their domestic framework, in response to direct
requests from foreign judicial or law enforcement authorities to domestic counterparts.

To avoid conflicts of jurisdiction, consideration should be given to devising and apply-
ing mechanisms for determining the best venue for prosecution of defendants in the
interests of justice in cases that are subject to prosecution in more than one country.

37. Countries should, to the greatest extent possible, render mutual legal assistance
notwithstanding the absence of dual criminality.

Where dual criminality is required for mutual legal assistance or extradition, that
requirement should be deemed to be satisfied regardless of whether both countries place
the offence within the same category or denominate the offence by the same termin-
ology, provided that both countries criminalise the conduct underlying the offence.

38. There should be authority to take expeditious action in response to requests by foreign
countries to identify, freeze, seize and confiscate property laundered, proceeds from
money laundering or predicate offences, instrumentalities used in or intended for use in
the commission of these offences or property of corresponding value. There should also
be arrangements for co-ordinating seizure and confiscation proceedings, which may
include the sharing of confiscated assets.

39. Countries should recognise money laundering as an extraditable offence. Each country
should either extradite its own nationals, or where a country does not do so solely on
the grounds of nationality, that country should, at the request of the country seeking
extradition, submit the case without undue delay to its competent authorities for the
purpose of prosecution of the offences set forth in the request. Those authorities should
take their decision and conduct their proceedings in the same manner as in the case of
any other offence of a serious nature under the domestic law of that country. The coun-
tries concerned should co-operate with each other, in particular on procedural and
evidentiary aspects, to ensure the efficiency of such prosecutions.

Subject to their legal frameworks, countries may consider simplifying extradition by
allowing direct transmission of extradition requests between appropriate ministries,
extraditing persons based only on warrants of arrests or judgements and/or introducing
a simplified extradition of consenting persons who waive formal extradition proceedings.

FATF has firmly stated that mutual legal assistance should be granted as promptly and
completely as possible if formally requested. Laws or regulations prohibiting inter-
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national exchange of information between judicial authorities (notably specific reserva-
tions formulated to the anti-money laundering provisions of mutual legal assistance
treaties or provisions by countries that have signed a multilateral agreement), or placing
highly restrictive conditions on the exchange of information will be considered to be
detrimental. Obvious unwillingness to respond constructively to mutual legal assistance
requests (e.g. failure to take the appropriate measures in due course or long delays in
responding) will also be considered by the FATF to be a detrimental practice.

9.8.3 Commonwealth Secretariat Guide to National Procedures

The Commonwealth Secretariat provides a Guide to member countries practices and
procedures relating to mutual assistance in criminal matters. The Guide provides details
of the department or agency to whom requests for assistance should be directed within
each member country.
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PART 11l

Financial and Professional
Sector Procedures






Internal Controls, Policies and Procedures

10.1 Duty to Establish Policies and Procedures

No financial institution or professional sector firm is immune from the risk of being used
to launder the proceeds of crime. The reputational risk from becoming involved with
criminal money can be fatal for any financial institution or professional firm, regardless
of whether a criminal prosecution is brought against the business. All relevant institu-
tions and firms should therefore be vigilant in guarding against their involvement or mis-
use for money laundering activities

Financial institutions and professional firms should establish clear responsibilities
and accountabilities to ensure that policies, procedures and controls are introduced and
maintained which deter criminals from using their facilities for money laundering.
Business relationships should not be entered into or funds accepted where there is reason-
able cause to believe that the assets or funds concerned have been acquired illegally or
represent the proceeds of criminal activity. In addition to complying with the law, such
a policy makes good business sense and will help to guard against fraud and bad debts.

In line with the interpretative note to FATF Recommendation 15, relevant busi-
nesses should consider appointing a money laundering compliance officer at managerial
level to undertake this role (which may in any case be a legal requirement). This role
may be combined with that of the money laundering reporting officer (see section 10.3).

FATF Recommendation 15 states that:

Financial institutions should develop programmes against money laundering and terrorist
financing. These programmes should include:

a) The development of internal policies, procedures and controls, including appropriate
compliance management arrangements, and adequate screening procedures to ensure
high standards when hiring employees;

b) A ongoing employee training programme;
c) A audit function to test the system.

Recommendation 16 extends this requirement to lawyers and accountants when they
are carrying out financial transactions for clients relating to:

e Buying and selling of real estate;

e Managing of client money, securities or other assets;
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e Management of bank, savings or securities accounts;
e Organisation of contributions for the creation, operation or management of companies;

e Creation, operation or management of legal persons or arrangements, and buying and
selling of business entities.

10.2 The Need to Tailor Policies and Procedures

Financial institutions should consider the money laundering risks posed by the products
and services they offer, and devise their procedures with due regard to those risks. The
highest risk generally relates to those products or services where third party funds can be
freely received or where funds can be paid to, or received, from third parties without
evidence of identity of the third party being taken. For example, some of the highest risk
products are those offering money transfer facilities through cheque books, telegraphic
transfers, deposits from third parties, cash withdrawals or other means. Bank current
accounts naturally fall within this category because third party funds are continually
received for credit to the account and it would be wholly impractical to identify all
providers of such funds.

Some of the lowest risk products are those where funds can only be received from a
named investor by way of payment from an account held in the investor’s name and
where the funds can only be returned to the named investor. No third party funding or
payments are possible and therefore the beneficial owner of the funds deposited or
invested is always the same. Insurance products and some deposit/savings accounts gen-
erally fall within this category.

The geographical location of a financial institution’s customer base will also affect
the money laundering risk analysis. Financial institutions that have a significant propor-
tion of their customer base,i located in countries

e without equivalent anti-money laundering strategies for the financial sector; or
e where cash is the normal medium of exchange; or

e where there is a politically unstable regime with high levels of public or private sec-

tor corruption; or
e that are known to be drug producing or drug transit countries

will need to consider what additional due diligence procedures are necessary to manage
the enhanced risks of money laundering. Additional monitoring should also be consid-
ered and appropriate measures put in place to manage the enhanced risk of money laun-
dering in respect of funds received from such countries.

The FATF Recommendations also recognise that a risk-based approach is necessary
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in relation to business with countries that have insufficient anti-money laundering
strategies.
FATF Recommendation 21 states that:

Financial institutions should give special attention to business relations and transactions with
persons, including companies and financial institutions, from countries which do not or
insufficiently apply the FATF Recommendations. Whenever these transactions have no
apparent economic or visible lawful purpose, their background and purpose should, as far as
possible, be examined, the findings established in writing and be available to the competent
authorities., Where such a country continues not to apply or insufficiently applies the FATF
recommendations countries should be apply to apply appropriate countermeasures.

10.3 Appointment of Money Laundering Reporting Officer

Financial institutions, professional firms and other designated businesses will find it
helpful to establish a central point of contact with enforcement agencies in order to han-
dle the reported suspicions of their staff regarding money laundering. This person, for the
sake of simplicity, is referred to as the ‘Money Laundering Reporting Officer’ (again, this
may be a legal requirement). Relevant businesses should:

e Introduce procedures for the prompt validation of suspicions and subsequent report-
ing to the central reporting agency;

e Provide the MLRO with the necessary access to systems and records to fulfil this
requirement;

e Establish clear accountabilities for the design and delivery of necessary education and
training programmes; and

e Establish close co-operation and liaison with the enforcement agencies.

The MLRO should normally be a person who is employed within the institution or firm
as a member of senior management and the role may be combined with that of money
laundering compliance officer (see section 10.1). Where there are business operations
over several jurisdictions, a separate MLRO should be appointed within each jurisdiction.

(The role of the MLRO is discussed in Chapter 12.)

10.4 The Objectives of a Compliance Policy

Before drafting detailed procedures, it is beneficial for a financial institution, professional
firm, or other relevant business to address the key policy issues which impact on compli-
ance, and within which the detailed procedures will operate.
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The objective of the policy is two-fold:
e To communicate the institution’s intent to managers and staff internally; and

e To provide evidence to an external party (such as a supervisor) of the institution’s
intent to comply.

The policy should be endorsed at senior level and should include:
e A statement of intent to comply with the spirit of domestic legislation;

e An explanatory statement of requirements of compliance in overseas subsidiaries/
branches, or how compliance requirements from an overseas parent will be reconciled
with domestic legislation;

e A statement of intent to comply with domestic/overseas guidance notes issued by
supervisors, regulators or representative bodies;

e An explanatory statement of acceptable criteria (if any) for accepting business from
a customer whose identity cannot be verified in accordance with the letter of the law.
If there is to be any discretion, it should be stated who may exercise it;

e An explanatory statement of criteria for continuing, accepting or declining business
when suspicious. Again, if there is to be any discretion, it should be stated who may
exercise it;

e Definitions of responsibilities, covering compliance, reporting, education and train-
ing and audit (see below);

e A statement of the institution’s disciplinary attitude to an employee’s willful non-

compliance.

10.5 Compliance Monitoring and Auditing

A sound anti-money laundering compliance policy should be established at board and
senior management level. Management need to be satisfied that the risk of their institu-
tion being used for money laundering has been minimised and that any requirements
under money laundering regulations to maintain such procedures has been discharged.

To enable the Board to assess compliance by the financial institution with the
national legislation and strategies, it is good practice to commission an annual report
from the money laundering compliance officer/MLRO. An annual compliance report
might cover the following:

e Any changes made or recommended in respect of new legislation, rules or industry
guidance;
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e Any compliance deficiencies that have been identified relating to current policies
and procedures, and either the action taken or recommendations for change;

o A risk assessment of any new products and services and the compliance measures that
have either been implemented or are recommended;

e The nature of the review taken out on jurisdictions placed on the FATF NCCT list,
the results of that review and the measures taken to close out, monitor or block fur-
ther business with that jurisdiction;

e The number of internal reports that have been received from each separate division,
product area, subsidiary, etc.;

e The percentage of those reports that have been submitted to law enforcement;

e The number and nature of enquires or court orders received from law enforcement
either arising out of the reports or otherwise;

e Any perceived deficiencies in the reporting procedures and any changes implemented
or recommended;

e Information concerning which staff have received training during the period, the
method of training, and any results or observations arising out of the training;

e Any additional information concerning communications to staff;

e Any recommendation concerning additional resource requirements to ensure effec-
tive compliance.

As good practice, internal audit or the external auditors should be asked to verify, on a
regular basis, compliance with policies, procedures and controls relating to money laun-
dering prevention.

10.6 Communication of Policies to Staff

The communication of an institution or firm’s policies and procedures to prevent money
laundering, and training in how to apply those procedures, underpins all other anti-
money laundering strategies. Staff who are meeting with customers or handling transac-
tions or instructions will either be a firm’s strongest defence against money laundering or
its weakest link. The means by which their obligations are communicated to them, and
the effectiveness of the associated training, will determine the success of the institution’s
anti-money laundering strategy.

[t is also important that the procedures and responsibilities for monitoring compli-
ance with, and the effectiveness of, money laundering policies and procedures are clearly
laid down by all financial institutions and communicated to management and staff.
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As stated in section 10.2, the variety of products and services that may be offered by
firms, and the nature and geographical location of the customer base, carry with them
different money laundering risks and vulnerabilities. Institutions and firms will therefore
need to determine their strategy and communicate to staff any types of business that will
not be accepted, or the criteria to be used either for rejected transactions or for closing
out a business relationship that has deemed to have become too high a risk.

The means of delivering information to staff are considered in Chapter 14

10.7 Group Policies

Many financial institutions or professional firms are branches or subsidiaries of a group
with its head office in a different jurisdiction which may require adherence to a group
policy in respect of money laundering procedures.

FATF Recommendation 22 states that:

Financial institutions should ensure that the principles applicable to financial institutions
mentioned above are also applied to branches and majority owned subsidiaries located
abroad, especially in countries which do not or insufficiently apply the FATF
Recommendations to the extent that local applicable laws and regulations permit. When
local applicable laws and regulations prohibit this implementation, competent authorities in
the country of the parent institution should be informed by the financial institutions that they
cannot apply the FATF Recommendations.

A group policy might require that all overseas branches and subsidiaries undertake identi-
fication and record-keeping procedures at least to the standards in the home country or,
if standards in the host country are more rigorous, to those higher standards. When com-
plying with a group policy, a financial institution should ensure that its own policies in
respect of verification of identity and record keeping do not fall below those recognised
in the host state.

Even where a group policy exists, the offences to which the money laundering legis-
lation in the host country relates must be adhered to in accordance with local laws and
procedures to ensure that any local confidentiality requirements are not breached.
Suspicions of money laundering must therefore always be reported within the jurisdic-
tion where the suspicion(s) arose and the records of the related transaction(s) are held.
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Establishing Customer Due Diligence Procedures

11.1 ‘Know Your Customer’ — The Basis for Recognition and Reporting

Having sufficient information about a customer or a prospective customer, and making
effective use of that information, underpins all other anti-money laundering procedures
and is the most effective weapon against being used to launder the proceeds of crime. In
addition to minimising the risk of being used for illicit activities, it provides protection
against fraud, enables suspicious activities to be recognised and protects individual insti-
tutions from reputational and financial risks.

11.1.1 The Basic Requirements of ‘Know Your Customer’

The first requirement of knowing your customer for money laundering purposes is to be
satisfied that a prospective customer is who he or she claims to be.

The second requirement of knowing your customer is to ensure that when a business
relationship is being established, the nature of the business that the customer expects to
conduct is ascertained at the outset in order to show what might be expected as normal
activity. This information should then be updated as appropriate and as opportunities
arise.

In order to be able to judge whether a transaction is or is not suspicious, financial
institutions need to have a clear understanding of the legitimate business of their cus-
tomers.

11.2 The Duty to Verify Identity

FATF Recommendation 5 covers the duty to verify the identity of individuals and legal
entities as follows:!! It states that:

Financial institutions should not keep anonymous accounts or accounts in obviously ficti-
tious names.

Financial institutions should undertake customer due diligence measures, including identify-
ing and verifying the identity of their customers, when:

o establishing business relations;

e carrying out occasional transactions: (i) above the applicable designated threshold; or
(ii) that are wire transfers in the circumstances covered by the Interpretative Note to
Special Recommendation VII;
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o there is a suspicion of money laundering or terrorist financing; or

o the financial institution has doubts about the veracity or adequacy of previously obtained
customer identification data.

The customer due diligence (CDD) measures to be taken are as follows:

a) Identifying the customer and verifying that customer’s identity using reliable, independent
source documents, data or information.

b) Identifying the beneficial owner, and taking reasonable measures to verify the identity of
the beneficial owner such that the financial institution is satisfied that it knows who the
beneficial owner is. For legal persons and arrangements this should include financial
institutions taking reasonable measures to understand the ownership and control structure
of the customer.

¢) Obtaining information on the purpose and intended nature of the business relationship.

d) Conducting ongoing due diligence on the business relationship and scrutiny of transac-
tions undertaken throughout the course of that relationship to ensure that the transac-
tions being conducted are consistent with the institution’s knowledge of the customer,
their business and risk profile, including, where necessary, the source of funds.

Financial institutions should apply each of the CDD measures under (a) to (d) above, but may
determine the extent of such measures on a risk sensitive basis depending on the type of cus-
tomer, business relationship or transaction. The measures that are taken should be consistent
with any guidelines issued by competent authorities. For higher risk categories, financial insti-
tutions should perform enhanced due diligence. In certain circumstances, where there are low
risks, countries may decide that financial institutions can apply reduced or simplified measures.

Financial institutions should verify the identity of the customer and beneficial owner before
or during the course of establishing a business relationship or conducting transactions for
occasional customers. Countries may permit financial institutions to complete the verifica-
tion as soon as reasonably practicable following the establishment of the relationship, where
the money laundering risks are effectively managed and where this is essential not to inter-
rupt the normal conduct of business.

Where the financial institution is unable to comply with paragraphs (a) to (c) above, it
should not open the account, commence business relations or perform the transaction; or
should terminate the business relationship; and should consider making a suspicious transac-
tions report in relation to the customer.

These requirements should apply to all new customers, though financial institutions should
also apply this Recommendation to existing customers on the basis of materiality and risk,
and should conduct due diligence on such existing relationships at appropriate times.
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11.2.1 When Must Identity Be Verified?

Reference must be made to local legislation to determine when it is necessary to verify
identity and what exemptions can be applied. For example, identity does not usually
need to be verified where the immediate customer is itself a regulated financial institu-
tion that is subject to anti-money laundering regulations.

Once identification procedures have been satisfactorily completed, and the business
relationship has been established, as long as regular contact is maintained and records
concerning that customer are kept in accordance with local requirements, no further
evidence of identity is needed when transactions are subsequently undertaken unless
doubts have arisen about the accuracy or adequacy of the identification evidence that
has been obtained previously.

When an existing customer closes one account and opens another, or enters into a
new agreement to purchase products or services, there is no need to re-verify identity as
long as regular contact has been maintained. However, the opportunity should be taken
to obtain any missing or additional information concerning customers and to re-confirm
the name, address and signature. This is particularly important if there has been no
recent contact with the customer, e.g. within the past twelve months or when a previ-
ously dormant account is re-activated.

In such circumstances, details of the previous account and identification evidence
obtained, or any introduction records, should be transferred to the new account records
and retained for the relevant period.

11.2.2 Whose Identity Should Be Verified?

Identification evidence should be obtained for all prospective customers and any other
person on whose behalf the customer is acting.
Identification evidence should therefore be obtained:

e for all principal parties and signatories to an account or a business relationship;
o the ultimate beneficial owner(s) of funds being invested or deposited.

In respect of joint applicants, identification evidence should be obtained for all account
holders, not only the first named.

[t is important that for private companies, i.e. those not quoted on a recognised stock
exchange, identification evidence is obtained for the ultimate beneficial owner(s) of the
company and those with principal control over the company’s assets, e.g. principal direc-
tors. Firms should be alert to circumstances that might indicate a change in company
structure or ownership and make enquiries accordingly.

In respect of trusts, identity should be verified for those providing funds, i.e. the set-
tlor(s) and those who are authorised to invest or transfer funds, or to make decisions on
behalf of the trust (i.e. trustees, protectors, managers, etc.).
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Reasonable measures should be taken to obtain sufficient information to distinguish
those cases in which a business relationship is commenced or a financial transaction is
conducted with a person acting on behalf of others. If it is established that a customer is
acting on behalf of another, the identity of both should be verified unless the inter-
mediary is itself subject to equivalent anti-money laundering procedures.

There may be other cases in which a financial institution may regard a person as its
customer although it may have no contractual relationship with him or her. For
example, a mutual fund administrator will often regard the promoter or sponsor of the
fund as his customer. In such cases, terms of business should determine who should be
included in the category of customer, the extent to which identity of the underlying
investors should be verified and by whom.

11.2.3 Timing of Identification Requirements

What constitutes an acceptable timespan for obtaining satisfactory evidence of identity

will usually be determined in the light of all the circumstances. These will include the

nature of the business, the geographical location of the parties and whether it is practical

to obtain the evidence before commitments are entered into or money changes hands.
Therefore, identification evidence should be obtained as soon as reasonably practica-

ble after a relevant financial institution has contact with a customer with a view to:

(a) agreeing with the customer to carry out a transaction; or

(b) reaching an understanding with the customer that future transactions will be
carried out.

A financial institution may start processing the business or application immediately,
provided that it:

e Promptly takes appropriate steps to obtain identification evidence; and

e Does not transfer or pay any money out to a third party until the identity require-
ments have been satisfied.

The Interpretative note to FATF Recommendation 5 advises that:

Examples of the types of circumstances where it would be permissible for verification to be
completed after the establishment of the business relationship, because it would be essential
not to interrupt the normal conduct of business include:

e Non-face to face business.

o Securities transactions. In the securities industry, companies and intermediaries may be
required to perform transactions very rapidly, according to the market conditions at the
time the customer is contacting them, and the performance of the transaction may be
required before verification of identity is completed.
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o Life insurance business. In relation to life insurance business, countries may permit the
identification and verification of the beneficiary under the policy to take place after having
established the business relationship with the policyholder. However, in all such cases,
identification and werification should occur at or before the time of payout or the time
where the beneficiary intends to exercise vested rights under the policy.

Financial institutions will also need to adopt risk management procedures with respect of the
conditions under which a customer may utilise the business relationship prior to verification.
These procedures should include a set of measures such as a limitation of the number, types
andfor amount of transactions that can be performed and the monitoring of large or complex
transactions being carried out outside of expected norms for that type of relationship.
Financial institutions should refer to the Basle CDD paper (section 2.2.6) for specific guid-
ance on examples of risk management measures for non-face to face business.

11.2.4 Failure to Complete the Due Diligence Requirements

If identification evidence is not received, the funds must be returned to the applicant.
In these circumstances, funds must never be returned to a third party. No further funds
should be accepted for investment or credit to the customer’s account unless satisfactory
identification evidence is received.

The failure by an applicant to provide satisfactory identification evidence without
adequate explanation may in itself lead to a suspicion that the depositor or investor is
engaged in money laundering. Returning the funds by way of a payment drawn on the
financial institution could therefore assist in the laundering process. Where money laun-
dering is suspected, financial institutions should therefore consider making a report to
the relevant agency, based on the evidence in their possession, before the funds are
returned to the applicant. However, care should be taken to avoid tipping off the
prospective customer.

The interpretative note to FATF Recommendation 5 covers this issue in the follow-
ing terms:

Customer Due Diligence and Tipping-off

1. If, during the establishment or course of the customer relationship, or when conducting
occasional transactions, a financial institution suspects that transactions relate to money
laundering or terrorist financing, then the institution should:

a) Normally seek to identify and verify the identity of the customer and the beneficial
owner, whether permanent or occasional, and irrespective of any exemption or any
designated threshold that might otherwise apply.

b) Make a STR to the FIU in accordance with Recommendation 13.

2. Recommendation 14 prohibits financial institutions, their directors, officers and employees
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from disclosing the fact that an STR or related information is being reported to the FIU. A
risk exists that customers could be unintentionally tipped off when the financial institution is
seeking to perform its customer due diligence (CDD) obligations in these circumstances. The
customer’s awareness of a possible STR or investigation could compromise future efforts to
investigate the suspected money laundering or terrorist financing operation.

3. Therefore if financial institutions form a suspicion that transactions relate to money
laundering or terrorist financing, they should take into account the risk of tipping-off
when performing the customer due diligence process. If the institution reasonably believes
that performing the CDD process will tip off the customer or potential customer, it may
choose not to pursue that process, and should file an STR. Institutions should ensure that
their employees are aware of and sensitive to these issues when conducting CDD.

11.3 Establishing Identity

A financial institution should establish to its satisfaction that it is dealing with a real
person or organisation (natural, corporate or legal), and obtain identification evidence
sufficient to establish that the applicant is that person or organisation.

The requirement in all cases is to obtain satisfactory evidence that a person of the
name of the applicant lives at the address given and that the applicant is that person.
For companies it is necessary to be satisfied that the company has identifiable owners and
that its representatives can be located at the address provided. Because no single form
of identification can be fully guaranteed as genuine, or representing correct identity,
the identification process will need to be cumulative and no single source or docu-
ment can be used to verify both name and permanent address.

An individual’s identity comprises, as a minimum, his/her name and all other names
used; the address at which s/he can be located; date of birth; and nationality/country of
residence. In the case of a legal entity,(corporate, business, etc.), identity comprises the
registered name and/or trading name, registered address and the nature of the business
activities.

Any subsequent changes to the customer’s name and address of which the firm
becomes aware should be recorded as part of the ongoing ‘know your customer’ process.

11.3.1 Identification Information for Natural Persons

As an extension to its publication Customer Due Diligence for Banks, the Basle
Committee has issued a general guide to account opening and customer identification
which goes into greater detail than the FATF Recommendations. For example, para-
graph 10 lists the following information that the Committee believes banks should hold
in respect of their personal customers:

e Legal name and other names use (such as maiden name);
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o Correct permanent address (the full address should be obtained — a post office box

number is not sufficient);
o Telephone number, fax number and e-mail address;
e Date and place of birth;
e Nationality;
e Occupation, public position held and/or name of employer;

e An official personal identification number of other unique identifier contained in an
unexpired official document (e.g. passport, identification card, residence permit,
social security records, driving licence) that bears a photograph of the customer;

e Type of account and nature of the banking relationship;

e Signature.

11.3.2 Procedures for Verifying the Identity of Natural Persons

How identity is verified must be decided according to what is available and appropriate
within the individual country, and the nature of identification evidence that an individ-
ual can be expected to produce. The availability of a compulsory national identity card
provides an easy solution, although the acceptability of this as a single source of verifi-
cation must depend on the security of its issue and authentication. Generally, it is advis-
able to require two separate pieces of identification evidence, one for personal identity
and one for address, in order to guard against impersonation fraud.

Depending on the available evidence, the requirements can be prescriptive or flexible.
In the absence of a national identity card, it is important that genuine local customers
are not prevented from having access to basic banking and financial services merely
because they do have the preferred documentary evidence of identity and cannot be
expected to do so.

For business conducted face-to-face, personal identity can best be checked against an
official document, bearing a photograph of the applicant. As stated above, address verifi-
cation should also be obtained from an official or secure document. The documents seen
should always be originals or legally or officially certified copies.

Again, paragraphs 11 and 12 of the Basle Committee Guidance state the following
possible requirement for banks:

The bank should verify this information by at least of the following methods:

e confirming the date of birth from an official documents (e.g. birth certificate, passport,
identity card, social security records);

o confirming the permanent address (e.g. utility bill, tax assessment, bank statement, a let-
ter from a public authority);
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e contacting the customer by telephone, by letter or by e-mail to confirm the information
supplied after an account has been opened (e.g. a disconnected phone, returned mail or
incorrect e-mail address should warrant further investigation) ;

o confirming the validity of the official documentation provided through certification by an
authorised person (e.g. embassy official, notary public).

The examples quoted above are not the only possibilities. In particular jurisdictions there
may be other documents of an equivalent nature which may be produced as satisfactory evi-
dence of customers’ identity.

11.3.3 Identity Requirements for Corporate Customers

Because of the complexity of their organisations and structures, corporate and legal enti-
ties are the most likely vehicles for money laundering, especially those that are private
companies fronted by a legitimate trading company. Care should be taken to verify the
legal existence of the applicant (i.e. the company) and to ensure that any person pur-
porting to act on behalf of the applicant is fully authorised. Enquiries should be made to
confirm that the company exists for a legitimate trading or economic purpose and that
it is not merely a ‘brass plate company’ where the controlling principals cannot be iden-
tified. A visit to the place of business may also be made useful to confirm the true nature
of the business activities.

If changes to the company structure or ownership occur subsequently, or if suspicions
are aroused by a change in the nature of the business transacted, or the profile of pay-
ments through a company account, further checks should be made to ascertain the reason
for the changes.

For private companies, in addition to verifying the legal existence of the business, the
principal requirement is to look behind the corporate entity to identify the principal
owners and controllers, including those who control the company’s assets. Where the
owner is another corporate entity, trust or special purpose vehicle, the objective is to
undertake reasonable measures to look behind that company or entity and to verify the
identity of the principals. What constitutes control for this purpose will depend on the
nature of a company and may rest in those who are mandated to manage funds, accounts
or investments without requiring further authorisation and who would be in a position
to override internal procedures and control mechanisms. For partnerships, each partner
should be identified, including any immediate family members that have ownership control.

If changes to the company structure or ownership occur subsequently, or if suspicions
are aroused by a change in the nature of the business transacted or the profile of
payments through a company account, further checks should be made to ascertain the
reason for the changes.

When signatories to the account change, care should be taken to ensure that the
identity of at least two current signatories has been verified. In addition, it may be appro-
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priate to make periodic enquiries to establish whether there have been any changes to
directors/shareholders or to the original nature of the business/activity. Such changes
could be significant in relation to potential money laundering activity, even though
authorised signatories have not changed.

Particular care should be taken in cases of entities (whether companies, trusts or oth-
erwise) which conduct no commercial operations in the country in which their regis-
tered office is located or when control is exercised through nominee or shell companies.

The Interpretative Note to FATF Recommendation 5 contains the following state-
ment in relation to legal persons and other corporate vehicles and structures:

When performing elements (a) and (b) of the CDD process in relation to legal persons or
arrangements, financial institutions should:

a) Verify that any person purporting to act on behalf of the customer is so authorised, and
identify that person.

b) Identify the customer and werify its identity — the types of measures that would be
normally needed to satisfactorily perform this function would require obtaining proof of
incorporation or similar evidence of the legal status of the legal person or arrangement,
as well as information concerning the customer’s name, the names of trustees, legal
form, address, directors, and provisions regulating the power to bind the legal person or
arrangement.

c) Identify the beneficial owners, including forming an understanding of the ownership and
control structure, and take reasonable measures to wverify the identity of such persons.
The types of measures that would be normally needed to satisfactorily perform this func-
tion would require identifying the natural persons with a controlling interest and identi-
fying the natural persons who comprise the mind and management of the legal person or
arrangement. Where the customer or the owner of the controlling interest is a public
company that is subject to regulatory disclosure requirements, it is not necessary to seck
to identify and verify the identity of any shareholder of that company.

The relevant information or data may be obtained from a public register, from the
customer or from other reliable sources.

The Basle Guidance outlines the following information that banks should obtain in
respect of any entity that it is not a natural person:

e Name of institution;
e Principal place of institution’s business operations;
e Mailing address of institution;

e Contact telephone and fax numbers;
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e Some form of official identification number, if available (e.g. tax identification

number);

e The original or certified copy of the Certificate of Incorporation and Memorandum
and Articles of Association;

e The resolution of the Board of Directors to open an account and identification of
those who have authority to operate the account;

e Nature and purpose of business and its legitimacy.

The Guidance goes on to state that the information should be verified by at least one of
the following methods:

e For established corporate entities — reviewing a copy of the latest report and accounts

(audited, if available);

e Conducting an enquiry by a business information services, or an undertaking from a
reputable and known firm of lawyers or accountants confirming the documents
submitted;

e Undertaking a company search and/or other commercial enquiries to see that the
institution has not been, or is not in the process of being, dissolved, struck off, wound

up or terminated;

e Ultilising an independent information verification process, such as by accessing public
and private databases;

e Obtaining prior bank references;
e Visiting the corporate entity, where practical;
e Contacting the corporate entity by telephone, mail or e-mail.

The Guidance states that the bank should also take reasonable steps to verify the iden-
tity and reputation of any agent that opens an account on behalf of a corporate customer,
if that agent is not an officer of the corporate customer.

11.3.4 Trusts

While there are many legitimate uses for trusts, both for personal and commercial use,
trusts are popular vehicles for criminals wishing to avoid identification procedures and
mask the origin of the criminal money they wish to launder. The particular characteris-
tics of trusts that attract the genuine customer, and the anonymity and complexity of
structures that they can provide, are also highly attractive to money launderers.
Particular care needs to be exercised when trusts, special purpose vehicles or inter-
national business companies connected to trusts are set up in offshore locations with
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strict bank secrecy or confidentiality rules. Those created in jurisdictions without ade-
quate money laundering procedures in place will warrant additional enquiries.

The principal objective for money laundering prevention via trusts, nominees and
fiduciaries is to verify the identity of the provider of funds, i.e. the settlor; those who
have control over the funds, i.e. the trustees; and any controllers, protectors or managers
who have the power to remove or influence the trustees. The nature and purpose of the
trust and the source of funding should be ascertained and verified. Any beneficiaries who
are able to exercise influence over the trustees should also be verified.

11.3.5 Non-Face-to-Face Verification

The rapid growth in e-commerce and internet financial services has added a new dimen-
sion to identification and ‘know your customer’. Any mechanism which avoids face-to-
face or personal contact between the firm and its customers provides additional oppor-
tunities for criminals.

Any financial institution offering postal or internet products and services should
implement procedures to identify and authenticate the customer to the same standards
as it would for face-to-face business and should ensure that there is sufficient communi-
cation to confirm address and personal identity.

Clearly, photographic evidence of identity is inappropriate where there is no inten-
tion to meet with the customer face-to-face. However, it is important that the proce-
dures adopted to verify identity are at least as robust as those for face-to-face identifica-
tion and that reasonable steps are taken to avoid single or multiple fictitious applications
or identity fraud for the purpose of money laundering. A risk-based approach is recom-
mended depending on the nature of the products or services offered.

As with face-to-face identification, the procedures to check identity must serve two
purposes:

e They must ensure that a person bearing the name of the applicant exists and lives at
the address provided; and

e They must ensure that the applicant is that person.

To guard against the dangers of postal intercept and fraud, prospective customers should
not be asked to send personal identity documents, e.g. passport, identity card or driving
licence, by post.

Financial institutions should consider regular monitoring of internet based business,
particularly if additional ‘know your business’ information is not available. If a signifi-
cant proportion of the business is operated electronically, computerised monitoring
systems that are designed to recognise unusual transactions and related patterns of trans-
actions may be necessary to assist in recognising suspicious transactions.
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11.4 Introduced Business: Reliance Between Regulated Institutions

11.4.1 Who Can Be Relied upon and in What Circumstances?

While the responsibility to obtain satisfactory identification evidence rests with the
financial institution that is entering into the relationship with the customer, local regu-
lations may permit reliance to be placed on another regulated firm to undertake the
identification procedures or to confirm identity.

FATF Recommendation 9 now addresses this issue and states that where countries
permit financial institutions and other designated firms to rely on intermediaries or other
third parties to verify identity or to introduce business the criteria that should be met are
as follows:

a) financial institution relying upon a third party should immediately obtain the necessary
information concerning elements (a)—(c) of the CDD process. Financial institutions
should take adequate steps to satisfy themselves that copies of identification data and
other relevant documentation relating to the CDD requirements will be made available
from the third party upon request without delay.

b) The financial institution should satisfy itself that the third party is regulated and super-
vised for, and has measures in place to comply with CDD requirements in line with
Recommendations 5 and 10.

It is left to each country to determine in which countries the third party that meets the con-
ditions can be based having regard to information available on countries that do not or do
not adequately apply the FATF recommendations.

The interpretative note to Recommendation 9 clarifies that the recommendation does
not apply to outsourcing or agency arrangements nor to relationships accounts or trans-
actions between financial institutions for their clients (i.e. where the intermediary insti-
tution is acting in an agency capacity.

As good practice, the following underlying principles should be applied to introduced
business:

e ‘Know your introducer’ principles should be established in the same way as those for
‘know your customer’;

e The introducing institution or person must be regulated for banking or financial or
professional services;

e The introducing firm or person must be covered by money laundering legislation and
regulations to the standards set out in the FATF Recommendations;

e Verification of identity should be undertaken to standards at least applicable to those
that the institution relying on the introduction would be required to make itself;
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o Local legislation may require that a relevant introduction certification should be
completed by the introducing institution or person in respect of each applicant for
business.

11.4.2 Corporate Group Introductions

Where a customer is introduced by one part of a financial sector group to another, local
legislation might permit that it is not necessary for identity to be re-verified or for the
records to be duplicated provided that:

e The identity of the customer has been verified by the introducing parent company,
branch, subsidiary or associate in line with international standards;

e A group introduction certificate is obtained and placed on the customer’s file;

e Arrangements are put in place to ensure that underlying records of identity in respect
of the introduced customer are retained for the necessary period.

11.4.3 Correspondent Relationships
Transactions conducted through correspondent relationships need to be managed taking
a risk-based approach. ‘Know your correspondent’ procedures should be established to
ascertain whether the correspondent bank or counter-party is itself regulated for money
laundering prevention and, if so, whether the correspondent is required to verify the
identity of their customer to standards at least equivalent to those applicable to the
financial institution itself. Where this is not the case, additional due diligence may be
required.

FATF Recommendation 7 states that:

Financial institutions should, in relation to cross-border correspondent banking and other
similar relationships, in addition to performing normal due diligence measures:

a) Gather sufficient information about a respondent institution to understand fully the
nature of the respondent’s business and to determine from publicly available information
the reputation of the institution and the quality of supervision, including whether it has
been subject to a money laundering or terrorist financing investigation or regulatory
action.

b) Assess the respondent institution’s anti-money laundering and terrorist financing controls.

c) Obtain approval from senior management before establishing new correspondent
relationships.

d) Document the respective responsibilities of each institution.

e) With respect of “payable-through accounts”, be satisfied that the respondent bank has
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verified the identity of and performed ongoing due diligence on the customers having
direct access to accounts of the correspondent and that it is able to provide relevant cus-
tomer identification data upon request to the correspondent bank.

FATF Recommendation 18 goes on to state that:

Financial institutions should refuse to enter into, or continue, a correspondent banking rela-
tionship with shell banks. Financial institutions should also guard against establishing rela-
tions with respondent foreign financial institutions that permit their accounts to be used by

shell banks.

Additional due diligence measures on correspondent relationships should also include
obtaining the following information:

e The volume and nature of transactions flowing through correspondent accounts
should be monitored against pre-determined levels and destinations, and any mate-
rial variances should be checked.

e The identity of any principal customers generating a significant proportion of trans-
actions through the correspondent accounts should be advised.

e Arrangements should be made to ensure that correspondents advise the financial
institution of any local Exchange Control regulations and any restrictions on inter-
national transfers.

Financial institutions and professional firms should also note that US banks and other
firms can be expected, from time to time, to examine their correspondent relationships
to ensure that the risk of receiving criminal money through those relationships is minim-
ised and that details of policies and procedures to guard against money laundering and
terrorist financing will generally be sought from respondent banks. Any financial insti-
tution acting as a conduit for funds flowing from higher risk countries to the USA via
correspondent relationships should ensure that the necessary due diligence has been
completed and that the beneficial owner of the funds has been satisfactorily identified.

11.4.4 Politically Exposed Persons

Many developing countries lose significant amounts of public sector revenues or aid
funds through public sector corruption. A large proportion of these embezzled funds is
placed with financial institutions, usually in other jurisdictions. Financial institutions
should, therefore, take additional care if they become aware that a customer has been
appointed as a senior government official or to a ministerial position. The costs of becom-
ing involved with the proceeds of corruption can be significant, particularly if ownership
of the funds is disputed. For example, a constructive trust suit can arise when a financial
institution handles the proceeds of grand corruption or where a government minister or
senior public sector official is charged with diverting government funds or aid money.
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Accounts that fall into this category should be regularly monitored by a senior

account manager for transactions or series of transactions above a pre-determined limit.

‘Know your customer’ procedures can assist in recognising when there is no logical

answer to newly acquired wealth or source of funds in these circumstances.

FATF Recommendation 6 addresses this issue in the following terms:

Financial institutions should, in relation to politically exposed persons, in addition to perform-
ing normal due diligence measures:

a) Have appropriate risk management systems to determine whether the customer is a
politically exposed person.

b) Obtain senior management approval for establishing business relationships with such
customers

c) Take reasonable measures to establish the source of wealth and source of funds.

d) Conduct enhanced ongoing monitoring of the business relationship.

‘Politically exposed persons’ will include senior political figures, their immediate family

and close associates.

Senior political figure is a senior figure in the executive, legislative, administrative,
military or judicial branches of a government (elected or non-elected), a senior figure
of a major political party, or a senior executive of a government owned corporation.
[t includes any corporate entity, partnership or trust relationship that has been estab-
lished by, or for the benefit of, a senior political figure.

Immediate family typically includes the person’s parents, siblings, spouse, children,
in-laws, grandparents and grandchildren where this can be ascertained.

Close associate typically includes a person who is widely and publicly known to main-
tain a close relationship with the senior political figure and includes a person who is
in a position to conduct substantial domestic and international financial transactions

on his or her behalf.

The risks can be reduced by conducting detailed ‘know your customer’ procedures at the

outset of a relationship and on an ongoing basis where firms know, suspect, or are

advised, that the business relationship is with a senior political figure. Taking a risk-

based approach, financial institutions and professional firms, should consider developing

and maintaining the following enhanced scrutiny and monitoring practices to address

this issue:

Financial institutions and professional firms should assess which countries with which
they do business are most vulnerable to corruption. One source of information is the
Transparency International Corruption Perceptions Index (see www. transparency.org).
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e Financial institutions and professional firms that do have business in countries which
are vulnerable to corruption should establish who are the senior political figures in
that country and should seek to determine, as far as is reasonably practicable, whether
or not their clients have any connections with such individuals (e.g. immediate family
or close associates). Such connections may also arise after the business relationship

has been established.

e Institutions and firms should be most vigilant where their clients are involved in busi-
nesses that are most vulnerable to corruption such as, but not limited to, oil or arms
sales.

Accounts that fall into this category should be regularly monitored by a senior account
manager for transactions or series of transactions above a pre-determined limit. ‘Know
your customer’ procedures can assist in recognising when there is no logical answer to
newly acquired wealth or source of funds.

11.5 Knowing the Customer’s Business

As stated in section 11.1, financial institutions need to have a clear understanding of the
legitimate business activities of their customers. This will include the financial circum-
stances of a customer or any person on whose behalf the customer is acting and any sig-
nificant features in the transactions to be undertaken on their behalf.

Information concerning the financial circumstances and the normal business activi-
ties of a customer should be kept up-to-date and any changes or additional information
obtained should be recorded in the customer’s file. Customer contracts and terms of busi-
ness should require customers to advise of changes in their name, address or principal
signatories. Significant or regular variations against the normal patterns and levels of
activity should be subject to additional enquiries. Effective use of customer information
should be made in assessing whether a transaction or instruction might be linked to the
proceeds of crime. The origin and beneficial ownership of funds presented in payment or
deposited by customers provide a vital part in the audit trail for tracing and confiscating
the proceeds of crime. In addition, for higher risk customers and relationships, obtain-
ing evidence of sources of income and/or wealth, i.e. the economic activity that created
the funds for deposit or investment, will be required. This can be particularly important
in a private banking, wealth management context or when dealing with customers cat-
egorised as politically exposed persons.
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Recognition and Reporting of Suspicions

FATF Recommendation 13 contains the basic requirement for reporting suspicions in
the following terms:

If a financial institution suspects or has reasonable grounds to suspect that funds are the pro-
ceeds of a criminal activity or are related to terrorist financing, it should be required, directly
by law or regulation, to report promptly its suspicions to the financial intelligence unit

(FIU).

Recommendation 16 specifically extends this requirement to lawyers and accountants as
follows:

The requirements set out in Recommendation 13 apply to all designated non-financial busi-
nesses and professions, subject to the following qualifications:

a) Lawyers, notaries, other independent legal professionals and accountants should be
required to report suspicious transactions when, on behalf of or for a client, they engage
in a financial transaction in relation to the activities described in Recommendation
12(d). Countries are strongly encouraged to extend the reporting requirement to the rest
of the professional activities of accountants, including auditing.

Recommendation 11 concerns an additional requirement relating to vigilance in respect
of large and unusual transactions:

Financial institutions should pay special attention to all complex, unusual large transactions
and all unusual patterns of transactions, which have no apparent economic or wisible lawful
purpose. The background and purpose of such transactions should, as far as possible, be
examined, the findings established in writing, and be available to help competent authorities
and auditors.

Legislation in each particular country will determine whether financial institutions, pro-
fessional firms and other relevant businesses are required to undertake compulsory trans-
action reporting (CTR), i.e. routine reporting of transactions above a specified financial
threshold; or only to report knowledge or suspicion of money laundering (reporting of
suspicions); or to do both.

Countries with CTR requirements already in place will also need to introduce the
reporting of suspicions in line with the FATF recommendations.
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12.1 Compulsory Transaction Reporting

The basis for compulsory transaction reporting is set out in Section 7.4. The reporting
limits, the information to be provided and the types of financial institutions and busi-
ness activities within the scope of the requirements will be laid down in the legislation.
As with exchange control regulations, the system is mechanistic, strictly controlled and
the penalties for breaching the requirements can be high.

12.2 The Obligation to Report Knowledge or Suspicion of Money
Laundering

12.2.1 What is Meant by Knowledge?

Knowledge is now generally defined in legal statutes to be actual knowledge.

12.2.2 What is Meant by Suspicion?

Suspicion is personal and subjective and falls far short of proof based on firm evidence.
Suspicion has been defined by the courts as being beyond mere speculation and based on
some foundation, i.e.:

o A degree of satisfaction not necessarily amounting to belief at least extending beyond
speculation as to whether an event has occurred or not; and

o Although the creation of suspicion requires a lesser factual basis that the creation of a
belief, it must nonetheless be built upon some foundation

Because financial sector staff are not trained to be detectives, a person who believed that
a transaction was suspicious should not be expected to know the exact nature of the
criminal offence or that the particular funds were definitely those arising from the crime.

12.2.3 What is Meant by Reasonable Grounds to Suspect?

In addition to a criminal offence arising when actual knowledge or suspicion of money
laundering is proved, FATF Recommendation 13 introduces the requirement to disclose
information when reasonable grounds exist for knowing or suspecting that another is
engaged in money laundering. This introduces an objective test for one of the ways in
which proof of guilt may be established. This arises when there are proved to be facts or
circumstances from which an honest and reasonable person engaged in a business in the
regulated sector would have inferred knowledge or formed the suspicion that another
was engaged in money laundering.

In order not to fall foul of the objective test, it is likely that staff within financial
institutions and other designated businesses would need to be able to demonstrate, taking
a risk-based approach, that they took all reasonable steps in the particular circumstances
to know the customer and the rationale for the transaction or the instruction. However,
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it should be noted that reasonable grounds to suspect cannot be based on generalities or
stereotypical images of certain groups or categories of people being more likely to be
involved in criminal activity.

The type of situations giving rise to suspicion will depend on an institution’s
customer base and the range of products or services. As some products and services are
more vulnerable to money laundering than others, a risk-based approach might be
appropriate. Illustrations of the type of situation that might give rise to reasonable
grounds for suspicion in certain circumstances are:

e Transactions which have no apparent purpose and which make no obvious economic
sense;

e Where the transaction being requested by the client, without reasonable explanation,
is out of the ordinary range of services normally requested or is outside the experience
of the firm in relation to the particular customer;

e Where, without reasonable explanation, the size or pattern of transactions is out of
line with any pattern that has previously emerged,;

o Where the customer refuses to provide the information requested without reasonable
explanation;

e Where a customer who has entered into a business relationship uses the relationship
for a single transaction or for only a very short period of time;

e The extensive use of offshore accounts, companies or structures in circumstances
where the customer’s needs do not support such economic requirements;

e Unnecessary routing of funds through third party accounts;

e Unusual investment transactions without any discernable profitable motive.

12.3 ‘Know Your Customer’: The Basis for Recognising Suspicions

As stated in Chapter 11, satisfactory ‘know your customer’ procedures, e.g. identification
evidence and effective use of ‘know your business’ information provide the foundation
for recognising unusual and suspicious transactions. Where there is a business relation-
ship, a suspicious transaction will often be one that is inconsistent with a customer’s
known legitimate activities or with the normal business for that type of account.
Therefore, the first key to recognition is knowing enough about the customer and the
customer’s normal expected activities to recognise when a transaction, or series of trans-
actions, is abnormal.

Sufficient guidance must be given to staff to enable them to recognise suspicious
transactions. However, the type of situations giving rise to suspicions will depend on an
institution’s customer base and range of services and products.
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Questions that staff might be encouraged to consider when determining whether an
established customer’s transaction might be suspicious are:

e [s the size of the transaction consistent with the normal activities of the customer?

e Is the transaction rational in the context of the customer’s business or personal activ-
ities?

e Has the pattern of transactions conducted by the customer changed?

e Where the transaction is international in nature, does the customer have any obvi-
ous reason for conducting business with the other country involved?

Examples of what might constitute suspicious transactions are given in Appendix B.
These are not intended to be exhaustive and only provide examples of the most basic
ways by which money may be laundered. However, identification of any of the types of
transactions listed should prompt further investigation and be a catalyst towards making
at least initial enquiries about the source of funds.

Financial institutions might also consider monitoring the types of transactions and
circumstances that have given rise to suspicious transaction reports by staff, with a view
to updating internal instructions and guidelines from time to time.

12.3.1 Monitoring Procedures to Assist a ‘Know Your Customer’ Approach

Ongoing monitoring of customer activity, either through manual procedures or comput-
erised systems, is one of the most important aspects of effective ‘know your customer’
procedures. The type of monitoring procedures introduced will depend on a number of
factors, including the size and nature of the business and the complexity and volume of
the transactions or activity. Financial institutions and professional firms can only deter-
mine when they might have reasonable grounds to suspect money laundering if they
have the means of assessing when a transaction or instruction falls outside their expec-
tations or when it falls within one of the circumstances that should normally give rise to
further enquiry, such as those illustrated in section 12.2.3 above.

The extent of ‘know your customer’ information necessary both at the outset and
later, and the transaction monitoring that is required, will need to be assessed taking a
risk-based approach. However, the information requested and updated must be reason-
able in the circumstances and regard must be had to a customer’s right to privacy.

Higher risk accounts and customer relationships will generally require more frequent
or intensive monitoring. For higher risk situations, e.g. private bank accounts and wealth
management relationships, the following should be considered:

e Institutions and firms should assess whether they have adequate procedures or man-
agement information systems in place to provide relationship managers and MLROs
with timely information. The type of information that may be needed includes trans-
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actions made through a customer’s account that are unusual, the nature of a customer’s
relationship with the firm and any readily identifiable connected accounts and relation-
ships.

e The personal circumstances and sources of wealth and income for higher risk custom-
ers should be recorded, reviewed on a regular basis and, wherever possible, verified to
check their legitimacy.

e Institutions and firms should seek to develop a clear policy, procedures and controls
in respect of business relationships with customers who are known, suspected, or
advised to be politically exposed person or with persons and companies that are
clearly related or associated with them. As all PEPs may not be identified initially,
and because existing customers may subsequently acquire PEP status, regular reviews
for identifying PEP customers should be undertaken.

e Institutions and firms should consider reviewing the ‘know your customer’ informa-
tion held on file and the activity for higher risk customers at least annually. Consider-
ation should be given to centralising data in order to streamline the audit of higher
risk customers.

12.4 Reporting Suspicions

Legislation will generally contain a provision for staff to report suspicions of money laun-
dering to a money laundering reporting officer. Some financial institutions may choose
to require that such unusual or suspicious transactions be drawn initially to the atten-
tion of supervisory management to ensure that there are no known facts that will negate
the suspicion before further reporting to the MLRO or an appointed deputy.

All financial institutions, professional firms and designated businesses should ensure
that:

e Each relevant employee knows the identity and responsibilities of the MLRO;
e Each relevant employee knows to which person he/she should report suspicions;

e There is a clear reporting chain under which those suspicions will be passed without

delay to the MLRO;

o All internal reports reach the office of the MLRO, even if a supervisor or manager
believes the suspicion is not valid.

It is normal under most money laundering legislation that once an employee has
reported his/her suspicion to the ‘appropriate person’, hefshe has fully satisfied their
statutory obligation.
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12.4.1 Internal Reporting Procedures

Reporting lines should be as short as possible, with the minimum number of people
between the person with the suspicion and the MLRO. This ensures speed, confidential-
ity and accessibility to the MLRO. Once the reporting procedure has commenced, it is
advisable for it to be followed through to the MLRO, even if the suspicion has been set
aside by management within the reporting chain. In such cases the report should be
annotated with the comments of the supervisor or manager giving the reasons that
remove the suspicion. No person other than the MLRO, the deputy MLRO or the per-
son nominated by the MLRO to consider internal reports should decide that a suspicion
is without foundation and will not be reported to NCIS.

Larger groups may choose to appoint assistant MLROs within divisions or subsidiaries
to enable the validity of the suspicion to be examined before being passed to a central
MLRO. In such cases, the role of the assistant MLROs must be clearly specified and doc-
umented. All procedures should be documented in an appropriate manual and job
descriptions should be drawn up.

All suspicions reported to the MLRO should be documented (in urgent cases this may
follow an initial discussion by telephone). In some organisations it may be possible for
the person with the suspicion to discuss it with the MLRO and for the report to be pre-
pared jointly. In other organisations the initial report should be prepared and sent to the
MLRO.

Reports from staff should include:

e The name of the reporting person, department or branch;
e Full details of the customer;
e As full a statement as possible of the information giving rise to suspicion;

e The date when the person with the suspicion first received the information and
became suspicious; and

e The date of the report.

The MLRO should acknowledge receipt of the report and at the same time provide a
reminder of the obligation to do nothing that might prejudice enquiries, i.e. ‘tipping off’.
All internal enquiries made in relation to the report, and the reason behind whether or
not to submit the report to the authorities, should be documented. This information may
be required to supplement the initial report or as evidence of good practice and best
endeavours if, at some future date, there is an investigation and the suspicions are
confirmed.
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12.5 The Role of the Money Laundering Reporting Officer

The type of person appointed as MLRO will vary according to the size of the financial
institution and the nature of its business, but he or she should be sufficiently senior to
command the necessary authority. Larger institutions may choose to appoint a senior
member of their compliance, internal audit or fraud departments. In small institutions,
it may be appropriate to designate the chief executive or chief operating officer. When
several subsidiaries operate closely together within a group, there is much to be said for
appointing an overall group MLRO.

Legislation may impose on the MLRO a significant degree of responsibility. He/she is
required to determine whether the information or other matters contained in the trans-
action report received give rise to a knowledge or suspicion that a customer is engaged
in money laundering.

In making this judgement, he/she should consider all other relevant information
available within the institution concerning the person or business to whom the initial
report relates. This may include a review of other transaction patterns and volumes
through the account or accounts in the same name, the length of the business relation-
ship and referral to identification records held.

If after completing this review, he/she decides that the initial report gives rise to a
knowledge or suspicion of money laundering, then he/she must disclose this information
to the appropriate authority.

The MLRO will be expected to act honestly and reasonably and to make their deter-
minations in good faith utilising all the information available. Providing that the MLRO
or an authorised deputy does act in good faith in deciding not to pass on any suspicions
report, there should be no liability for non-reporting if the judgement is later found to
be wrong.

12.5.1 Formal and Documented Deliberations of the MLRO

If the suspicion raised is an ‘open and shut case’, the MLRO should report it immedi-
ately. In other cases the MLRO is required to evaluate the substance of the suspicion by
way of confidential enquiry within the organisation. The MLRO is not required to
undertake any enquiries with other organisations. The MLRO may request an appropri-
ate person to make discrete enquiries of the customer, taking care to avoid any risk of
tipping off.

Suspicion falls far short of proof based on firm evidence. It may, however, have sub-
stance in many ways, and may be based on the nature of the business being offered, an
unusual transaction, etc.

The MLRO’s enquiries must therefore be suited to the circumstances of the case. As
a basis of approach, it is sensible for the MLRO to enquire into:

e Client identification and location;
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Type of business or pattern of business;

Length of business relationship;
e Source and destination of funds; and
e Existence of earlier suspicions.

After making the enquiry, the MLRO must decide whether or not to make a report to
the authorities.

After the enquiries have been undertaken, the decision and the reasoning behind it
should be documented and retained securely. This information will be required either for
the report to the authorities, or as evidence of good practice and best endeavour, if at
some future date there is an investigation and the suspicions are confirmed.

Any documents called for by the MLRO as part of the enquiry should be listed and
retained.

12.6 Reporting Suspicions to the Authorities

National legislation will determine the central reporting point within the various agen-
cies. This is usually a financial intelligence unit within law enforcement.

If there is a standard report form, it should be used whenever possible. On all occa-
sions when a report to the authorities has been made by telephone, it should be con-
firmed in writing.

The reporting institution should provide as much information as possible with regard
to the suspicion, i.e. give the full story or as much as is known.

The information provided might usefully be structured to show:

e Information and suspicion initially reported to the MLRO;
e Enquiries undertaken by the MLRO; and
e The MLRO’s reason for disclosing.

‘One line’ explanations of suspicion with reference to documents attached are not helpful;
those receiving the reports may not be financial experts, and the documents themselves

will often require interpretation.

12.6.1 Reporting Suspicions — The Tax Smokescreens

Initially, anti-money laundering legislation was confined to the proceeds of drug traffick-
ing. The international move to ‘all crimes anti-money laundering legislation’ has
changed the scope of crimes which are reported, although many countries do not include
tax evasion within the scope.

Criminals soon learned that if they explained that an unusual or large cash transac-
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tion was being handled that way ‘for tax reasons’, financial sector staff asked no further
questions. Consequently, the interpretative note to Recommendation 13, states:

In implementing Recommendation 13, suspicious transactions should be reported by finan-
cial institutions regardless of whether they are also thought to involve tax matters. Countries
should take into account that, in order to deter financial institutions from reporting a sus-
picious transaction, money launderers may seek to state inter alia that their transactions
relate to tax matters.

12.6.2 Secure Record Retention

All copies of reports and records should be retained and stored securely. The minimum
requirement is lockable (and locked) filing cabinets with known key distribution.

It is suggested that the original of all internal reports should be filed upon receipt,
with a copy for the MLRO’s use. The MLRO’s own ‘suspicion evaluation record’ should
be treated similarly: the original should remain on file and any subsequent work should
be done on a copy.

Records of suspicions raised internally but not disclosed should be retained for five
years from the date of the transaction/suspicion.

Records of suspicions passed on to the reporting authority, but which the reporting
authority have not advised are of interest, should be retained for a similar period.

Records of suspicions passed on to the reporting authority which are of interest
should be retained until the authority has advised that they are no longer needed. If this
causes any difficulties, the difficulties should be shared with the reporting authority or
the investigating officer.

12.6.3 Protection of Staff Against Breach of Confidentiality

Normally financial sector staff would not divulge information concerning the accounts
of transactions of their customers to third parties. Often banking secrecy legislation has
rendered such action a criminal offence. The FATF has recognised this important issue
and, as part of the national strategy FATF Recommendation 14 states that:

Financial institutions, their directors, officers and employees should be:

a) Protected by legal provisions from criminal and civil liability for breach of any restriction
on disclosure of information imposed by contract or by any legislative, regulatory or
administrative provision, if they report their suspicions in good faith to the FIU, even if
they did not know precisely what the underlying criminal activity way, and regardless of
whether illegal activity actually occurred.

12.7 Confidentiality of Disclosures — Tipping Off

One of the most important requirements of a suspicious transaction reporting regime is
that reports made are treated in absolute confidence. It is essential that the customer, or
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prospective customer, should never become aware that a report has been made. One of
the reasons for this is to guard against the risk of tipping off a customer that his/her
account or transactions is/are under investigation. Tipping off is a criminal offence is
many countries.

FATF Recommendation 14 b) states that:
Financial institutions, their directors, officers and employees should be

b) prohibited by law from disclosing the fact that a suspicious transaction report (STR) or
related information is being reported to the FIU.

Internal confidentiality of reports is also important and, for this reason, the internal
reporting chain should be kept as short as possible. The more people in the chain who
are aware of a suspicious disclosure, the greater the chance of tipping off either deliber-
ately or inadvertently.

In most countries, the confidentiality of disclosures will normally be honoured by law
enforcement during their investigations. If the suspicion is proved to be valid, law
enforcement will serve a court order on the financial institution to obtain the informa-
tion required to enable a prosecution to be developed. It is the evidence that will usu-
ally be presented in court. However, this cannot be guaranteed if the original disclosure
is considered to be essential to the case.

12.8 Liaising with the Investigating Agencies

The MLRO will normally be appointed as the central point of liaison with the authori-
ties concerning disclosures and issues arising out of them.

In the event that the disclosure report is of immediate interest to the authorities,
either because an investigation is already underway or an arrest is imminent, or because
there is concern that the suspected finds may be paid away, the authorities may make a
specific request concerning the account or the particular transaction. Permission to
undertake the transaction or continue operating the account may in fact be required fol-
lowing a suspicious disclosure.

In the event that a financial institution wishes to close out an account or a relation-
ship following one or more suspicion reports, the MLRO should liaise with the investi-
gating agencies and agree what course of action should be taken, or what explanation
can be given to the customer to avoid tipping off the customer that a report has been
made.
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Retention of Records

13.1 General Principles and Objectives
FATF Recommendation 10 states that:'?

Financial institutions should maintain, for at least five years, all necessary records on trans-
actions, both domestic or international, to enable them to comply swiftly with information
requests from competent authorities. Such records must be sufficient to permit reconstruc-
tion of individual transactions (including the accounts and types of currency involved if any)
so as to provide, if necessary, evidence for prosecution of criminal behaviour.

Financial institutions should keep records on the identification data obtained through the
customer due diligence process, (e.g. copies or records of official identification documents
like passports, identity cards, driving licenses or similar documents) , account files and business
correspondence for at least fie years after the account is closed.

The identification data and transaction records should be available to domestic competent
authorities upon appropriate authority.

When carrying out their investigations, enforcement agencies rely to a large extent on
the integrity of documentation and information supplied by financial institutions. A
financial institution should be able, within a reasonable time and if requested by the
appropriate authorities, to demonstrate whether a particular person is its customer, or if
they are the beneficial owner of assets deposited or invested, or if they have effected cash
transactions requiring identification. In addition, the financial institution should be able
to identify all the accounts, products and services from which the person identified is
entitled to benefit.

The records prepared and maintained by any financial institution on its customer
relationships and transactions should be such that:

o The requirements of legislation are fully met;

o Competent third parties will be able to judge reliably the institution’s transactions
and its observance of any policies and procedures;

e Any transactions effected via the institution can be reconstructed;

o All suspicion reports received internally, and those made externally, can be identified;
and

e The institution can satisfy within a reasonable time any enquiries or orders from the
appropriate authorities as to disclosure of information.
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13.2 Identity Records
Records retained must:
e Indicate the nature of the evidence of identity obtained; and

e Comprise either a copy of the evidence or provide such information as would enable
a copy of it to be obtained or sufficient to enable details of identity to be re-obtained.
Sometimes legislation demands that actual copies must always retained.

Records should indicate that the originals of identification documents have been seen.
The records containing evidence of identity must be kept for the period specified in the
national legislation after the relationship with the customer has ended. The date when
the relationship with the customer has ended is not always clear. Experience indicates
that it should be considered as the date of:

e The carrying out of a one-off transaction or the last in the series of transactions; or
e The ending of the business relationship, i.e. the closing of the account or accounts; or
e The commencement of proceedings to recover debts payable on insolvency.

Where formalities to end a business relationship have not been undertaken, but a period
of five years has elapsed since the date when the last transaction was carried out, then
the five-year retention period commences on the date of the completion of the last
transaction.

13.3 Transaction Records

In the case of transactions undertaken on behalf of customers, the supporting evidence
and records, consisting of the original documents or copies admissible in court proceed-
ings, must be retained for the period specified in the legislation following the date on
which the relevant transaction or series of transactions is completed. These will be
records in support of entries in the accounts in whatever form they are used.

The investigating authorities need to be able to compile a satisfactory audit trail for
suspected laundered money and to be able to establish a financial profile of any suspect
account. For example, the following information may be sought as part of an investiga-
tion into money laundering:

e The beneficial owner of the account (for accounts where intermediaries are involved,
the identification of beneficial owner may need to be by way of a chain of verification
procedures undertaken through the intermediaries concerned);

e The volume of funds flowing through the account.
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For selected transactions:

e The origin of the funds;

e The form in which the funds were offered or withdrawn, i.e. cash, cheques, etc.;
e The identity of the person undertaking the transaction;

e The destination of the funds; and

o The form of instruction and authority.

Internal procedures need to ensure that all transactions undertaken on behalf of that
customer are recorded on the customer’s account. For example, a customer’s records
should include all requests for wire transfer transactions where settlement is provided in
cash rather than funds drawn from the customer’s account or reinvested.

Where the records relate to ongoing investigations, they should be retained until it
is confirmed by the relevant law enforcement agency that the case has been closed.

13.4 Records of Suspicion Reports

[t is recommended that records of all suspicion reports received from staff and all exter-
nal reports to the competent authorities should be retained for five years. Where the
money laundering reporting officer has considered information concerning a suspicion,
but has not made a report to the authorities, a record of that information should be
retained together with the reasons why the report was not considered to be valid.

13.5 Format and Retrieval of Records

13.5.1 Format of Records

[t is recognised that financial institutions will find it necessary to rationalise their hard
copy filing requirements. Most will have standard procedures which seek to reduce the
volume and density of records which have to be stored, while still complying with statu-
tory requirements. Retention may therefore be by way of original documents, documents
stored on microfiche, or computerised or electronic records, subject to their being in a
format that is admissible as evidence in court proceedings.

However, the record retention requirements are the same regardless of the format in
which they are kept, or whether the transaction was undertaken by paper or by elec-
tronic means.

Documents held centrally must be capable of distinguishing between the transactions
relating to different customers and of identifying where the transaction took place and
in what form.
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13.5.2 Retrieval of Records

The overriding objective is for firms to be able to retrieve relevant information without
undue delay. Court orders, granted to an investigating officer, will usually require that
the information specified should be available within a specified number of days from the
date of the service of the order.

When setting document retention policy, financial institutions must weigh the statut-
ory requirements and the needs of the investigating authorities against normal commer-
cial considerations.

Nevertheless, financial institutions should ensure that when original documents,
which would normally have been destroyed, are required for investigation purposes, they
check that the destruction policy has actually been adhered to before informing the law
enforcement agencies that the documents are not available.

13.5.3 Records Relating to Ongoing Investigations

Where the records relate to ongoing investigations, they should be retained until it is
confirmed by the relevant law enforcement agency that the case has been closed.

13.6 Group Record Retention Policy

Where documents verifying the identity of a customer are held in one part of a group,
they may not need to be held in duplicate form in another. However, if the documents
are held in another jurisdiction, they must, wherever possible (subject to local legisla-
tion), be freely available on request within the group or otherwise be available to the
investigating agencies under due legal procedures and mutual assistance treaties. Access
to group records should not be impeded by confidentiality or data protection restrictions.

Financial institutions should also take account of the scope of money laundering leg-
islation in other countries and should ensure that group records kept in other countries
are retained for the required period.

Particular care should be taken to retain or hand over the appropriate records when
an introducing branch or subsidiary ceases to trade or have a business relationship with
a customer while the relationship with other group members continues. Such arrange-
ments also need to be made if a company holding relevant records becomes detached
from the rest of the group.

13.7 Wire Transfer Transactions

Investigations of major money laundering cases over the last few years have shown that
criminals make extensive use of electronic payment and message systems. The rapid
movement of funds between accounts in different jurisdictions increases the complexity
of investigations. In addition, investigations become even more difficult to pursue if the
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identity of the original ordering customer or the ultimate beneficiary is not clearly shown
in an electronic payment message instruction.

13.7.1 The Introduction of International Standards to Combat Terrorism

At an extraordinary plenary on the Financing of Terrorism held in Washington DC on
29-30 October 2001, the Financial Action Task Force (expanded its mission beyond
money laundering. During the plenary, the FATF agreed on and issued new international
standards to combat terrorist financing, which it calls on all countries to adopt and
implement. The agreement on the Special Recommendations commits members, inter
alia, to strengthen customer identification measures in international and domestic wire
transfers. FATF Special Recommendation VII states:

Countries should take measures to require financial institutions, including money remitters,
to include accurate and meaningful originator information (name, address and account
number) on funds transfers and related messages that are sent, and the information should
remain with the transfer or related message through the payment chain.

Countries should take measures to ensure that financial institutions, including money remit-
ters conduct enhanced scrutiny of and monitor for suspicious activity funds transfers which
do not contain complete originator information (name, address and account number).

The FATF issued an Interpretative Note to Special Recommendation VII on 14
February 2003.

By November 2003, all banks worldwide will have migrated to SWIFT MT 103
message format which will incorporate designated fields to enable disclosure of the
name, address and account number of the originator. The originator is defined as the
account holder or, where there is no account, the person (natural or legal) that places
the order with the financial services business to perform the wire transfer.

Until that date, banks worldwide will be building systems designed to populate these
designated fields; the FATF recognises that there will need to be a sensible lead time in
which to enable systems and procedures to be adopted, many of which will be developed
at group level, which provide for compliance with FATF Recommendation VII: ‘Wire
Transfers’ and its Interpretative Note. Time will also be required by all countries to con-
sider and address any legal and customer security issues that may arise from implemen-
tation of FATF Recommendation VII. Consequently, many countries agreed to be in full
compliance with Recommendation VII by January 2005.

Scope

The term wire transfer refers to any transaction carried out on behalf of an originator
(both natural and legal persons) through a financial services business by electronic
means with a view to making an amount of money available to a beneficiary at another
financial services business. The originator and beneficiary may be the same person.
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The term is not intended to cover the following types of payments:

e Any transfer that flows from a transaction carried out using a credit or debit card so
long as the credit or debit card number accompanies all transfers flowing from the
transaction. However, when credit or debit cards are used as a payment system to
effect a money transfer, they will be subject to the requirements for cross-border or
domestic wire transfers, as appropriate.

e Transfers between financial institutions and settlements where both the originator
person and the beneficiary person are financial services businesses acting on their own

behalf.

Role of Ordering Financial Services Businesses

From the date of implementation, the ordering financial services business must ensure
that qualifying wire transfers contain complete originator information, as set out below.

Cross-border wire transfers
Originator information accompanying cross-border wire transfers must always contain:

e the name of the originator, and where an account exists, the number of that account.
In the absence of an account, a unique reference number must be included; and

e either the address of the originator, his/her national identity number, a customer
identification number, or date and place of birth.

FATF Special Recommendation VII defines cross border transfer as any wire transfer
where the originator and beneficiary are located in different jurisdictions.

Domestic wire transfers

Information accompanying domestic wire transfers must also include originator informa-
tion as required for cross-border transfers, unless full originator information can be made
available to the beneficiary financial services business and the FIU by other means. In
this latter case, financial institutions may include only the account number of a unique
identifier provided that this number will permit the transaction to be traced back to the
originator.

Where financial institutions choose to benefit from the concession permitted for
domestic transfers, the ordering business should be required to make complete origina-
tor information available within three days of receiving the request either from the ben-
eficiary financial services business or the FIU.

FATF Special Recommendation VII defines a domestic transfer as any wire transfer
where the originator and beneficiary institutions are located in the same jurisdiction.
The term therefore refers to any chain of wire transfers that takes place entirely within
the borders of a single jurisdiction, even though the system used to affect the wire trans-

fer may be located in another jurisdiction.
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Role of Intermediary and Beneficiary Financial Services Businesses

From the date of implementation, financial institutions processing an intermediary
element of a chain of wire transfers will be required to ensure that all originator informa-
tion remains with the transfer or related message through the payment chain.

Where technical limitations prevent the full originator information accompanying a
cross-border wire transfer from remaining with a related domestic wire transfer (during
the necessary time to adapt payment systems), a record must be kept for five years by the
receiving intermediary financial institution of all the information received from the
ordering financial institution and made available on request to the beneficiary financial
institution and to the FIU.

From the date of implementation, beneficiary financial institutions should have
effective risk-based procedures in place to identify wire transfers lacking complete orig-
inator information. The lack of complete originator information may be considered as a
factor in assessing whether a wire transfer or related transactions are suspicious and, as
appropriate, whether they are thus required to be reported to the FIU. In some cases, the
beneficiary financial institution should consider restricting or even terminating its busi-
ness relationship with financial institutions that fail to meet standards set in FATF
Recommendation VII: Wire Transfers and its Interpretative Note.

13.7.2 Record Keeping

Records of electronic payments and messages must be treated in the same way as any
other records in support of entries over an account and kept for a minimum of five years.
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Awareness Raising and Training

14.1 Communicating Information to Staff

The communication of policies and procedures to prevent money laundering, and training
in how to apply those procedures, underpin all other anti-money laundering strategies.
The effectiveness of any anti-money laundering strategy, must depend on the extent to
which staff in relevant institutions and firms appreciate the serious nature of the back-
ground against which the anti-money laundering and counter-terrorism legislation and
regulations have been issued.

All staff, whether they are handling relevant financial transactions or not, should
normally be subject to criminal law relating to money laundering. Consequently, they
should be informed that they can be personally liable for failure to report knowledge or
suspicion of money laundering that is gained in the course of their business activities.
All staff should also be advised that, as well as criminal sanctions, disciplinary proceed-
ings may also arise if they become involved in laundering the proceeds of crime.

Although directors and senior managers may not be involved in the day-to-day
procedures, it is important that they understand the statutory duties placed on them,
their staff and the firm itself.

14.1.1 Awareness Raising

Financial institutions, professional firms and other relevant businesses should ensure
that all relevant staff are aware of:

(a) Their responsibilities under the institution’s arrangements for money laundering
prevention including those for obtaining identification evidence, ‘know your cus-
tomer’, and recognising and reporting knowledge or suspicion of money laundering;

(b) The identity and responsibilities of the MLRO;
(c) The law relating to money laundering; and

(d) The potential reputational risks of becoming involved in laundering the proceeds of
crime;

The variety of products and services available through relevant institutions and firms,
and the nature and geographical location of the customer base, carry with them differ-
ent money laundering risks and vulnerabilities. Financial institutions, professional firms
and relevant businesses will therefore need to determine their strategy and communicate
to staff any types of business that will not be accepted or the criteria to be used either for
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rejected transactions or for closing out a business relationship that has deemed to have
become too high a risk.

14.1.2 Delivery of Information to Staff

In order to satisfy the legal and regulatory requirements for training, the provision of
information to staff should be documented and its receipt recorded.

There is no fixed approach to the means of delivery but the following alternatives
might be considered:

e Insertion of relevant information into existing procedure manuals, recognising that
because the information may be split over separate sections, a separate summary doc-
ument covering the money laundering procedures might be necessary.

e The preparation of an Anti-Money Laundering and Counter-Terrorism Handbook for
management and staff. This would provide in one discrete location all information
concerning the legislation and the tailored policies and procedures of the firm relating
to the requirements of the rules and regulations together with the procedures for
opening accounts or acquiring new business.

e When there is a large number of staff who do not need to be informed of the full
details of the firms polices and procedures, a simplified awareness raising booklet
might be appropriate.

Larger institutions and firms may choose to deliver the information electronically, for
example over the internal ‘intranet’.

14.2 Training
FATF Recommendation 15 states that:

Financial institutions should develop programmes against money laundering and terrorist
financing. These programmes should include an ongoing employee training programme.

All staff should be trained to be familiar with their systems for the reporting of suspicious
matters to, and the investigation of such suspicious matters by, the MLRO.

14.2.1 Managers/Staff

All employees, regardless of their level of seniority, who will be dealing with customers,
should be made aware of the need to report suspicious transactions and of the structure
of the institution’s reporting system.

Training should be provided on recognising suspicious factors and transactions, and
on the procedure to be followed when a transaction is deemed to be suspicious. In
particular, it is important that ‘front line’ staff are aware of the institution’s policy for
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dealing with non-regular customers, particularly in respect of large cash transactions,
and of the need for extra vigilance in these cases.

Members of staff who handle account opening should, in addition, be made aware of
the need to verify the customer’s identity, and training should be given in identity
verification procedures. Such staff should be taught that the offer of suspicious funds or
the request to undertake a suspicious transaction may need to be reported whether or not
the funds are accepted or the transaction carried out.

A higher level of training should be given to supervisory and managerial staff. This
should include familiarity with relevant legislation, and the requirement for the reten-
tion of records. Refresher training should be provided at regular intervals for all staff to
ensure that they do not forget their responsibilities.

14.2.2 Compliance/Reporting Officers

In-depth training concerning all aspects of legislation, financial sector regulation and
internal policies will be required for the MLRO. In addition, the MLRO will require
extensive initial and ongoing instruction on the validation and reporting of suspicious
transactions and on the feedback arrangements.

14.2.3 Timing and Approach to Training

The timing for training should be tailored to the needs of the particular group of staff
concerned. Staff who meet customers or handle customer transactions will need more
frequent training than others. There could be a rolling programme of training under
which training on different subjects could take place on different dates.

While there is no standard way to conduct staff training for money laundering pur-
poses, the vital requirement is that staff training must be relevant to those being trained
and the training messages should reflect good industry practice.

The precise approach will depend on the size and nature of the organisation and the
available time and resources. Classroom training, videos and technology-based training
programmes can all be used to good effect depending on the environment and the number
of people to be trained.

14.3 Keeping Records of Training

Records kept in relation to training should include the dates on which training was
given, the nature of the training and the names of staff who received the training.
Financial institutions, professional firms and other relevant businesses might find it help-
ful to put in place a student management system that incorporates the ability to record
the training undertaken and the competency achieved within the training programme.

156

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING



Appendix A

Money Laundering Typologies

The following typologies have been drawn from the typologies reports published by the
FATF during the period 1997-2003.

Introduction

The techniques used by money launderers are many and varied; they evolve to match
the volume of funds to be laundered and the legislative/regulatory environment of the
‘market place’. The sophisticated money launderer is like water running downhill; both
seek out the line of least resistance. Thus in a cash-based society that has lax legal and
regulatory controls, little effort is needed to disguise the cash or its ownership; conse-
quently the launderer will fund his/her lifestyle in cash or, where funds need to be trans-
ferred or surplus funds deposited or invested, the launderer will deal directly with the
banks in order to abuse basic banking facilities.

Where cash is not the norm, and legal and regulatory controls are sound, greater effort
will be required to disguise the source of criminal cash and other funds and also to dis-
guise their beneficial ownership. In consequence, the launderer may seek to set up corp-
orate structures and trusts (both onshore and offshore) and attempt to present an appear-
ance of legitimate commercial or financial enterprise as a disguise. It is an added bonus
if such structures can be set up in a jurisdiction that itself has lax legislation and regulation
or strict confidentiality controls. Finally, it is important to recognise that the launderers’
techniques will evolve and change in line with the development of banking and other
financial sector products and services.

This ‘dynamic’ view of the launderers’ techniques is confirmed by the regular typo-
logy exercises that have been carried out over several years by the FATF and in addition,
more recently, by other international and regional bodies. The reports of such exercises
are available both in hard copy and over the internet; they should be considered essen-
tial reading in order to keep up-to-date with emerging trends.

In broad terms, typologies/techniques tend to fall into a number of discrete groups:

1. Cash and Banking Services

Cash deposits, basic banking and money transmission services remain the core means of
laundering criminal proceeds. The small-time launderer will seek the benefits of the
basic savings, deposit and current accounts, and personal and mortgage type lending.
The more wealthy launderer will, of course, seek the services of specialist banking facil-
ities serving the needs of the ‘high net worth’ individual.
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The typical mechanisms for using banking services are as follows:

Deposit structuring/smurfing

This technique entails making numerous deposits of small amounts below a reporting
threshold, usually to a large number of accounts. The money is then frequently trans-
ferred to another account, often in another country. This method is widely used, even
in countries which do not require cash transactions above certain thresholds to be
reported. Countries to which these funds are transferred often find the funds being
promptly removed as cash from the recipient accounts.

Connected accounts

Identification requirements tend to deter criminals from opening accounts in false
names. However, this is often replaced by the use of accounts held in the names of rela-
tives, associates or other persons operating on behalf of the criminal. Other methods
commonly used to hide the beneficial owner of the property include the use of shell com-
panies, almost always incorporated in another jurisdiction, and lawyers. These tech-
niques are often combined with many layers of transactions and the use of multiple
accounts — thus making any attempts to follow the audit trail more difficult.

Collection accounts

Collection accounts are a technique which is widely used by ethnic groups from Africa
or Asia. Immigrants pay many small amounts into one account, and the money is then be
sent abroad. Often the foreign account receives payments from a number of apparently
unconnected accounts in the source country. While this payment method is certainly
used for legitimate purposes by working immigrants and labourers who send money to
their home country, this fact has been recognised by criminal groups who use this
method to launder their illegitimate wealth.

Payable through accounts

Payable through accounts are demand deposit accounts maintained at financial institu-
tions by foreign banks or corporations. The foreign bank funnels all the deposits and
cheques of its customers (usually individuals or businesses located outside the country)
into one account that the foreign bank holds at the local bank. The foreign customers
have signatory authority for the account as sub-account holders and can conduct normal
international banking activities. Payable through accounts pose a challenge to ‘know
your customer’ policies and suspicious activity reporting guidelines. It appears that many
banks offering these types of accounts have been unable to verify or provide any inform-
ation on many of the customers using these accounts, which poses significant money
laundering threats.
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Cash deposits and telegraphic transfer

Large cash deposits are often made by drug traffickers or others who have smuggled crim-
inal funds out of the country where the crime originated. Often the cash deposit is
quickly followed by a telegraphic transfer to another jurisdiction, thus lowering the risk

of seizure.

Bank drafts, etc.

Bank drafts, money orders and cashiers’ cheques, usually purchased for cash, are common
instruments used for laundering purposes because they provide an instrument drawn on
a respectable bank or other credit institution and break the money trail.

Loan back arrangements

Loan back arrangements are often used in conjunction with cash smuggling. By this
technique, the launderer usually transfers the illegal proceeds to another country, and
then deposits the proceeds as a security or guarantee for a bank loan, which is then sent
back to the original country. This method not only gives the laundered money the
appearance of a genuine loan, but often provides tax advantages.

Bureaux de change

Bureaux de change, exchange offices or casas de cambio offer a range of services which
are attractive to criminals: (i) exchange services which can be used to buy or sell foreign
currencies, as well as consolidating small denomination bank notes into larger ones;
(ii) exchanging financial instruments such as travellers’ cheques, euro cheques, money
orders and personal cheques; and (iii) telegraphic transfer facilities. The criminal ele-
ment continues to be attracted to bureaux de change because they are not as heavily reg-
ulated as traditional financial institutions or not regulated at all. Even when regulated,
the bureaux often have inadequate education and internal control systems to guard
against money laundering. This weakness is compounded by the fact that most of their
customers are occasional, which makes it more difficult for them to ‘know their cus-
tomer’, and thus makes them more vulnerable.

Remittance services

Remittance services (sometimes referred to as giro houses) have also proved to be widely
used for money laundering, since they are often subject to fewer regulatory requirements
than institutions such as banks which offer an equivalent service. They are also popular
with many ethnic groups as they charge a lower commission rate than banks for trans-
ferring money to another country, and have a long history of being used to transfer
money between countries. They operate in a variety of ways, but most commonly the
business receives cash which it transfers through the banking system to another account
held by an associated company in the foreign jurisdiction, where the money can be made
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available to the ultimate recipient. Another technique commonly used by money remit-
ters and currency exchanges is for the broker to make the funds available to the criminal
organisation at the destination country in the local currency. The launderer/broker then
sells the criminal funds to foreign businessmen desiring to make legitimate purchases of
goods for export. This correspondent type operation resembles certain aspects of ‘alter-
native remittance systems’ (see Typology No. 2).

Credit and Debit Cards

Structured cash payments for outstanding credit card balances are the most common use
of credit cards for money laundering, often with relatively large sums as payments and in
some instances by cash payments from third parties. A large number of identified scenarios
involve the use of lost or stolen cards by third parties. Another method is to use cash
advances from credit card accounts to purchase cashier’s cheques or to wire funds to
foreign destinations. On some occasions, cash advances are deposited into savings or
current accounts. It is intended that this typology will be examined as part of a future
FATF typologies exercise.

2. Alternative Remittance Systems/Value Transfer Systems

Alternative remittance systems (also called underground or parallel banking, informal
money or value transfer systems) are almost always associated with ethnic groups from
Africa, China or Asia, and commonly involve the transfer of value between countries,
but outside the legitimate banking system. The ‘broker’, which may be set up as a finan-
cial institution such as a remittance company, or may be an ordinary shop selling goods,
has an arrangement with a correspondent business in another country. The two busi-
nesses have customers that want funds in the other country, and after taking their com-
mission the two brokers will match the amounts wanted by their customers and balance
their books by transferring an amount between them for the time period, e.g. once a
month. The details of the customers who will receive the funds, which are usually min-
imal, are faxed between the brokers, and the customers obtain their funds from the broker
at the end of the transaction.

Often there is no physical movement of currency and there is a lack of formality with
regard to verification and record-keeping. The normal modus operandi is that money
transfer takes place by coded information passed through chitties, couriers, letters or fax,
followed by a telephone confirmation. Almost any document which carries an identifi-
able number can be used for the purpose. Because there is no recognisable audit trail the
launderer’s chance of remaining undetected or avoiding confiscation is significantly
increased.

The systems are referred to by different names depending upon the community being
served, e.g. Hawala (an Urdu word meaning reference), Hundi (a Hindi word meaning
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trust), Chiti banking (referring to the way in which the system operates), Chop Shop
banking (China) and Poey Kuan (Thailand).

There is evidence that terrorists use traditional methods of money transmission such
as Hawala to move funds between jurisdictions. Such transactions often involve trans-
fers from the UK through a third country, further obscuring the ultimate destination of
the funds (see also Typology No. 9 — Terrorist Financing).

3. Investment Banking and the Securities Sector

At some stage of the laundering process, the successful launderer may wish to invest the
proceeds. This investment may be by way of a stockbroker or a portfolio management
service from an investment bank or directly with a securities house.

All types of securities, commodities, futures and options can be used as a means of
money laundering. The wholesale market is attractive due to the ease and speed with
which products can be purchased, sold, converted between currencies and transferred
from one jurisdiction to another. A further attraction is the availability of bearer prod-
ucts and the large size of transaction. The high net worth individual or corporate laun-
derer may not draw as much attention when washing large sums as they would in a more
conventional banking operation.

Cash-based transactions

The use of cash within the securities sector is relatively rare and many market operators
are generally restricted or prohibited from accepting cash. Consequently, the use of the
securities sector for laundering purposes is primarily part of the layering and integration
stages. However, from time to time cash can be introduced through the sector, particu-
larly where brokers break rules to accept cash, often for increased commissions. Another
way within some countries is to accept cash for use in margin trading. In an effort to turn
a quick profit, settlement within the margin trading market is often left until the last
minute and cash then becomes the popular means of settlement.

‘Pump and Dump’ schemes

Market manipulation through the artificial inflation of a stock based on misleading inform-
ation (a ‘pump and dump’ scheme) is also used to generate fraudulent proceeds. In addi-
tion, there have been cases where this type of securities fraud has been set up with the
proceeds of other crimes and sometimes money laundering can be used to advance this
fraud. In a typical ‘pump and dump’ scheme, individuals obtain large blocks of stock in
a company before it is publicly traded or while it is dormant or not yet operational. A
money launderer may use criminal proceeds to purchase these large blocks of stock. The
shares are usually obtained at an extremely low price, and after the perpetrators have
accumulated large stock holdings in the company, they may utilise unscrupulous brokers
to promote the securities to their clients.
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Misleading information is released into the public domain to promote the company
and its business operations although the company will often have no legitimate opera-
tions. In order to create the appearance of market demand, the perpetrators of the secu-
rities fraud may divide transactions among several brokers and/or channel transactions
through multiple jurisdictions. When the shares reach a peak price, the perpetrators sell
off their shareholding and obtain a profit from the artificial inflation of the price.
Eventually, the company is permitted to fail and the shares become worthless. At this
point, two events have occurred, firstly the launderer, by selling his/her stock in the com-
pany has layered the illicit funds they originally invested; and, secondly, as a perpetrator
of a securities fraud, they have generated additional illicit proceeds that require launder-
ing.

4. Insurance and Personal Investment Products

Life policies and other personal investment products, and general insurance are attrac-
tive to the launderer. Life policies and personal investment products can often be pur-
chased with cash, especially through small intermediaries. A useful ploy for the laun-
derer is to purchase with cash followed by early cancellation or surrender of the policy.

In many jurisdictions life insurance polices are viewed as another form of investment,
and it is this investment aspect that increases the vulnerabilities of the products. Because
the insurance sector within many jurisdictions tends to view itself as lower risk for
money laundering, the insurance broker may often prove to be one of the weakest links
in an anti-money laundering strategy.

General insurance policies can also be an attractive laundering technique: putting an
expensive asset on cover, paying a large premium by bank transfer, followed by early
cancellation of cover asking for the refund remittance to be made to another bank in
another country.

5. Internet and Electronic Financial Services

The number of financial institutions providing financial services on the internet is grow-
ing considerably with an increasing range of services becoming available (savings/
deposit accounts, full cheque accounts, electronic fund transfers, stockbroking, insur-
ance, etc.).

Delivery of financial services over the internet has been, in essence, a development
from banking services and stockbroking services delivered by telephone. The challenge
to the service provider and the attraction to the launderer is the absence of face-to-face
contact.

Technology has provided the opportunity for more credit and financial institutions
to offer electronic money. This may be by way of a card-based electronic purse. While
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the size/value of such ‘purses’ is restricted by regulatory requirement, the opportunity to
purchase such electronic money for cash and then to use it to purchase assets, albeit
modest, or obtain a refund by cheque, provides an opportunity for structured placement.

There are currently few case studies of money laundering through online financial
services but whether this is due to a true lack of cases or the inability to detect such
activity is not clear.

Companies trading and other business activities

Companies, partnerships and sole trader businesses are used as a cover for money laun-
dering. Cash-based businesses provide a cover for cash deposits into a bank account and
the payment of suppliers, both domestically and internationally, provides a ready excuse
for transfers of all sizes. Criminals may also pay an inflated price for stock in order to
obtain control of a company and then use the company to inject the criminal proceeds
along with the legitimate earnings, or use legitimately earned company profits to fund
further criminal activity.

International trade

International trade in goods and services can be used either as a cover for money laun-
dering or as the laundering mechanism itself. Import/export activities and transactions
are commonly used; a trader may pay a large sum of money (from the proceeds of illegal
activity) for goods which are worthless and are subsequently thrown away or sold on
cheaply. Alternatively, illegal proceeds can be used to buy high-value assets such as lux-
ury cars, aeroplanes or boats which are then exported to narcotics-producing countries.

The launderer’s priority is to make the transactions look normal. To achieve this the
launderer will utilise all the normal trade finance services offered by the banks to legiti-
mate import/export businesses.

Shell corporations

The shell corporation is a tool which appears to be widely used in both the banking and
non-banking sectors. Often purchased ‘off the shelf’ from lawyers, accountants or secre-
tarial companies, it remains a convenient vehicle to launder money. It conceals the
identity of the beneficial owner of the funds, the company records are often more diffi-
cult for law enforcement to access because they are offshore or held by professionals who
claim secrecy, and the professionals who run the company act on instructions remotely
and anonymously. These companies are used at the placement stage to receive deposits
of cash which are then often sent to another country or at the integration stage to
purchase real estate. They have also been the vehicle for the actual predicate offence of
bankruptcy fraud on many occasions.
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6. The Gold and Diamond Markets
The gold market

Precious metals, and in particular, gold, offer the advantage of having a high intrinsic
value in a relatively compact form. For some societies, gold carries an important cultural
or religious significance that adds to the demand for the metal in certain regions of the
world. The advantages that gold provides are also attractive to the money launderer, in
particular its high intrinsic value, convertibility and potential anonymity in transfers.
Most laundering schemes involving gold are linked to drugs trafficking, organised crime
activities and illegal trade in merchandise and goods. The gold itself may be the proceeds
of crime that needs to be laundered if, for example, it has been stolen or smuggled by cre-
ating a system of false invoicing.

Another more complex technique uses the gold or precious metal purchases and sales
as a cover for the laundering operation.

The diamond market

Illegal trade in diamonds has become an important factor in armed conflict in certain
areas of the world, and terrorist groups are believed to be using diamonds from these
regions to finance their activities. The ease with which diamonds can be hidden and
transported, and the very high value per gram for some stones, make diamonds particu-
larly vulnerable to illegal diversion from the legitimate channels for the exploitation and
profit of criminals. As with gold, the simplest typology involving diamonds consists of
direct purchase of the diamonds with criminal proceeds. Other common typologies using
diamond trading activity include retail foreign exchange transactions, the purchase of
gaming chips at casinos, forged or fraudulent invoicing, and the commingling of legiti-
mate and illicit proceeds in the accounts of diamond trading companies.

[t is believed that between 5 and 10 per cent of diamonds produced annually in one
particular region are lost due to theft or pilferage which then form part of the illicit
diamond market. Some of the illicit diamonds are known to provide income to purchase
illicit arms and consequently these diamonds have been termed ‘blood’” diamonds.

7. Lawyers, Accountants and Other Intermediaries

Lawyers and accountants can become involved in money laundering through their role
in setting up corporate and trust structures and when acting as directors or trustees. In
addition, the client account can provide the launderer with a totally hidden route into
a bank account. In some jurisdictions legislation may forbid the bank being provided
with information relating to the identity of the client and the source of funds. Lawyers,
accountants and other financial advisers can also be a useful means of laundering money
through the sale of personal investment products (see Typology No. 3).

164

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING



8. Terrorist Financing

There are two primary sources of financing for terrorist activities. The first method
involves obtaining financial support from states or structures with large enough organi-
sations to be able to collect and then make the funds available to the terrorist organisa-
tion. It is believed that this so-called state-sponsored terrorism has declined in recent
years and has been superseded by backing from other sources.

The second method of raising funds for terrorist organisations is to obtain them
directly from various ‘revenue-generating’ activities. These activities may include crim-
inal acts; in this way they may appear similar to ordinary criminal organisations. Unlike
such organisations, however, terrorist groups may also derive a portion of their revenues
from legitimately-earned income. How much of a role legal monies play in the support
of terrorism seems to vary according to the terrorist group and whether its source of funds
is in the same geographic location as its terrorist acts.

‘Legal’ sources of terrorist financing

The ideological rationale for some terrorist movements means that individual terrorists
or terrorist groups may sometimes rely on legally-generated sources of income. As
mentioned above, this is a key difference between terrorist groups and traditional crim-
inal organisations. Some of the specific fundraising methods include:

e Collection of membership dues and or subscriptions;
e Sale of publications;

e Speaking tours, cultural and social events;

e Door-to-door solicitation within the community;

e Appeals to wealthy members of the community; and

e Donations of a portion of their personal earnings.

Donations

It is common practice within the Islamic community to donate a ‘zakat’, one tenth of
one’s income, to charity. There should be no assumption that such donations bear a rela-
tion to terrorist funding. However, donations continue to be a lucrative source of funds
from private individuals, rogue states and the sale of publications. Such donations are
often made on an irregular basis. There is also growing evidence that large donations
made by wealthy individuals in the Middle East to charitable organisations that have
connections with terrorist organisations are more associated with Mafia-style protection
payments. The donation ensures that the donor’s business interests remain untouched.
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‘Illegal’ sources of terrorist financing

Criminality provides a much more consistent revenue stream. Terrorist organisations
will choose activities that carry low risks and generate large returns. Major sources of

income are:

o Kidnap and extortion

This form of money raising continues to be one of the most prolific and highly profitable.
Monies are usually raised from within the community of which the terrorists are an inte-
gral part. Eventually extortion becomes a built-in cost of running a business within the
community and the payment of ransom demands to free family members becomes an
everyday occurrence.

o Smuggling

Smuggling across a border has become one of the most profitable ventures open to ter-
rorist organisations. Smuggling requires a co-ordinated, organised structure, with a dis-
tribution network to sell the smuggled goods. It then offers high returns for low risks.
Criminal partners will also benefit from their involvement, but there are considerable
amounts made available for the terrorist organisation.

The profits can then be channelled via couriers to another jurisdiction. The money
enters the banking system by the use of front companies or short-term shell companies
that disappear after three months. Specialised bureaux de change may also be created,
whose sole purpose is to facilitate the laundering of proceeds of the smuggling.

Another method of integrating the proceeds into the banking system has recently
been detected. Monies are given by the smuggler to legitimate businesses who are not
associated with the smuggling operation. These monies are then paid into the banking
system as part of a company’s normal turnover. Provided the individuals are not greedy,
detection is extremely difficult. Monies are then sent via different financial institutions
and jurisdictions, including FATF blacklisted countries. The transfer of monies through
different jurisdictions causes one of the principal problems of tracing the asset trail.
Different legislative laws and procedures prevent quick and effective investigation. This
only aids the criminal/terrorist enterprise rather than law enforcement.

e Fraud including credit card fraud
Stockpiling of cheque-books for later misuse is a new variation on the theme of fraudu-
lent misuse of accounts and credit cards.

e Misuse of non-profit organisations and charities fraud

Non-profit organisations (NPOs) are established in a wide variety of legal forms and are
subject to varying degrees of control by the jurisdictions in which they are located.
Given their diversity, the FATF has adopted a definition of NPOs which is based on their
function rather than on their legal form, i.e. ‘any legal entity that engages in the raising
or disbursing of funds for charitable, religious, cultural, educational, social, fraternal or
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humanitarian purposes, or for the purposes of carrying out some other types of good
works’.

The potential misuse of NPOs by terrorist groups can take many forms. One possibility
is the establishment of an NPO with a stated charitable purpose, but which actually
exists only to channel funds to a terrorist organisation. Another possibility is that an NPO
with a humanitarian or charitable purpose is infiltrated by the terrorists and their sup-
porters, often without the knowledge of the donors or the members of staff or manage-
ment. Still another possibility is for the organisation to serve as the intermediary or
cover for the movement of funds, usually on an international basis. In some cases, the
NPO support function could extend to the movement and logistical support of the
terrorists themselves.

Reporting suggests that not all charitable or goodwill institutions are regulated to this
extent. In particular, charities do not always publish full accounts of the projects which
their fundraising has helped to finance.

There are known cases of charities being used to raise funds for terrorist purposes.
One investigation arose as a consequence of a suspicious transaction report. A bank dis-
closed that an individual who allegedly was earning a salary of £12,000 per annum had
a turnover in the account of £250,000. A financial investigation revealed that the indi-
vidual did not exist and that the account, fraudulently obtained, was linked to a Middle
East charity. A fraud was being perpetrated for the purpose of raising funds for a terror-
ist organisation. Donations were paid into an account and the additional charitable pay-
ment was being claimed back from the government. The donation was then returned to
the donor. This fraud resulted in over £800,000 being fraudulently obtained.

e Drug trafficking

Drugs can be a highly profitable source of funds and are used by some groups to finance
other activities. Many terrorist groups are not directly involved in the importation or
distribution of the drugs but exact a levy for the drug suppliers to operate within a cer-
tain area or community.

Such extortion, often known as protection money, is far less risky than being respon-
sible for organising the supply and distribution of the drugs. The supply of controlled
narcotic substances is a high priority for virtually all law enforcement agencies through-
out the world and large resources are dedicated to investigation.

Laundering through the financial system

While terrorist groups may support themselves with funding from illicit sources and
legitimate sources, there appears to be little difference in the methods used by terrorist
groups or criminal organisations to launder their funds, i.e. to hide or obscure the link
between the source of the funds and their eventual destinations or purpose.

Bank accounts have been used in the following ways to launder terrorist funds.
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e Legitimate accounts

It has been observed that individuals may run a number of accounts with several banks.
[t is not unusual for the accounts with one bank to be used for domestic purposes, while
accounts based at another are for ‘business purposes’. Into the former a salary or benefits
may be paid, while the latter will benefit from money transfers and cheque payments.
Substantial value to the investigation can be obtained from the audit trail associated
with those money movements, particularly when linked to additional intelligence.

e Dormant accounts

On occasions, dormant accounts are used by terrorists to establish a legend upon which
additional frauds are perpetrated. Facilities can be accessed which include the obtaining
of bank loans, the payments of which will invariably not be met.

Dormant accounts are also used to receive monies from support members abroad.
Once again, the terrorist uses a number of banks, holding an account in each of them.
Two of the accounts might contain a minimal sum, believed to be for two purposes: (a)
in order to keep it open; and (b) to ensure that undue attention is not drawn to it. At a
strategic time, a transfer is received into the account to enable the purchase of terrorist
material. The sum is eroded by the daily removal of the maximum cash amount from
automatic teller machines. This continues until the entire transfer sum has been
removed, which might take several months. The location of such withdrawals can prove
to be of great assistance to the investigation.

o Telegraphic transfers

This can be effected by the use of banks or wire companies. Certain wire transfer com-
panies appear to be used in preference to others. Enquiries to date suggest that those
based in retail outlets containing video cameras are used to a much lesser extent than
those where the wire transfer is franchised to a small, more localised unit. However, the
use of these facilities is also determined by the ease of both sending and receiving the
money. Indeed, certain companies do not even request documentation, requiring only
the use of a pre-agreed question and answer prior to release of the transferred sum.

e Money service businesses and alternative remittance systems

Given that many sources of terrorist funding (extortion and drug trafficking, for exam-
ple) generate a high volume of cash, terrorists often channel funds through bureaux,
money changers and other dealers in foreign currency to finance their operations abroad.
Money may pass through several jurisdictions before reaching its final destination. UK
firms that carry out such business under FSA or Customs supervision should be aware of
the risks in this area. Use of the informal money or transfer value system e.g. hawala,
hundi, fei-chien and the black market peso exchange have also been detected in relation
to terrorist financing activity.
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9. Correspondent Banking

By their nature, correspondent banking relationships create a situation in which a credit
institution carries out financial transactions on behalf of customers from another insti-
tution. This indirect relationship means that the correspondent bank provides services
for individuals or entities for which it has neither verified the identities nor obtained
first-hand knowledge of the respondent’s customers. In correspondent banking therefore,
the correspondent institution must rely on the respondent bank having performed all
the necessary due diligence and continuous monitoring of its own customers’ account
activity.

An additional risk incurred by the correspondent bank is that a foreign respondent bank
may apply less stringent anti-money laundering standards due to weaker laws and regu-
lations, inadequate regulatory supervision or failures in applying standards or internal
controls. While the correspondent bank may be able to determine the legislation in
effect for the respondent bank, it is much more difficult to know the degree and effec-
tiveness of the supervisory regime to which the respondent is subject.

A further risk is the existence of sub-respondents through which a respondent bank
may itself be offering correspondent banking facilities to other credit institutions. One
FATF member stated that some banks offering correspondent facilities may not be ask-
ing their respondents about the extent to which the latter offers such facilities to other
institutions. This oversight has meant in certain cases that the correspondent bank is
even further removed from knowing the identities or business activities of these sub-
respondents, or even the types of financial services they provide.

There are also increased difficulties in monitoring the individual transactions
involved in large volume correspondent accounts since the bank is usually not in contact
with the originator or the beneficiary of such transactions.

10. Corruption, PEPs and Private Banking

Examples of senior government officials involved in corruption and other types of pro-
ceeds generating crime are no longer rare occurrences. In the past few years several high-
visibility corruption cases involving ‘politically exposed persons’ and the laundering of
vast amounts of criminal proceeds through various FATF jurisdictions have been
detected and investigated.

A criminal or PEP will generally seek out private banking services, as they offer the
ideal opportunity for them, their family members and close associates to carry out sophis-
ticated and/or complex financial transactions that will further protect their illicit assets.
Since a private bank is often involved in helping the client to invest or protect his or
her assets, a private bank that fails to apply due diligence could find itself unwittingly
assisting a corrupt politician to set up nominees and shell companies, ensuring that the
beneficial ownership remains hidden.
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Appendix B

Examples of Potentially Suspicious Activity and
Transactions

Financial Sector businesses, professional firms and other relevant businesses may
wish to make additional enquiries in the following circumstances:

Banking Transactions
Cash Transactions

e Unusually large cash deposits made by an individual or company whose ostensible
business activities would normally be generated by cheques and other instruments.

e Substantial increases in cash deposits of any individual or business without apparent
cause, especially if such deposits are subsequently transferred within a short period out
of the account and/or to a destination not normally associated with the customer.

e Customers who deposit cash by means of numerous credit slips so that the total of
each deposit is unremarkable, but the total of all the credits is significant.

e Company accounts whose transactions, both deposits and withdrawals, are denomi-
nated by cash rather than the forms of debit and credit normally associated with com-
mercial operations (for example cheques, letters of credit or bills of exchange).

o Customers who constantly pay in or deposit cash to cover requests for bankers drafts,
money transfers or other negotiable and readily marketable money instruments.

e Customers who seek to exchange large quantities of low denomination notes for
those of higher denomination.

e Frequent exchange of cash into other currencies.

e Branches that have a great deal more cash transactions than usual. (Head office
statistics detect aberrations in cash transactions.)

o Customers whose deposits contain counterfeit notes or forged instruments.

e Customers transferring large sums of money to or from overseas locations with
instructions for payment in cash.

e Large cash deposits using night safe facilities, thereby avoiding direct contact with
bank or building society staff.
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Accounts

e Customers who wish to maintain a number of trustee or client accounts which do not
appear consistent with the type of business, including transactions which involve
nominee names.

o Customers who have numerous accounts and pay in amounts of cash to each of them
in circumstances in which the total of credits would be a large amount.

e Any individual or company whose account shows virtually no normal personal bank-
ing or business related activities, but is used to receive or disburse large sums which
have no obvious purpose or relationship to the account holder and/or his business (for
example a substantial increase in turnover on an account).

e Reluctance to provide normal information when opening an account, providing
minimal or fictitious information or, when applying to open an account, providing
information that is difficult or expensive for the financial institution to verify.

o Customers who appear to have accounts with several financial institutions within the
same locality, especially when the bank or building society is aware of a regular con-
solidation process from such accounts prior to a request for onward transmission of

the funds.
e Matching of payments out with credits paid in by cash on the same or previous day.
e Paying in large third party cheques endorsed in favour of the customer.

e Large cash withdrawals from a previously dormant/inactive account, or from an
account which has just received an unexpected large credit from abroad.

e Customers who together, and simultaneously, use separate tellers to conduct large
cash transactions or foreign exchange transactions.

o Greater use of safe deposit facilities; increased activity by individuals; the use of sealed
packets deposited and withdrawn.

e Companies’ representatives avoiding contact with the branch.

e Substantial increases in deposits of cash or negotiable instruments by a professional
firm or company, using client accounts or in-house company or trust accounts,
especially if the deposits are promptly transferred between other client company and
trust accounts.

e Customers who show an apparent disregard for accounts offering more favourable
terms.

e Customers who decline to provide information that in normal circumstances would
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make the customer eligible for credit or for other banking services that would be

regarded as valuable.

Insufficient use of normal banking facilities, for example avoidance of high interest
rate facilities for large balances.

Large number of individuals making payments into the same account without an ade-
quate explanation.

International Banking/Trade Finance

Customer introduced by an overseas branch, affiliate or other bank based in countries
where production of drugs or drug trafficking may be prevalent.

Use of letters of credit and other methods of trade finance to move money between
countries where such trade is not consistent with the customer’s usual business.

Customers who make regular and large payments, including wire transactions, that can-
not be clearly identified as bona fide transactions to, or receive regular and large pay-
ments from, countries which are commonly associated with the production, processing
or marketing of drugs, proscribed terrorist organisations or which are tax havens.

Building up of large balances, not consistent with the known turnover of the cus-
tomer’s business, and subsequent transfer to account(s) held overseas.

Unexplained electronic fund transfers by customers on an in and out basis or without
passing through an account.

Frequent requests for the issuing of travellers’ cheques, foreign currency drafts or
other negotiable instruments.

Frequent paying in of travellers’ cheques or foreign currency drafts, particularly if they
originate from overseas.

Customers who show apparent disregard for arrangements offering more favourable
terms.

Institution Employees and Agents

Changes in employee characteristics, for example lavish life styles or avoiding taking

holidays.

Changes in employee or agent performance, for example the salesman selling prod-
ucts for cash has a remarkable or unexpected increase in performance.

Any dealing with an agent where the identity of the ultimate beneficiary or counter-
part is undisclosed, contrary to normal procedure for the type of business concerned.
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Secured and Unsecured Lending
o Customers who repay problem loans unexpectedly.

e Request to borrow against assets held by the financial institution or a third party,
where the origin of the assets is not known or the assets are inconsistent with the cus-
tomer’s standing.

e Request by a customer for a financial institution to provide or arrange finance where
the source of the customer’s financial contribution to a deal is unclear, particularly
where property is involved.

o Customers who unexpectedly repay in part or full a mortgage or other loan in a way
inconsistent with their earnings capacity or asset base.

Securities and Investment Business

New Business

e A personal client for whom verification of identity proves unusually difficult and who
is reluctant to provide details.

e A corporate/trust client where there are difficulties and delays in obtaining copies of
the accounts or other documents of incorporation.

e A client with no discernible reason for using the firm’s service, for example clients
with distant addresses who could find the same service nearer their home base, or
clients whose requirements are not in the normal pattern of the firm’s business and
could be more easily serviced elsewhere.

e An investor introduced by an overseas bank, affiliate or other investor, when both
investor and introducer are based in countries where production of drugs or drug traf-
ficking may be prevalent.

e Any transaction in which the counterparty to the transaction is unknown.

Dealing Patterns and Abnormal Transactions

Dealing Patterns
e A large number of security transactions across a number of jurisdictions.

e Transactions not in keeping with the investor’s normal activity, the financial markets
in which the investor is active and the business which the investor operates.

e Buying and selling of a security with no discernible purpose or in circumstances which
appear unusual, for example churning at the client’s request.
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e Low-grade securities purchased in an overseas jurisdiction, sold in Britain, with the
proceeds used to purchase high grade securities.

o Bearer securities held outside a recognised custodial system.
Abnormal Transactions

e A number of transactions by the same counterparty in small amounts of the same
security, each purchased for cash and then sold in one transaction, the proceeds being
credited to an account different from the original account.

e Any transaction in which the nature, size or frequency appears unusual, for example
early termination of packaged products at a loss due to front end loading, or early
cancellation, especially where cash had been tendered and/or the refund cheque is to
a third party.

e Transactions not in keeping with normal practice in the market to which they relate,
for example with reference to market size and frequency, or at off-market prices.

e Other transactions linked to the transaction in question which could be designed to
disguise money and divert it into other forms or to other destinations or beneficiaries.

Settlements
Payment

e A number of transactions by the same counterparty in small amounts of the same
security, each purchased for cash and then sold in one transaction.

e Large transaction settlement by cash.

e Payment by way of third party cheque or money transfer where there is a variation
between the account holder, the signatory and the prospective investor, must give rise
to additional enquiries.

Delivery

e Settlement to be made by way of bearer securities from outside a recognised clearing
system.

o Allotment letters for new issues in the name of persons other than the client.
Disposition
e Payment to a third party without any apparent connection with the investor.

e Settlement either by registration or delivery of securities to be made to an unverified
third party.

e Abnormal settlement instructions including payment to apparently unconnected parties.
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Insurance Business
Brokerage and Sales
New Business

e A personal lines customer for whom verification of identity proves unusually difficult,
who is evasive or reluctant to provide full details.

e A corporate/trust client where there are difficulties and delays in obtaining copies of
the accounts or other documents of incorporation.

e A client with no discernible reason for using the firm’s service, for example clients
with distant addresses who could find the same service nearer their home base, or
clients whose requirements are not in the normal pattern of or inconsistent with the
firm’s business and could be more easily serviced elsewhere.

e An investor introduced by an overseas broker, affiliate or other intermediary, when
both investor and introducer are based in countries where production of drugs or drug
trafficking may be prevalent.

e Any transaction in which the insured is unknown (for example treaty reinsurance or
business introduced under binding authorities).

Abnormal Transactions
e Proposals from an intermediary not in keeping with the normal business introduced.

e Proposals not in keeping with an insured’s normal requirements, the markets in which
the insured or intermediary is active and the business which the insured operates.

e Early cancellation of policies with return of premium, with no discernible purpose or
in circumstances which appear unusual.

e A number of policies entered into by the same insurer/intermediary for small amounts
and then cancelled at the same time, the return of premium being credited to an
account different from the original account.

e Any transaction in which the nature, size or frequency appears unusual, for example
early termination or cancellation, especially where cash had been tendered and/or the
refund cheque is to a third party.

e Assignment of policies to apparently unrelated third parties.

o Transactions not in keeping with normal practice in the market to which they relate,
for example with reference to size or class of business.

e Other transactions linked to the transaction in question which could be designed to
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disguise money and divert it into other forms or other destinations or beneficiaries.

e Willingness to pay premium on high risks which have a likelihood of regular claims
being made.

Settlements

Payment

e A number of policies taken out by the same insured for low premiums, each purchased
for cash and then cancelled with return of premium to the third party.

e Large or unusual payment of premiums or transaction settlement by cash.

e Overpayment of premium with a request to refund the excess to a third party or dif-
ferent country.

e Payment by way of third party cheque or money transfer where there is a variation
between the account holder, the signatory and the prospective insured.

Disposition

e Payment of claims to a third party without any apparent connection with the

investor.

e Abnormal settlement instructions, including payment to apparently unconnected
parties or to countries in which the insured is not known to operate.

Claims and Reinsurances

e Strong likelihood of risks occurring, resulting in substantial claims, with consequently
high premium.

e Claims paid to persons other than the insured.

o Claims which, while appearing legitimate, occur with abnormal regularity.
e Regular small claims within premium limit.

e Treaty reinsurances with high incidence of small claims.

e Regular reinsurance claims paid overseas to third parties.

e Recent change of ownership/assignment of policies just prior to a loss.

e Abnormal loss ratios for the nature and class of risk bound under a binding authority.
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Legal Profession

Anything that is unusual or unpredictable or otherwise gives cause for suspicion or

concern should lead more questions about the source of funds. It is important to

remember that proceeds of crime can also arrive through the banking system.

Unusual Settlement Requests

Request for settlement in cash.

Surprise payments by way of a third party cheque.

Money transfers where there is a variation between the account holder or the signatory.
Requests to make regular payments out of a client account.

Settlements which are reached too easily.

Unusual Instructions

Why has the client chosen your firm? Could the client find the same service nearer
their home?

Are you being asked to do something that does not fit with the normal pattern of your
business?

Have instructions changed without a reasonable explanation?

Has the transaction or activity taken an unusual turn.

Use of a Lawyers’ Client Account

Using a lawyers’ client account to transmit money in useful to criminals and money
launderers — it provides anonymity and enables the funds to be commingled.

Are you being asked to provide a banking facility when you are not undertaking any
related legal work?

Are funds received into your client account when the instructions are then cancelled
and you are asked to return the money either to your client or to a third party?

Are the funds from a foreign client being routed into and out of your country with-
out a logical explanation?

Loss Making Transactions

Is the instruction likely to lead to some financial loss to your client or a third party
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without a logical explanation, particularly where the client appears to be unconcerned?

e Is the movement of funds between difference accounts, institutions or jurisdictions
merely providing confusion with no apparent reason for the movement?

Accountancy

The following situations will increase the risk of money laundering and should be exam-
ined further.

e Does the client want to use the firm’s client account as a bank account?

e Is it a cash-based business where the turnover cannot be justified?

o Is there a lack of independent audit evidence?

e Is there a complex group structure with no apparent reason?

e Has there been a recent change in business activity?

e Is there evidence of intra-group trading?

e Has there been a dramatic increase in turnover?

e Does the client have high turnovers/volume from small business locations?

e Were there any transactions in the year without an immediate or obvious purpose?
e Does the client require a client account denominated in a foreign currency?

e Does the client have a history of persistent and unlikely ‘errors’ in tax returns.
o Is there sufficient evidence of trading activity?

o Is the client merely seeking a respectable business address to create a good impression?
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Appendix C

FATF Guidelines: Providing Feedback to Reporting
Institutions and Other Persons

Best Practice Guidelines
Introduction

1. The importance of providing appropriate and timely feedback to financial and other
institutions which report suspicious transactions has been stressed by industry repre-
sentatives and recognised by the Financial Intelligence Units which receive such
reports. Indeed, such information is valuable not just to those institutions, but also to
other associations, to law enforcement and financial regulators and to other govern-
ment bodies. However, the provision of general and specific feedback has both prac-
tical and legal implications which need to be taken into account.

2. It is recognised that ongoing law enforcement investigations should not be put at risk
by disclosing inappropriate feedback information. Another important consideration
is that some countries have strict secrecy laws which prevent their financial intelli-
gence unit from disclosing any significant amount of feedback which can be given.
However, those agencies which receive suspicious transaction reports should endeav-
our to design feedback mechanisms and procedures which are appropriate to their
laws and administrative systems, which take into account such practical and legal
limitations, and yet seek to provide an appropriate level of feedback. The limitations
should not be used as an excuse to avoid providing feedback, though they may pro-
vide good reasons for using these guidelines in a flexible way so as to provide adequate
levels of feedback for reporting institutions.

3. Based on the types and methods of feedback currently provided in a range of FATF
member countries, this set of best practice guidelines will consider why providing
feedback is necessary and important. The guidelines illustrate what is best practice in
providing general feedback on money laundering and the results of suspicious transac-
tion reports by setting out the different types of feedback and other information
which could be provided and the methods for providing such feedback. The guidelines
also address the issue of specific or case-by-case feedback and the conflicting consider-
ations which affect the level of specific feedback which is provided in each country.
The suggestions contained herein are not mandatory requirements, but are meant to
provide assistance and guidance to financial intelligence units, law enforcement and
other government bodies which are involved in the receipt, analysis and investigation
of suspicious transaction reports, and in the provision of feedback on those reports.
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Why is Feedback on Suspicious Transaction Reports Needed?

. The reporting of suspicious transactions" by banks, non-bank financial institutions

and, in some countries, other entities or persons is now regarded as an essential
element of the anti-money laundering programme for every country.
Recommendation 15 of the FATF 40 Recommendations states that:

If financial institutions suspect that funds stem from a criminal activity, they should be
required to report promptly their suspicions to the competent authorities.

. Almost all FATF members have now implemented a mandatory system of reporting

suspicious transactions, though the precise extent and form of the obligation varies
from country to country. The requirement under Recommendation 15 is also supple-
mented by several other recommendations such as that financial institutions and
their staff should receive protection from criminal or civil liability for reports made
in good faith (Recommendation 16); customers must not be tipped off about reports
(Recommendation 17); and financial institutions should comply with instructions
from the competent authorities in relation to reports (Recommendation 18).

. It is recognised that measures to counter money laundering will be more effective if

government ministries and agencies work in partnership with the financial sector. In
relation to the reporting of suspicious transactions, an important element of this part-
nership approach is the need to provide feedback to institutions or persons which
report suspicious transactions. Financial regulators will also benefit from receiving
certain feedback. There are compelling reasons why feedback should be provided:

It enables reporting institutions to better educate their staff as to the transactions
which are suspicious and which should be reported. This leads staff to make higher
quality reports which are more likely to correctly identity transactions connected

with criminal activity;

It provides compliance officers of reporting institutions with important information
and results, allowing them to better perform that part of their function which requires
them to filter out reports made by staff which are not truly suspicious. The correct
identification of transactions connected with money laundering or other types of
crime allows a more efficient use of the resources of both the financial intelligence

unit and the reporting institution;

It also allows the institution to take appropriate action, for example to close the
customer’s account if he is convicted of an offence, or to clear his name if an investi-
gation shows that there is nothing suspicious;

[t can lead to improved reporting and investigative procedures, and is often of bene-
fit to the supervisory authorities which regulate the reporting institutions; and
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o Feedback is one of the ways in which government and law enforcement can
contribute to the partnership with the financial sector, and it provides information
which demonstrates to the financial sector that the resources and effort committed by
them to reporting suspicious transactions are worthwhile and that results are
obtained.

7. In many countries the obligation to report suspicious transactions only applies to
financial institutions. Moreover, the experience in FATF in which an obligation to
report also applies to non-financial businesses or to all persons is that the vast major-
ity of suspicious transactions reports are made by financial institutions, and in partic-
ular by banks. In recent years, though, money laundering trends suggest that money
launderers have moved away from strongly regulated institutions with higher levels
of internal controls, such as banks, towards less strongly regulated sectors, such as the
non-bank financial institution sector and non-financial businesses. In order to
promote increased awareness and co-operation in these latter sectors, FIUs need to
analyse trends and provide feedback on current trends and techniques to such insti-
tutions and businesses if a comprehensive anti-money laundering strategy is to be put
in place. The empirical evidence suggests that where there is increased feedback to,
and co-operation with, these other sectors, this leads to significantly increased
numbers of suspicious transaction reports.

General Feedback
Types of Feedback

8 Several forms of general feedback are currently provided, at both national and inter-
national levels. The type of feedback and the way in which it is provided in each
country may vary because of such matters as obligations of secrecy or the number of
reports being received by the FIU, but the following types of feedback are used in sev-
eral countries:

(a) statistics on the number of disclosures, with appropriate breakdowns, and on the
results of the disclosures;

(b) information on current techniques, methods and trends (sometimes called ‘typo-
logies’); and

(c) sanitised examples of actual money laundering cases.

9. The underlying information on which general feedback can be based is either statis-
tics relating to the number of suspicious transaction reports and the results achieved
from those reports, or cases or investigations involving money laundering (whether
or not the defendant is prosecuted for a money laundering offence or for the predi-
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cate offences). As these cases or investigations could result from a suspicious transaction
report or from other sources of information, it is important that those agencies which
provide feedback ensure that all relevant examples are included in the feedback they
provide. It is also important that all relevant authorities, together with the reporting
institutions, agree on the contents and form of sanitised cases, so as to prevent any sub-
sequent difficulties for any institution or agency. It would also be beneficial if certain
types of feedback, such as sanitised cases, are widely distributed, so that the benefits of
this feedback are not restricted to the reporting institutions in that particular country.

Statistics — What Types of Statistics Should Be Made available ?

10. Statistical information can be broken down into at least two categories:

(a) that which relates to the reports received and the breakdowns that can be made
of this information; and

(b) that which relates to reports which lead to or assist in investigations, prosecu-
tions or confiscation action. Examples of the types of statistics which could be
retained are:

e Category (a): Detailed information on matters such as the number of suspicious
transaction reports, the number of reports by sector or institution, the monetary
value of such reports and files, and the geographical areas from which cases have
been referred. Information could also be retained to give a breakdown of the types
of institutions which reported and the types of transactions involved in the trans-
actions reported.

e Category (b): Information on the investigation case files opened, the number of
cases closed and cases referred to the prosecution authorities. Breakdowns could
also be given of the year in which the report was made, the types of crimes
involved and the amount of money, as well as the nationality of the parties
involved and which of the three stages of a money laundering operation (place-
ment, layering or integration) the case related to. Where appropriate, statistics
could also be kept on the reports which have a direct and positive intelligence
value, and an indication given of the value of those reports. This is because reports
which do not lead directly to a money laundering prosecution can still provide
valuable information which may lead to prosecutions or confiscation proceedings
at a later date (see paragraph 18).

11. A cross-referencing of the different breakdowns of category (a) information with the
types of results achieved under category (b) should enable FIUs and reporting insti-
tutions to identify those areas where reporting institutions are successfully identify-
ing money laundering and other criminal activity. It would also identify, for example,
those areas where institutions are not reporting or are reporting suspicions which
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lead to below average results. As such it would be a valuable tool for all concerned.
However, as with any statistics, care needs to be taken in their interpretation and in the
weight that is accorded to each statistic. In order to extract the desired statistics effi-
ciently, it is of course necessary that the suspicious transaction report form, whether it is
sent on paper or online, is designed to allow the appropriate breakdowns to be made.
Given the difficulties that many countries have in gathering and analysing statistics, it
is essential that the amount of human resources required for this task are minimised, and
that maximum use is made of technology, even if this initially requires capital expendi-
ture or other resource inputs.

How Often Should Statistics Be Published?

12 Statistics are the most commonly provided form of feedback and are usually included
in annual reports or regular newsletters, such as those published by FIUs. Having
regard to the resource implications of collecting and providing statistics, and to the
other types of feedback available, the publication of an annual set of comprehensive
statistics should provide adequate feedback in most countries.

13. It is recommended that:

e Statistics are kept on the suspicious transaction reports received and on the
results obtained from those reports, and that appropriate breakdowns are made
of the available information;

o The statistics on the reports received are cross-referenced with the results so
as to identify areas where money laundering and other criminal activity is
being successfully detected;

e Technological resources are used to their maximum potential; and

o Comprehensive statistics are published at least once a year.

Current Techniques, Methods and Trends

14. The description of current money laundering techniques and methods will be
largely based on the cases sent to the prosecution authorities, and the division of
such cases into the three stages of money laundering can make it easier to distin-
guish between the different techniques used, though it must be recognised that it is
often difficult to categorically state that a transaction falls into one stage or another.
If new methods or techniques are identified, these should be described and identi-
fied, and reporting institutions should be advised of such methods as well as of
current money laundering trends. Information on current trends will be derived
from prosecutions, investigations or the statistics referred to above, and can usefully
be linked with those statistics. An accurate description of current trends will allow
financial institutions to focus on areas of current and future risk.
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15.

16.

17.

In addition to any reports that are prepared by national FIUs, there are a number of
international organisations or groups which also prepare reports of trends and tech-
niques, or hold an exercise to review such trends. The FATF holds an annual typo-
logies exercise where law enforcement and regulatory experts from FATF members,
as well as delegates from relevant observer organisations, review and discuss current
trends and future threats in relation to money laundering. A public report is then
published which reviews the conclusions of the experts and the trends and tech-
niques in FATF members and other countries, as well as considering a special topic
in more detail. This report is available from the FATF or the FATF Website
(http://www.oecd.orglfatf/). In addition, Interpol publishes regular bulletins which
contain sanitised case examples.

Other international groups, such as the Asia-Pacific Group on Money Laundering,
the Caribbean Financial Action Task Force, and the Organisation of American
States/Inter-American Drug Abuse Control Commission will also hold typologies
exercises which could provide further information on the trends and techniques
that are being used to launder money in the regions concerned. International trends
could usefully be extracted and included in feedback supplied by national FIUs
where they are particularly relevant, but in relation to more general information,
reporting institutions should simply be made aware of how they can access such
reports if they wish to. This will help to avoid information overload.

It is recommended that:

e New money laundering methods or techniques, as well as trends in existing tech-
niques are described and identified, and that financial and other institutions are
advised of these trends and techniques;

e Feedback on trends and techniques published by international bodies be
extracted and included in feedback supplied by national FIUs only if it is partic-
ularly relevant, but that reporting institutions are made aware of how to access
such reports.

Sanitised Cases
18.

This type of feedback is sometimes regarded by financial sector representatives as

even more valuable than information on trends. Sanitised cases'

are very helpful to
compliance officers and front line staff, since they provide detailed examples of
actual money laundering and the results of such cases, thus increasing the awareness
of front line staff. Two examples of methods used to distribute this type of feedback
are a quarterly newsletter and a database of sanitised cases. Both methods provide a
set of sanitised cases which summarise the facts of the case, the enquiries made and

a brief summary of the results. A short section drawing out the lessons to be learnt
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from the case is also provided in the database. The length of the description of each case
could vary from a paragraph outlining the case, through to a longer and more detailed

summary.

19.

20.

Care and consideration needs to be taken in choosing appropriate cases and in their
sanitisation in order to avoid any legal ramifications. In the countries which use
such feedback, the examples used are generally cases which have been completed,
either because the criminal proceedings are concluded or because the report was not
found to be justified. Inclusion of cases where the report was unfounded can be just
as helpful as those where the subject of the report was convicted on money laundering.

It is recommended that sanitised cases be published or made available to report-
ing institutions, and that each sanitised case could include:

e a description of the facts;
o a brief summary of the results of the case;
e where appropriate, a description of the enquiries made by the FIU; and

e a description of the lessons to be learnt from the reporting and investigative
procedures that were adopted in the case. Such lessons can be helpful not only
to financial institutions and their staff, but also to law enforcement investigators.

Other Information Which Could Be Provided

21.

In addition to general feedback of the types referred to above, there are other types
of information which can be distributed to financial and other institutions using the
same methods. Often this information is provided in guidance notes or annual
reports, but it provides essential background information for the staff of reporting
institutions and also keeps them up to date on current issues. Examples of such other

information include:

e An explanation of why money laundering takes place, a description of the
money laundering process and the three stages of money laundering, including

practical examples;

e An explanation of the legal obligation to report, to whom it applies and the
sanctions (if any) for failing to report;

e The procedures and processes by which reports are made, analysed and inves-
tigated, and by which feedback is provided, allow FIUs to provide information
on matters such as the length of time it can take for a criminal proceeding to be
finalised or to explain that even though not every report results in a prosecution
for money laundering, the report could be used as evidence or intelligence which
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contributes to a prosecution for a criminal offence, or provides other valuable intelli-

gence information;

e a summary of any legislative changes which may have been recently made in
relation to the reporting regime or money laundering offences;

e a description of current and/or future challenges for the FIU.

Feedback Methods

22.

23.

24.

25

Written Feedback: As noted above, two of the most popular methods of providing
general feedback are through annual reports and regular newsletters or circulars. As
noted above, annual reports could usefully contain sets of statistics and description
of money laundering trends. A short (for example, four-page) newsletter or circular
which is published on a regular basis two or four times a year provides continuity of
contact with reporting institutions. It could contain sanitised cases, legislative updates
or information on current issues or money laundering methods.

Meetings: There are a range of other ways in which feedback is provided to the
bodies or persons who report. Most FIUs provide such feedback through face-to-face
meetings with financial institutions, wither for a specific institution or its staff, or for
a broader range of institutions. Seminars, conferences and workshops are commonly
used to provide training for financial institutions and their staff, and this provides a
forum in which feedback is provided as part of the training and education process.
Several countries have also established working or liaison groups combining the
FIUs which receive the reports and representatives of the financial sector. These
groups can also include the financial regulator or representatives of law enforcement
agencies, and provide a regular channel of communication through which feedback,
and other topics such as reporting procedures, can be discussed. Finally, staff of FIUs
could use meetings with individual compliance officers as an opportunity to provide
general feedback.

Video: Many countries and financial institutions or their associations have pub-
lished an educational video as part of their overall anti-money laundering training
and education process. Such a method of communication provides an opportunity
for direct feedback to front line staff and could include material on sanitised cases,
money laundering methods and other information.

Electronic Information Systems obtaining information from websites, other elec-
tronic databases or through electronic message systems have the advantage of speed,
increased efficiency, reduced operating costs and better accessibility to relevant
information. While the need for appropriate confidentiality and security must be
maintained, consideration should be given to providing increasing feedback through
a password protected or secure website or database, or by electronic mail.

186

COMBATING MONEY LAUNDERING AND TERRORIST FINANCING



26

When deciding on the methods of general feedback that are to be used, each
country will have to take into account the views of the reporting institutions as to
the degree to which reporting of suspicious or unusual transactions should be made
public knowledge. For example, in some countries, the banks have no objection to
sanitised cases becoming public information, in part because of the objective and
transparent nature of the reporting system. However, in other countries, financial
institutions would like to receive this type of feedback, but do not want it made
available to the public as a whole. Such differing views mean that slightly different
approaches may need to be taken in each country.

Specific or Case-by-Case Feedback

27.

28.

29.

Reporting institutions and their associations welcome prompt and timely informa-
tion on the results of reports of suspicious transactions, not only so that they can
improve the processes of their member institutions for identifying suspicious trans-
actions, but also so that they can take appropriate action in relation to the customer.
There is concern that by keeping a customer’s account open, after a suspicious trans-
action report has been made, the institution may be increasing its vulnerability with
respect to monies owned to them by the customer. However, specific feedback is
much more difficult to provide than general feedback, for both legal and practical

reasons.

One of the primary concerns is that ongoing law enforcement investigations should
not be put at risk by providing specific feedback information to the reporting insti-
tution at a stage prior to the conclusion of the case. Another practical concern is
the question of the resource implications and the best and most efficient method for
providing such feedback, which will often depend on the amount of reports received
by the FIU. Legal issues in some countries relate to strict secrecy laws which prevent
the FIU from disclosing specific feedback, or concern general privacy laws which
limit the feedback which can be provided. Finally, financial institutions are also
concerned about the degree to which such feedback becomes public knowledge, and
the need to ensure the safety of their staff and protect them from being called as wit-
nesses who have to give evidence in court concerning the disclosure. This was dealt
with in one country by a specific legislative amendment which prohibits suspicious
transaction reports being put in evidence or even referred to in court.

Given these limitations and concern, current feedback information provided by
receiving agencies to reporting institutions on specific cases is more limited than
general feedback. The only information which appears to be provided in most coun-
tries is an acknowledgement of receipt of the suspicious transaction report. In some
countries this is provided through an automatic, computer-generated response,
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which would be the most efficient method of responding. The other form of specific
feedback which is relied on in many countries is informal feedback through unofficial
contacts. Often this is based on the police officer or prosecutor who is investigating the
case following up the initial report, and serving the reporting institution with a search
warrant or some other form of compulsory court order requiring
further information to be produced. Although this gives the institution some further
feedback information, it will only be interim information which does not show the result
of the case, and the institution is left uncertain as to when it will receive the informa-
tion.

30. Depending on the degree to which the practical and legal considerations referred to
in Paragraph 28 apply in each country, other types of specific feedback are provided;
this includes regular advice on cases that are closed, information on whether a case
has been passed on for investigation and the name of the investigating police
officer or district, and advice on the result of a case when it is concluded. In most
countries, feedback is not normally provided during the pendancy of any investiga-
tion involving the report.

31. Having regard to current practice and the concerns identified above, and taking into
account the requirements imposed by any national secrecy or privacy legislation,
and subject to other limitations such as risk to the investigation and resource impli-
cations, it is recommended that whenever possible, the following -specific feedback
is provided (and that time limits could also be determined by appropriate authori-
ties so that it is assured that the feedback is timely), namely that:

(a) Receipt of the report should be acknowledged by the FIU;

(b) If the report will be subject to a fuller investigation, the institution could be
advised of the agency that will investigate the report, if the agency does not
believe this would adversely affect the investigation; and

(c) If a case is closed or completed, whether because of a concluded prosecution,
because the report was found to relate to a legitimate transaction or for other
reasons, then the institution should receive information on that decision or
result.

Conclusion

32. In relation to both specific and general feedback, it is necessary that an efficient
system exists for determining whether the report led or contributed to a positive
result, whether by way of prosecution or confiscation, or through its intelligence
value. Whatever the administrative structure of the government agencies involved
in collecting intelligence or investigating and prosecuting criminality, it is essential
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33.

that whichever agency is responsible for providing feedback receives the informa-
tion and results upon which that feedback is based. If the FIU which receives the
report is the body responsible, this will usually require the investigating officers or
the prosecutor to provide the FIU with feedback on the results in a timely and
efficient way. One method of efficiently achieving this could be through the use of
a standard reporting form, combined with a set distribution list. Failure to provide
such information will make the feedback received by reporting institutions far less

accurate or valuable.

It is clear that there is considerable diversity in the volume, types and methods of
general and specific feedback currently being provided. The types and methods of
feedback are undoubtedly improving, and many countries are working closely with
their financial sectors to try to increase the amount of feedback and reduce any lim-
itations, but it is clear that the provision of feedback is still at an early stage of devel-
opment in most countries. Further co-operative exchange of information and ideas
is thus necessary for the partnership between FIUs, law enforcement and the finan-
cial sector to work more effectively, and for countries to provide not only an
increased level of feedback, but also where feasible, greater uniformity.
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This also captures private banking.

This includes, inter alia, consumer credit, mortgage credit, factoring, with or without recourse and
finance of commercial transactions (including forfeiting).

This does not extend to financial leasing arrangements in relation to consumer products.

This applies to financial activity in both the formal or informal sector, e.g. alternative remittance
activity. See the Interpretative Note to FATF Special Recommendation VI. It does not apply to any
natural or legal person that provides financial institutions solely with message or other support
systems for transmitting funds. See the Interpretative Note to Special Recommendation VII.

This applies both to insurance undertakings and to insurance intermediaries (agents and brokers).
References to financial institutions in the FATF recommendations also relate to the designated pro-
fessions and businesses.

Recommendation 12 extends the customer due diligence procedures for financial institutions that
are contained in FATF Recommendations 5 and 6 to the professions and designated businesses.
Recommendation 12 extends the record-keeping procedures for financial institutions that are con-
tained in FATF Recommendation 10 to the professions and designated businesses.

In some jurisdictions the obligation is to report unusual transactions, and these guidelines should
be read so as to include unusual transactions within any references to suspicious transactions, where
appropriate.

Sanitised cases are cases which have had all specific identifying features removed.
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