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Appendix A
The Basle Statement of Principles, the FATF Recommendations
and the CFATF Aruba Recommendations

Basle Statement of Principles

Preamble
1. Banks and other financial institutions may

be unwittingly used as intermediaries for the
transfer or deposit of funds derived from
criminal activity. Criminals and their assoc-
iates use the financial system to make pay-
ments and transfers of funds from one
account to another; to hide the source and
beneficial ownership of money; and to
provide storage for bank-notes through a
safe-deposit facility. These activities are
commonly referred to as money laundering.

. Efforts undertaken hitherto with the objec-
tive of preventing the banking system from
being used in this way have largely been
undertaken by judicial and regulatory agen-
cies at national level. However, the increas-
ing international dimension of organised
criminal activity, notably in relation to the
narcotics trade, has prompted collaborative
initiatives at the international level. One of
the earliest such initiatives was undertaken
by the Committee of Ministers of the Coun-
cil of Europe in June 1980. In its report the
Committee of Ministers concluded that
‘... the banking system can play a highly
effective preventive role while the co-
operation of the banks also assists in the
repression of such criminal acts by the judi-
cial authorities and the police’. In recent
years the issue of how to prevent criminals
laundering the proceeds of crime through
the financial system has attracted increasing
attention from legislative authorities, law
enforcement agencies and banking super-
visors in a number of countries.

3. The various national banking supervisory

authorities represented on the Basle
Committee on Banking Regulations and
Supervisory Practices do not have the same
roles and responsibilities in relation to the
suppression of money laundering. In some
countries supervisors have a specific respon-
sibility in this field; in others they may have
no direct responsibility. This reflects the
role of banking supervision, the primary
function of which is to maintain the overall
financial stability and soundness of banks
rather than to ensure that individual transac-
tions conducted by bank customers are
legitimate. Nevertheless, despite the limits
in some countries on their specific res-
ponsibility, all members of the Committee
firmly believe that supervisors cannot be
indifferent to the use made of banks by
criminals.

. Public confidence in banks, and hence their

stability, can be undermined by adverse pub-
licity as a result of inadvertent association
by banks with criminals. In addition, banks
may lay themselves open to direct losses from
fraud, either through negligence in screening
undesirable customers, or where the integrity
of their own officers has been undermined
through association with criminals. For
these reasons the members of the Basle
Committee consider that banking supervisors
have a general role to encourage ethical
standards of professional conduct among
banks and other financial institutions.

. The Committee believes that one way to

promote this objective, consistent with dif-
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ferences in national supervisory practice, is
to obtain international agreement to a
Statement of Principles to which financial
institutions should be expected to adhere.
The attached Statement is a general state-
ment of ethical principles which encourages
banks’ management to put in place effective
procedures to ensure that all persons con-
ducting business with their institutions are
propetly identified; that transactions that do
not appear legitimate are discouraged; and
that co-operation with law enforcement
agencies is achieved. The Statement is not a
legal document and its implementation will
depend on national practice and law. In
particular, it should be noted that in some
countries banks may be subject to additional
more stringent legal regulations in this field
and the Statement is not intended to replace
or diminish those requirements. Whatever
the legal position in different countries, the
Committee considers that the first and most
important safeguard against money launder-
ing is the integrity of institutions becoming
associated with criminals or being used as a
channel for money laundering. The State-
ment is intended to reinforce those stan-
dards of conduct.

. The supervisory authorities represented on

the Committee support the principles set
out in the Statement. To the extent that
these matters fall within the competence of
supervisory authorities in different member
countries, the authorities will recommend
and encourage all banks to adopt policies
and practices consistent with the State-
ment. With a view to its acceptance world-
wide, the Committee would also commend
the Statement to supervisory authorities in
other countries.

Basle, December 1988

Statement of Principles

Purpose

Banks and other financial institutions may
unwittingly be used as intermediaries for
the transfer or deposit of money derived
from criminal activity. The intention
behind such transactions is often to hide
the beneficial ownership of funds. The use
of the financial system in this way is of
direct concern to police and other law
enforcement agencies. It is also a matter of
concern to banking supervisors and banks’
managements, since public confidence in
banks may be undermined through their
association with criminals.

This Statement of Principles is intended to
outline some basic policies and procedures
that banks’ managements should ensure are
in place within their institutions with a
view to assisting in the suppression of
money laundering through the banking
system, national and international. The
Statement thus sets out to reinforce
existing best practices among banks, and,
specifically, to encourage vigilance against
criminal use of the payments system,
implementation by banks of effective
preventive safeguards, and co-operation
with law enforcement agencies.

Customer identification

With a view to ensuring that the financial
system is not used as a channel for criminal
funds, banks should make reasonable
efforts to determine the true identity of all
customers requesting the institution’s ser-
vices. Particular care should be taken to
identify the ownership of all accounts and
those using safe-custody facilities. All
banks should institute effective procedures
for obtaining identification from new cus-
tomers. It should be an explicit policy that
significant business transactions will not
be conducted with customers who fail to
provide evidence of their identity.
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Compliance with laws

Banks’ management should ensure that
business is conducted in conformity with
high ethical standards and that laws and
regulations pertaining to financial transac-
tions are adhered to. As regards transac-
tions executed on behalf of customers, it is
accepted that banks may have no means of
knowing whether the transaction stems
from or forms part of criminal activity.
Similarly, in an international context it
may be difficult to ensure that cross-border
transactions on behalf of customers are in
compliance with the regulations of
another country. Nevertheless, banks
should not set out to offer services or pro-
vide active assistance in transactions
which they have good reason to suppose
are associated with money laundering
activities.

Co-operation with law enforcement
authorities

Banks should co-operate fully with national
law enforcement authorities to the extent
permitted by specific local regulations
relating to customer confidentiality. Care
should be taken to avoid providing support
or assistance to customers seeking to
deceive law enforcement agencies through
the provision of altered, incomplete or
misleading information. Where banks
become aware of facts which lead to the
reasonable presumption that money held
on deposit derives from criminal activity or
that transactions entered into are them-
selves criminal in purpose, appropriate
measures, consistent with the law, should
be taken, for example, to deny assistance,
sever relations with the customer and close
or freeze accounts.

Adherence to the Statement

All banks should formally adopt policies
consistent with the principles set out in
this Statement and should ensure that all
members of their staff concerned, wher-
ever located, are informed of the bank’s
policy in this regard. Attention should be
given to staff training in matters covered
by the Statement. To promote adherence
to these principles, banks should imple-
ment specific procedures for customer
identification and for retaining internal
records of transactions. Arrangements for
internal audit may need to be extended in
order to establish an effective means of
testing for general compliance with the
Statement.

The FATF Recommendations*

General Framework of the
Recommendations

Each country should take immediate steps
to ratify and to implement fully, the 1988
United Nations Convention against illicit
Traffic in Narcotic Drugs and Psychotropic
Substances (the Vienna Convention).

Financial institution secrecy laws should
be conceived so as not to inhibit imple-
mentation of these Recommendations.

An effective money laundering enforce-
ment program should include increased
multilateral co-operation and mutual legal
assistance in money laundering investiga-
tions and prosecutions and extradition in
money laundering cases where possible.

*The Recommendations were originally drawn up in 1990. The 1996 40 Recommendations were revised to take into account the experience
gained over the last six years and to reflect the changes which have occurred in the money laundering problem. During the period 1990-1995,
the FATF also elaborated various Interpretative Notes, which are designed to clarify the application of specific Recommendations. Some of
these Interpretative Notes have been updated in the Stocktaking Review to reflect changes in the Recommendations.
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Role of-National Legal Systems in
Combating Money Laundering

Scope of the Criminal Offence of Money
Laundering

Each country should take such measures as
may be necessary, including legislative
ones, to enable it to criminalise money
laundering as set forth in the Vienna Con-
vention. Each country should extend the
offence of drug money laundering to one
based on serious offences. Each country
would determine which serious crimes
would be designated as money laundering
predicate offences.

Note to 4:

Countries should consider introducing an offence of
money laundering based on all serious offences and/

or all offences that generate a significant amount of
proceeds.

As provided in the Vienna Convention,
the offence of money laundering should
apply at least to knowing money launder-
ing activity, including the concept that
knowledge may be inferred from objective
factual circumstances.

Where possible, corporations themselves —
not only their employees — should be sub-
ject to criminal liability.

Provisional Measures and Confiscation
Countries should adopt measures similar to
those set forth in the Vienna Convention,
as may be necessary, including legislative
ones, to enable their competent authori-
ties to confiscate property laundered, pro-
ceeds from, instrumentalities used in or
intended for use in the commission of any
money laundering offence, or property of
corresponding value without prejudicing
the rights of bona fide third parties.

Such measures should include the authority
to: (1) identify, trace and evaluate property
which is subject to confiscation; (2) carry

out provisional measures, such as freezing
and seizing, to prevent any dealing, transfer
or disposal of such property; and (3) take
any appropriate investigative measures.

In addition to confiscation and criminal
sanctions, countries also should consider
monetary and civil penalties, and/or pro-
ceedings including civil proceedings, to
void contracts entered into by parties,
where parties knew or should have known
that as a result of the contract, the State
would be prejudiced in its ability to
recover financial claims, e.g., through
confiscation or collection of fines and
penalties.

Role of the Financial System in
Combating Money Laundering
Recommendations 10 to 29 should apply
not only to banks, but also to non-bank
financial institutions. Even for those non-
bank financial institutions which are not
subject to a formal prudential supervisory
regime in all countries, for example
Bureaux de Change, governments should
ensure that these institutions are subject to
the same anti-money laundering laws or
regulations as all other financial institu-
tions and that these laws or regulations are
implemented effectively.

Note to 8:

The FATF Recommendations should be applied in
particular to life insurance and other investment
products offered by insurance companies, whereas
Recommendation 29 applies to the whole of the
insurance sector.

The appropriate national authorities
should consider applying Recommenda-
tions 10 to 21 and 23 to the conduct of
financial activities as a commercial under-
taking by businesses or professions, which
are not financial institutions, where such
conduct is allowed or not prohibited.
Financial activities include, but are not
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limited to, those listed in the attached
annex. It is left to each country to decide
whether special situations should be
defined where the application of anti-
money laundering measures is not neces-
sary, for example, when a financial activity
is carried out on an occasional or limited
basis.

Note to 8 and 9 (Bureaux de Change):

Introduction

Bureaux de Change are an important link in the
money laundering chain since it is difficult to trace
the origin of the money once it has been exchanged.
Typologies exercises conducted by the FATF have
indicated increasing use of Bureaux de Change in
laundering operations. Hence it is important that
there should be effective counter-measures in this
area. This Interpretative Note clarifies the applica-
tion of FATF Recommendations concerning the
financial sector in relation to Bureaux de Change
and, where appropriate, sets out options for their
implementation.

Definition of Bureaux de Change

For the purpose of this Note, Bureaux de Change are
defined as institutions which carry out retail foreign
exchange operations (in cash, by cheque or credit
card). Money changing operations, which are con-
ducted only as ancillary to the main activity of a
business, have already been covered in Recommen-
dation 9. Such operations are therefore excluded
from the scope of this Note.

Necessary Counter-Measures Applicable to
Bureaux de Change

To counter the use of Bureaux de Change for money
laundering purposes, the relevant authorities should
take measures to know the existence of all natural
and legal persons who, in a professional capacity,
perform foreign exchange transactions.

As a minimum requirement, FATF members should
have an effective system whereby the Bureaux de
Change are known or declared to the relevant
authorities (whether regulatory or law enforce-
ment). One method by which this could be achieved
would be a requirement on Bureaux de Change to
submit to a designated authority, a simple declara-
tion containing adequate information on the institu-
tion itself and its management. The authority could
either issue a receipt or give a tacit authorisation:
failure to voice an objection being considered as
approval.

FATF members could also consider the introduction
of a formal authorisation procedure. Those wishing
to establish Bureaux de Change would have to sub-
mit an application to a designated authority empow-
ered to grant authorisation on a case-by-case basis.
The request for authorisation would need to contain
such information as laid down by the authorities but
should at least provide details of the applicant institu-
tion and its management. Authorisation would be
granted, subject to the Bureau de Change meeting
the specified conditions relating to its management
and the shareholders, including the application of a
‘fit and proper’ test.

Another option which could be considered would be
a combination of declaration and authorisation pro-
cedures. Bureaux de Change would have to notify
their existence to a designated authority but would
not need to be authorised before they could start
business. It would be open to the authority to apply a
‘fit and proper’ test to the management of Bureaux
de Change after the bureau had commenced its
activity, and to prohibit the Bureau de Change from
continuing its business, if appropriate.

Where Bureaux are required to submit a declaration
of activity or an application for registration, the des-
ignated authority (which could be either a public
body or a self-regulatory organisation) could be
empowered to publish the list of registered Bureaux
de Change. As a minimum, it should maintain a
(computerised) file of Bureaux de Change. There
should also be powers to take action against Bureaux
de Change conducting business without having
made a declaration of activity or having been regis-
tered.

As envisaged under FATF Recommendations 8 and
9, Bureaux de Change should be subject to the same
anti-money laundering regulations as any other
financial institution. The FATF Recommendations
on financial matters should therefore be applied to
Bureaux de Change. Of particular importance are
those on identification requirements, suspicious
transactions reporting, due diligence and record
keeping.

To ensure effective implementation of anti-money
laundering requirements by Bureaux de Change,
compliance monitoring mechanisms should be
established and maintained. Where there is a regis-
tration authority for Bureaux de Change or a body,
which receives declarations of activity by Bureaux
de Change, it should carry out this function. But the
monitoring could also be done by other designated
authorities (whether directly or through the agency
of third parties such as private audit firms). Appro-
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priate steps would need to be taken against Bureaux
de Change, which failed to comply with the anti-
laundering requirements.

The Bureaux de Change sector tends to be an
unstructured one without (unlike banks) national
representative bodies which can act as a channel of
communication with the authorities. Hence it is
important that FATF members should establish
effective means to ensure that Bureaux de Change
are aware of their anti-money laundering responsi-
bilities and to relay information, such as guidelines
on suspicious transactions, to the profession. In this
respect it would be useful to encourage the develop-
ment of professional associations.

Customer ldentification and Record-
Keeping Rules

Financial institutions should not keep anon-
ymous accounts or accounts in obviously
fictitious names: they should be required
(by law, by regulations, by agreements
between supervisory authorities and finan-
cial institutions or by self-regulatory agree-
ments among financial institutions) to
identify, on the basis of an official or other
reliable identifying document, and record
the identity of their clients, either occa-
sional or usual, when establishing business
relations or conducting transactions (in
particular opening of accounts or pass-
books, entering into fiduciary transactions,
renting of safe deposit boxes, performing
large cash transactions).

In order to fulfil identification require-
ments concerning legal entities, financial
institutions should, when necessary, take
measures:

(i) to verify the legal existence and struc-
ture of the customer by obtaining
either from a public register or from the
customer or both, proof of incorpora-
tion, including information concern-
ing the customer’s name, legal form,
address, directors and provisions reg-
ulating the power to bind the entity;

(ii) to verify that any person purporting

to act on behalf of the customer is so
authorised and identify that person.

11. Financial institutions should take reason-

able measures to obtain information about
the true identity of the persons on whose
behalf an account is opened or a transac-
tion conducted if there are any doubts as to
whether these clients or customers are act-
ing on their own behalf, for example, in
the case of domiciliary companies (i.e.
institutions, corporations, foundations,
trusts, etc. that do not conduct any com-
mercial or manufacturing business or any
other form of commercial operation in the
country where their registered office is
located).

Notesto 11, 15-17:

Whenever it is necessary in order to know the true
identity of the customer and to ensure that legal
entities cannot be used by natural persons as a
method of operating in reality anonymous accounts,
financial institutions should, if the information is
not otherwise available through public registers or
other reliable sources, request information — and
update that information — from the customer con-
cerning principal owners and beneficiaries. If the
customer does not have such information, the finan-
cial institution should request information from the
customer on whoever has actual control.

If adequate information is not obtainable, financial
institutions should give special attention to business
relations and transactions with the customer.

If, based on information supplied from the customer
or from other sources, the financial institution has
reason to believe that the customer’s account is
being utilised in money laundering transactions, the
financial institution must comply with the relevant
legislation, regulations, directives or agreements
concerning reporting of suspicious transactions or
termination of business with such customers.

Noteto 11:

A bank or other financial institution should know
the identity of its own customers, even if these are
represented by lawyers, in order to detect and pre-
vent suspicious transactions as well as to enable it to
comply swiftly to information or seizure requests by
the competent authorities. Accordingly Recom-
mendation 11 also applies to the situation where an
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12.

13.

14.

attorney is acting as an intermediary for financial
services.

Financial institutions should maintain, for
at least five years, all necessary records on
transactions, both domestic or inter-
national, to enable them to comply swiftly
with information requests from the compe-
tent authorities. Such records must be suf-
ficient to permit reconstruction of individ-
ual transactions (including the amounts
and types of currency involved if any) so as
to provide, if necessary, evidence for prose-
cution of criminal behaviour.

Note to 12:

Financial institutions should keep records on cus-
tomer identification (e.g. copies or records of official
identification documents like passports, identity
cards, driving licences or similar documents),
account files and business correspondence for at
least five years after the account is closed.

These documents should be available to domestic
competent authorities in the context of relevant
criminal prosecutions and investigations.

Countries should pay special attention to
money laundering threats inherent in new
or developing technologies that might
favour anonymity, and take measures, if
needed, to prevent their use in money
laundering schemes.

Increased Diligence of Financial
Institutions

Financial institutions should pay special
attention to all complex, unusual large
transactions, and all unusual patterns of
transactions, which have no apparent
economic or visible lawful purpose. The
background and purpose of such transac-
tions should, as far as possible, be exam-
ined, the findings established in writing,
and be available to help supervisors, audi-
tors and law enforcement agencies.

15.

16.

17.

Note to 14:

(a) In the interpretation of this requirement, spe-
cial attention is required not only to transac-
tions between financial institutions and their
clients, but also to transactions andfor ship-
ments especially of currency and equivalent
instruments between financial institutions
themselves or even to transactions within
financial groups. As the wording of Recommen-
dation 14 suggests that indeed ‘all’ transactions
are covered, Recommendation 14 must be read
to incorporate these inter-bank transactions.

(b) The word ‘transactions’ should be understood to
refer to the insurance product itself, the pre-
mium payment and the benefits.

If financial institutions suspect that funds
stem from a criminal activity, they should
be required to report promptly their suspi-
cions to the competent authorities.

Note to 15 (July 1999):

In Implementing Recommendation 15, suspicious
transactions should be reported by financial institu-
tions regardless of whether they are also thought to
involve tax matters. Countries should take into
account that in order to deter financial institutions
from reporting a suspicious transaction, money laun-
derers may seek to state inter alia that their transac-
tions relate to tax matters.

Financial institutions, their directors,
officers and employees, should be pro-
tected by legal provisions from criminal or
civil liability for breach of any restriction
on disclosure of information imposed by
contract or by any legislative, regulatory or
administrative provision, if they report
their suspicions in good faith to the com-
petent authorities, even if they did not
know precisely what the underlying crimi-
nal activity was, and regardless of whether
illegal activity actually occurred.

Financial institutions, their directors, offi-
cers and employees, should not, or, where
appropriate, should not be allowed to,
warn their customers when information
relating to them is being reported to the
competent authorities.
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18.

19.

20.

21.

Financial institutions reporting their suspi-
cions should comply with instructions
from the competent authorities.

Financial institutions should develop pro-

grams against money laundering. These

programs should include, as a minimum:

(i) the development of internal policies,
procedures and controls, including
the designation of compliance officers
at management level, and adequate
screening procedures to ensure high
standards when hiring employees;

(ii) an ongoing employee training pro-
gramme;

(iii) an audit function to test the system.

Measures to Cope with the Problem of
Countries with No or Insufficient Anti-
Money Laundering Measures

Financial institutions should ensure that
the principles mentioned above are also
applied to branches and majority owned
subsidiaries located abroad, especially in
countries, which do not or insufficiently
apply these Recommendations, to the
extent that local applicable laws and regu-
lations permit. When local applicable laws
and regulations prohibit this implementa-
tion, competent authorities in the country
of the mother institution should be
informed by the financial institutions that
they cannot apply these Recommenda-
tions.

Financial institutions should give special
attention to business relations and transac-
tions with persons, including companies
and financial institutions, from countries
which do not or insufficiently apply these
Recommendations. Whenever these transac-
tions have no apparent economic or visible
lawful purpose, their background and pur-
pose should, as far as possible, be exam-
ined, the findings established in writing,

22.

23.

24.

and be available to help supervisors, audi-
tors and law enforcement agencies.

Other Measures to Avoid Money
Laundering

Countries should consider implementing
feasible measures to detect or monitor the
physical cross-border transportation of
cash and bearer negotiable instruments,
subject to strict safeguards to ensure proper
use of information and without impeding
in any way the freedom of capital move-
ments.

Note to 22:

(a) To facilitate detection and monitoring of cash
transactions, without impeding in any way the
freedom of capital movements, members could
consider the feasibility of subjecting all cross-
border transfers, above a given threshold, to
verification, administrative monitoring, decla-
ration or record keeping requirements.

(b

=

If a country discovers an unusual international
shipment of currency, monetary instruments,
precious metals, or gems, etc., it should consider
notifying, as appropriate, the Customs Service
or other competent authorities of the countries
from which the shipment originated and/or to
which it is destined, and should co-operate with
a view toward establishing the source, destina-
tion, and purpose of such shipment and toward
the taking of appropriate action.

Countries should consider the feasibility
and utility of a system where banks and
other financial institutions and inter-
mediaries would report all domestic and
international currency transactions above
a fixed amount, to a national central
agency with a computerised data base,
available to competent authorities for use
in money laundering cases, subject to strict
safeguards to ensure proper use of the infor-
mation.

Countries should further encourage in gen-
eral the development of modern and secure
techniques of money management, includ-
ing increased use of checks, payment cards,
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25.

26.

21.

direct deposit of salary checks, and book
entry recording of securities, as a means to
encourage the replacement of cash transfers.

Countries should take notice of the poten-
tial for abuse of shell corporations by
money launderers and should consider
whether additional measures are required
to prevent lawful use of such entities.

Implementation, and Role of Regulatory
and Other Administrative Authorities

The competent authorities supervising
banks or other financial institutions or
intermediaries, or other competent author-
ities, should ensure that the supervised
institutions have adequate programs to
guard against money laundering. These
authorities should co-operate and lend
expertise spontaneously or on request with
other domestic judicial or law enforcement
authorities in money laundering investiga-
tions and prosecutions.

Note to 26:

In respect of this requirement, it should be noted
that it would be useful to actively detect money
laundering if the competent authorities make rele-
vant statistical information available to the inves-
tigative authorities, especially if this information
contains specific indicators of money laundering
activity. For instance, if the competent authorities’
statistics show an imbalance between the develop-
ment of the financial services industry in a certain
geographical area within a country and the develop-
ment of the local economy, this imbalance might be
indicative of money laundering activity in the
region. Another example would be manifest
changes in domestic currency flows without an
apparent legitimate economic cause. However,
prudent analysis of these statistical data is war-
ranted, especially as there is not necessarily a direct
relationship between financial flows and economic
activity (e.g. the financial flows in an international
financial centre with a high proportion of invest-
ment management services provided for foreign cus-
tomers or a large inter-bank market not linked with
local economic activity).

Competent authorities should be desig-

28.

29.

30.

nated to ensure an effective implementa-
tion of all these Recommendations,
through administrative supervision and
regulation, in other professions dealing
with cash as defined by each country.

The competent authorities should estab-
lish guidelines which will assist financial
institutions in detecting suspicious pat-
terns of behaviour by their customers. It is
understood that such guidelines must
develop over time, and will never be
exhaustive. It is further understood that
such guidelines will primarily serve as an
educational tool for financial institutions’
personnel.

The competent authorities regulating or
supervising financial institutions should
take the necessary legal or regulatory mea-
sures to guard against control or acquisi-
tion of a significant participation in finan-
cial institutions by criminals or their con-
federates.

Note to 29:

Recommendation 29 should not be read as to
require the introduction of a system of regular
review of licensing of controlling interests in finan-
cial institutions merely for anti-money laundering
purposes, but as to stress the desirability of suitability
review for controlling shareholders in financial
institutions (banks and non-banks in particular)
from a FATF point of view. Hence, where share-
holder suitability (or ‘fit and proper’) tests exist, the
attention of supervisors should be drawn to their rel-
evance for anti-money laundering purposes.

Strengthening of international
co-operation

Administrative Co-operation

Exchange of General Information

National administrations should consider
recording, at least in the aggregate, inter-
national flows of cash in whatever cur-
rency, so that estimates can be made of
cash flows and re-flows from various
sources abroad, when this is combined
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31.

32.

33.

with Central Bank information. Such
information should be made available to
the International Monetary Fund and the
Bank for International Settlements to
facilitate international studies.

International competent authorities, per-
haps Interpol and the World Customs
Organisation, should be given responsibil-
ity for gathering and disseminating infor-
mation to competent authorities about the
latest developments in money laundering
and money laundering techniques. Central
Banks and bank regulators could do the
same on their network. National authori-
ties in various spheres, in consultation
with trade associations, could then dissem-
inate this to financial institutions in indi-
vidual countries.

Exchange of Information relating to
Suspicious Transactions

Each country should make efforts to
improve a spontaneous or ‘upon request’
international information exchange relat-
ing to suspicious transactions, persons and
corporations involved in those transac-
tions between competent authorities.
Strict safeguards should be established to
ensure that this exchange of information is
consistent with national and international
provisions on privacy and data protection.

Other Forms of Co-operation

Basis and Means for Co-operation in
Confiscation, Mutual Assistance and
Extradition

Countries should try to ensure, on a bilat-
eral or multilateral basis, that different
knowledge standards in national defini-
tions — i.e. different standards concerning
the intentional element of the infraction —
do not affect the ability or willingness of
countries to provide each other with
mutual legal assistance.

34.

35.

36.

Note to 33:

Subject to principles of domestic law, countries
should endeavour to ensure that differences in the
national definitions of the money laundering
offences — e.g. different standards concerning the
intentional element of the infraction, differences in
the predicate offences, differences with regard to
charging the perpetrator of the underlying offence
with money laundering — do not affect the ability or
willingness of countries to provide each other with
mutual legal assistance.

International co-operation should be sup-
ported by a network of bilateral and multi-
lateral agreements and arrangements based
on generally shared legal concepts with the
aim of providing practical measures to
affect the widest possible range of mutual
assistance.

Countries should be encouraged to ratify
and implement relevant international
conventions on money laundering such as
the 1990 Council of Europe Convention
on Laundering, Search, Seizure and Con-
fiscation of the Proceeds from Crime.

Focus of Improved Mutual Assistance on
Money Laundering Issues

Co-operative investigations among coun-
tries’ appropriate competent authorities
should be encouraged. One valid and
effective investigative technique in this
respect is controlled delivery related to
assets known or suspected to be the pro-
ceeds of crime. Countries are encouraged
to support this technique, where possible.

Note to 36:

The controlled delivery of funds known or suspected
to be the proceeds of crime is a valid and effective
law enforcement technique for obtaining informa-
tion and evidence in particular on international
money laundering operations. It can be of great
value in pursuing particular criminal investigations
and can also help in obtaining more general intel-
ligence on money laundering activities. The use of
these techniques should be strongly encouraged.
The appropriate steps should therefore be taken so
that no obstacles exist in legal systems preventing
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37.

38.

39.

the use of controlled delivery techniques, subject to
any legal requisites, including judicial authorisation
for the conduct of such operations. The FATF
welcomes and supports the undertakings by the
World Customs Organisation and Interpol to
encourage their members to take all appropriate
steps to further the use of these techniques.

There should be procedures for mutual
assistance in criminal matters regarding
the use of compulsory measures including
the production of records by financial
institutions and other persons, the search
of persons and premises, seizure and
obtaining of evidence for use in money
laundering investigations and prosecutions
and in related actions in foreign jurisdic-
tions.

There should be authority to take expedi-
tious action in response to requests by for-
eign countries to identify, freeze, seize and
confiscate proceeds or other property of
corresponding value to such proceeds,
based on money laundering or the crimes
underlying the laundering activity. There
should also be arrangements for co-ordi-
nating seizure and confiscation proceed-
ings which may include the sharing of con-
fiscated assets.

Note to 38:

(a) Each country shall consider, when possible,
establishing an asset forfeiture fund in its respec-
tive country into which all or a portion of con-
fiscated property will be deposited for law
enforcement, health, education, or other appro-
priate purposes.

(b) Each country should consider, when possible,
taking such measures as may be necessary to
enable it to share among or between other
countries confiscated property, in particular,
when confiscation is directly or indirectly a
result of co-ordinated law enforcement actions.

To avoid conflicts of jurisdiction, consider-
ation should be given to devising and
applying mechanisms for determining the
best venue for prosecution of defendants in

40.

the interests of justice in cases that are
subject to prosecution in more than one
country. Similarly, there should be arrange-
ments for co-ordinating seizure and con-
fiscation proceedings which may include
the sharing of confiscated assets.

Countries should have procedures in place
to extradite, where possible, individuals
charged with a money laundering offence
or related offences. With respect to its
national legal system, each country should
recognise money laundering as an extra-
ditable offence. Subject to their legal
frameworks, countries may consider sim-
plifying extradition by allowing direct
transmission of extradition requests
between appropriate ministries, extradit-
ing persons based only on warrants of
arrests or judgements, extraditing their
nationals, and/or introducing a simplified
extradition of consenting persons who
waive formal extradition proceedings.

Miscellaneous Note: Deferred Arrest and Seizure
Countries should consider taking measures, includ-
ing legislative ones, at the national level, to allow
their competent authorities investigating money
laundering cases to postpone or waive the arrest of
suspected persons and/or the seizure of the money for
the purpose of identifying persons involved in such
activities or for evidence gathering. Without such
measures the use of procedures such as controlled
deliveries and undercover operations are precluded.

Annex to Recommendation 9:

List of Financial Activities Undertaken by
Business or Professions which are not Financial
Institutions
1. Acceptance of deposits and other repayable
funds from the public.
2. Lending. Including inter alia:
— consumer credit
— mortgage credit
— factoring, with or without recourse
—finance of commercial transactions (includ-
ing forfeiting).

3. Financial leasing.
4. Money transmission services.
5. Issuing and managing means of payment (e.g.
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credit and debit cards, cheques, travellers’
cheques and bankers' drafts ... .).

6. Financial guarantees and commitments.

7. Trading for account of customers (spot, forward,
swaps, futures, options . ..) in:
(a) money market instruments (cheques, bills,

CDs, etc.);
(b) foreign exchange;
(c) exchange, interest rate and index instru-
ments;

(d) rtransferable securities;
(e) commodity futures trading.

8. Participation in securities issues and the provi-
sion of financial services related to such issues.

9. Individual and collective portfolio manage-
ment.

10. Safekeeping and administration of cash or
liquid securities on behalf of clients.

11. Life insurance and other investment related

_ insurance.
12. Money changing.

The CFATF Aruba
Recommendations
Anti-Money Laundering Authority

1.

Adequate resources need to be dedicated
to fighting money laundering and other
drug-related financial crimes. In countries
where experience in combating money
laundering and other drug-related finan-
cial crimes is limited, there need to be
competent authorities which specialise in
money laundering investigations and prose-
cutions and related forfeiture actions,
advise financial institutions and regulatory
authorities on anti-money laundering
measures, and receive and evaluate suspi-
cious transaction information from finan-
cial institutions and regulators and cur-
rency reports, if required, to be filed by
individuals or institutions.

Crime of Money Laundering

2.

Consistent with Recommendation 5 of the
Financial Action Task Force and recognis-
ing that the objectives of combating
money laundering are shared by the mem-
bers of this Conference, each country in
determining for itself what crimes ought to
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constitute predicate offences, should be
fully aware of the practical evidentiary
complications which may arise if money
laundering is made an offence only with
respect to certain very specific predicate
offences.

In accordance with the Vienna Conven-
tion, each country should, subject to its
constitutional principles and the basic
concepts of its legal system, criminalise
conspiracy or association to engage in, and
aiding and abetting drug trafficking,
money laundering and other serious drug-
related offences and subject such activities
to stringent criminal sanctions.

When criminalising money laundering,
the national legislature should consider:

(a) whether money laundering should only
qualify as an offence in cases where the
offender actually knew that s/he was
dealing with funds derived from crime
or whether it should also qualify as an
offence in cases where the offender
ought to have known that this was the
case;

(b) whether it should be relevant that the
predicate offence may have been com-
mitted outside the territorial jurisdic-
tion of the country where the launder-
ing occurred,;

(c) whether it is sufficient to criminalise
the laundering of illegally obtained
funds, or whether other property which
may serve as a means of payment
should also be covered.

Where it is not otherwise a crime, coun-
tries should consider enacting statutes
which criminalise the knowing payment,
receipt or transfer, or attempted payment,
receipt or transfer of property known to
represent the proceeds of drug trafficking



or money laundering, where the recipient
of the property is a public official, political
candidate, or political party. In countries
where it is already a crime, countries should
consider the imposition of enhanced pun-
ishment or other sanctions, such as forfei-
ture of office.

Attorney-Client Privilege

6.

The fact that a person acting as a financial
adviser or nominee is an attorney should
not in itself be sufficient reason for such per-
son to invoke an attorney-client privilege.

Confiscation

7.

Confiscation measures should provide for
the authority to seize, freeze and confis-
cate, at the request of a foreign state, prop-
erty in the jurisdiction in which such prop-
erty is located regardless of whether the
owner of the property or any persons who
committed the offence making the prop-
erty subject to confiscation are present or
have ever been present in the jurisdiction.

Countries should provide for the possibil-
ity of confiscating any property which rep-
resents assets which have been directly or
indirectly derived from drug offences or
related money laundering offences (prop-
erty confiscation), and may also provide
for a system of pecuniary sanctions based
on an assessment of the value of assets
which have been directly or indirectly
derived from such offences. In the latter
case, the pecuniary sanctions concerned
might be recoverable from any asset of the
convicted person which may be available
(value confiscation).

Confiscation measures may provide that
all or part of any property confiscated be
transferred directly for use by competent
authorities, or be sold and the proceeds of
such sales deposited into a fund dedicated

10.

12.

to the use by competent authorities in
anti-narcotics and anti-money laundering
efforts.

Confiscation measures should also apply to
narcotic drugs and psychotropic sub-
stances, precursor and essential chemicals,
equipment and materials used or destined
for the illicit manufacture, preparation,
distribution and use of narcotic drugs and
psychotropic substances.

Administrative Authority
11.

In order to implement effectively the rec-
ommendations of the Financial Action
Task Force, each country should have a sys-
tem that provides for bank and other finan-
cial institutions supervision, including:

(a) licensing of all banks, including offices,
branches and agencies of foreign banks,
whether or not they take deposits or
otherwise do business in the country

(so-called offshore shell banks), and

(b) the periodic examination of institu-
tions by authorities to ensure that the
institutions have adequate anti-money
laundering programmes in place and
are following the implementation of
other recommendations of the Finan-
cial Action Task Force. Similarly, in
order to implement the recommenda-
tions of the Financial Action Task
Force, there needs to be effective regu-
lation, including licensing and exami-
nation, of institutions and businesses
such as securities brokers and dealers,
bureaux de change and casinos, which
offer services that make them vulnera-
ble to money laundering.

Countries need to ensure that there are
adequate border procedures for inspecting
merchandise and carriers, including pri-
vate aircraft, to detect illegal drug and cur-
rency shipments.
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Record-Keeping

13.

In order to ensure implementation of the
recommendations of the Financial Action
Task Force, countries should apply appro-
priate administrative, civil or criminal
sanctions to financial institutions which
fail to maintain records for the required
retention period. Financial institution
supervisory authorities must take special
care to ensure that adequate records are
being maintained.

Currency Reporting
14. Countries should consider the feasibility

and utility of a system which requires the
reporting of large amounts of currency over
a certain specified amount received by
businesses other than financial institutions
either in one transaction or in a series of
related financial transactions. These reports
would be analysed routinely by competent
authorities in the same manner as any
currency teport filed by financial institu-
tions. Large cash purchases of property and
services such as real estate and aircraft are
frequently made by drug traffickers and
money launderers and, consequently, are of
similar interest to law enforcement. Civil
and criminal sanctions would apply to
businesses and persons who fail to file or
falsely file reports or structure transactions
with the intent to evade reporting require-
ments.

Administrative Co-operation
15. In furtherance of Recommendation 30 of

the Financial Action Task Force, informa-
tion acquired about international currency
flows should be shared internationally and
disseminated, if possible through the ser-

16.

17.

vices of appropriate international or
regional organisations, or on existing net-
works. Special agreements may also be

concluded for this purpose.

Member states of the OAS should consider
signing the OAS Convention on Extradi-

tion, concluded at Caracas on February 25,
1981.

Each country should endeavour to ensure
that its laws and other measures regarding
drug trafficking and money laundering,
and bank regulation as it pertains to
money laundering, are to the greatest
extent possible as effective as the laws and
other measures of all other countries in the
region.

Training and Assistance

18.

19.

As a follow-up, there should be regular
meetings among competent judicial, law
enforcement and supervisory authorities of
the countries of the Caribbean and Cen-
tral American region in order to discuss
experiences in the fight against drug
money laundering and emerging trends
and techniques.

In order to enable countries with small
economies and limited
develop appropriate drug money launder-
ing prevention programmes, other coun-
tries should consider widening the scope of
their international technical assistance
programmes, and to pay particular atten-
tion to the need of training and otherwise
strengthening the quality and preserving
the integrity of judicial, legal and law
enforcement systems.

resources to
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Appendix B
Members of the Financial Action Task Force
and Affiliated Regional Groups

The current members of the Financial Action Task
Force (FATF) with equivalent legislation and finan-
cial sector procedures to the UK are: Argentina,
Australia, Belgium, Brazil, Canada, Denmark,
Finland, France, Germany, Gilbraltar, Greece,
Hong Kong, Iceland, Ireland, Italy, Japan,
Luxembourg, Mexico, Netherlands*, New
Zealand, Norway, Portugal, Singapore, Spain,
Sweden, Switzerland, Turkey, United Kingdom
and United States of America.

* Including Netherlands Antilles and Aruba

The current members of the Caribbean Financial
Action Task Force (CFATF) are: Anguilla,
Antigua and Barbuda, Aruba, the Bahamas,
Barbados, Belize, Bermuda, the British Virgin
Islands, the Cayman Islands, Costa Rica,
Dominica, Dominican Republic, Grenada,
Jamaica, Montserrat, the Netherlands Antilles,
Nicaragua, Panama, St. Kitts and Nevis, St.
Lucia, St. Vincent and the Grenadines, Suri-
name, Turks and Caicos Islands, Trinidad and
Tobago, and Venezuela.

The current members of the Asia/Pacific Group

(APG) are: Australia, Bangladesh, Chinese
Taipei, Fiji, Hong King, China, India, Japan,

New Zealand, the People’s Republic of China,
Republic of Korea, Republic of the Philippines,
Singapore, Sri Lanka, Thailand, United States
of America and Vanuatu.

The membership of the Committee is comprised of
the Council of Europe member states that are not
members of the FATF: Albania, Andorra,
Bulgaria, Croatia, Cyprus, Czech Republic,
Estonia, Georgia (since May 1999), Hungary,
Latvia, Liechtenstein, Lithuania, Moldova,
Malta, Poland, Romania, Russian Federation,
San Marino, Slovakia, Slovenia, ‘the Former
Yugoslav Republic of Macedonia’ and Ukraine.

The current members of the Eastern and Southern
Africa  Anti-Money  Laundering  Group
(ESAAMLG) are: Botswana, Kenya, Lesotho,
Malawi, Mauritius, Mozambique, Namibia,
Seychelles, South Africa, Swaziland, Tanzania,
Uganda, Zambia and Zimbabwe.

The current members of the Offshore Group of
Banking Supervisors (OGBS) are: Bahrain,
Cyprus, Gibraltar, Guernsey, Isle of Man, Jersey,
Malta, Mauritius and Vanuatu.
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Appendix C
Financial Action Task Force — Criteria Defining
Non Co-operative Countries or Territories

Loopholes in Financial Regulations

No or Inadequate Regulations and
Supervision of Financial Institutions
Absence or ineffective regulations and
supervision for all financial institutions in
a given country or territory, onshore or off-
shore, on an equivalent basis with respect
to international standards applicable to
money laundering.

Inadequate Rules for the Licensing and
Creation of Financial Institutions,
Including Assessing the Backgrounds of
their Managers and Beneficial Owners
Possibility for individuals or legal entities
to operate a financial institution without
authorisation or registration or with very
rudimentary requirements for authorisa-
tion or registration.

Absence of measures to guard against hold-
ing of management functions and control
or acquisition of a significant investment
in financial institutions by criminals or
their confederates.

Inadequate Customer ldentification
Requirements for Financial Institutions
Existence of anonymous accounts or
accounts in obviously fictitious names.

Lack of effective laws, regulations, agree-
ments between supervisory authorities and
financial institutions, or self-regulatory
agreements among financial institutions
on identification by the financial institu-
tion of the client and beneficial owner of
an account:

— No obligation to verify the identity of
the client

— No requirement to identify the bene-
ficial owners where there are doubts as
to whether the client is acting on his
own behalf

— No obligation to renew the identifica-
tion of the client or the beneficial owner
when doubts appear as to their identity
in the course of business relationships

— No requirement for financial institu-
tions to develop ongoing anti-money
laundering training programmes.

Lack of a legal or regulatory obligation for
financial institutions or agreements
between supervisory authorities and finan-
cial institutions or self-agreements among
financial institutions to record and keep,
for a reasonable and sufficient time (five
years), documents connected with the
identity of their clients, as well as records
on national and international transac-
tions.

Legal or practical obstacles to access by
administrative and judicial authorities to
information with respect to the identity of
the holders or beneficial owners and infor-
mation connected with the transactions
recorded.

Excessive Secrecy Provisions regarding
Financial Institutions

Secrecy provisions which can be invoked
against, but not lifted, by competent
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10.

11.

12.

13.

14.

administrative authorities in the context
of enquiries concerning money laundering.

Secrecy provisions which can be invoked
against, but not lifted, by judicial authori-
ties in criminal investigations related to
money laundering.

Lack of Efficient Suspicious Transactions
Reporting System

Absence of an efficient mandatory system
for reporting suspicious or unusual transac-
tions to a competent authority, provided
that such a system aims to detect and prose-
cute money laundering.

Lack of monitoring and criminal or admin-
istrative sanctions in respect to the obliga-
tion to report suspicious or unusual transac-
tions.

Obstacles Raised by Other Regulatory
Requirements

Inadequate Commercial Law
Requirements for Registration of Business
and Legal Entities

Inadequate means for identifying, record-
ing and making available relevant infor-
mation related to legal and business enti-
ties (name, legal form, address, identity of
directors, provisions regulating the power
to bind the entity).

Lack of Identification of the Beneficial
Owner(s) of Legal and Business Entities
Obstacles to identification by financial
institutions of the beneficial owner(s) and
directors/officers of a company or bene-
ficiaries of legal or business entities.

Regulatory or other systems which allow
financial institutions to carry out financial
business where the beneficial owner(s) of
transactions is unknown, or is represented
by an intermediary who refuses to divulge

15.

16.

17.

18.

19.

20.

21.

that information, without informing the
competent authorities.

Obstacles to international co-operation
Obstacles to International Co-operation
by Administrative Authorities

Laws or regulations prohibiting inter-
national exchange of information between
administrative anti-money laundering
authorities or not granting or subjecting
exchange of information to unduly restric-
tive conditions.
Prohibiting  relevant  administrative
authorities to conduct investigations or
enquiries on behalf of, of for account of
their foreign counterparts.

Obvious unwillingness to respond con-
structively to requests (e.g. failure to take
the appropriate measures in due course,
long delays in responding).

Restrictive practices in international co-
operation against money laundering between
supervisory authorities or between FIUs for
the analysis and investigation of suspicious
transactions, especially on the grounds
that such transactions may relate to tax
matters.

Obstacles to International Co-operation
by Judicial Authorities

Failure to criminalise laundering of the
proceeds from serious crimes.

Laws or regulations prohibiting interna-
tional exchange of information between
judicial authorities (notably specific reser-
vations to the anti-money laundering pro-
visions of international agreements) or
placing highly restrictive conditions on
the exchange of information.

Obvious unwillingness to respond con-
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22.

23.

structively to mutual legal assistance
requests (e.g. failure to take appropriate
measures in due course, long delays in
responding).

Refusal to provide judicial co-operation in
cases involving offences recognised as such
by the requested jurisdiction, especially on
the grounds that tax matters are involved.

Inadequate resources for preventing
and detecting money laundering
activities

Lack of Resources in Public and Private
Sectors

Failure to provide the administrative and
judicial authorities with the necessary

24.

25.

financial, human or technical resources to
exercise their functions or to conduct their
investigations.

Inadequate or corrupt professional staff in
either governmental, judicial or supervi-
sory authorities, or among those responsi-
ble for anti-money laundering compliance
in the financial services industry.

Absence of a Financial Intelligence Unit
or of an Equivalent Mechanism

Lack of a centralised unit (i.e., a financial
intelligence unit) or of an equivalent
mechanism for the collection, analysis and
dissemination of suspicious transactions
information to competent authorities.

FATF Secretariat, OECD
2 Rue André-Pascal
75775 Paris Cedex 16, France

Tel:  33(0)145247945
Fax: 33(0)145241608
e-mail: fatf.contact@oecd.org
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Appendix D
Money Laundering Typologies and Cases

Typologies

The techniques used by money launderers are
many and varied; they evolve to match the vol-
ume of funds to be laundered and the legisla-
tive/regulatory environment of the ‘market
place’. The sophisticated money launderer is
like water running downhill; both seek out the
line of least resistance. Thus in a cash-based
society that has lax legal and regulatory con-
trols, little effort is needed to disguise the cash
or its ownership; consequently the launderer
will fund his/her lifestyle in cash, or where
funds need to be transferred or surplus funds
deposited or invested, the launderer will deal
directly with the banks in order to abuse basic
banking facilities.

Where cash is not the norm, and legal and
regulatory controls are sound, greater effort will
be required to disguise the source of criminal
cash and other funds and also to disguise their
beneficial ownership. In consequence, the
launderer might well seek to set up corporate
structures and trusts (both onshore and off-
shore) and attempt to present an appearance of
legitimate commercial or financial enterprise as
adisguise. It is an added bonus if such structures
can be set up in a jurisdiction that itself has lax
legislation and regulation or strict confidential-
ity controls. Finally of course, it is important to
recognise that the launderers’ techniques will
evolve and change in line with the develop-
ment of banking and other financial sector
products and services.

This ‘dynamic’ view of the launderers’
techniques is confirmed by the regular typology
exercises that have been carried out over sev-
eral years by the FATF and in addition, more
recently, by other international and regional
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bodies. The reports of such exercises are avail-
able both in hard copy and over the internet;
they should be considered essential reading in
order to keep up-to-date with emerging trends.

In broad terms, typologies/techniques tend
to fall into a number of discrete groups:

1 Cash and Banking Services
Cash deposits and basic banking or money
transmission services remain the core means of
laundering criminal proceeds. The more
wealthy launderer will of course seek the ser-
vices of specialist banking facilities serving the
needs of the ‘high net worth’ individual.

The typical mechanisms for using banking
services are as follows:

(a) Deposit structuring/smurfing

This technique entails making numerous
deposits of small amounts below a reporting
threshold, usually to a large number of
accounts. The money is then frequently trans-
ferred to another account, often in another
country. This method is widely used, even in
countries which do not require cash transac-
tions above certain thresholds to be reported.
Countries to which these funds are transferred
often find the funds being promptly removed as
cash from the recipient accounts.

(b) Connected accounts

Identification requirements tend to deter crimi-
nals from opening accounts in false names.
However, this is often replaced by the use of
accounts held in the names of relatives, associ-
ates or other persons operating on behalf of the
criminal. Other methods commonly used to
hide the beneficial owner of the property
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include the use of shell companies, almost
always incorporated in another jurisdiction,
and lawyers. These techniques are often com-
bined with many layers of transactions and the
use of multiple accounts — thus making any
attempts to follow the audit trail more difficult.

(c) Collection accounts

Collection accounts are a technique which is
widely used by ethnic groups from Africa or
Asia. Immigrants from foreign countries would
pay many small amounts into one account, and
the money would then be sent abroad. Often
the foreign account would receive payments
from a number of apparently unconnected
accounts in the source country. Whilst this pay-
ment method is certainly used for legitimated
purposes by foreign immigrants and labourers
who send money to their home country, this
fact has been recognised by criminal groups
who use this method to launder their illegiti-
mate wealth.

(d) Payable through accounts

Payable through accounts are demand deposit
accounts maintained at financial institutions
by foreign banks or corporations. The foreign
bank funnels all of the deposits and cheques of
its customers (usually individuals or businesses
located outside of the country) into one
account that the foreign bank holds at the local
bank. The foreign customers have signatory
authority for the account as sub-accounts hold-
ers and can conduct normal international
banking activities. The payable through
accounts pose a challenge to know-your-cus-
tomer policies and suspicious activity reporting
guidelines. It appears that many banks offering
these types of accounts have been unable to
verify or provide any information on many of
the customers using these accounts, which
poses significant money laundering threats.

(e) Cash deposits and telegraphic transfer
Large cash deposits are often made by drug traf-

fickers or others who have smuggled criminal
funds out of the country where the crime origi-
nated. Often the cash deposit is quickly fol-
lowed by a telegraphic transfer to another juris-
diction, thus lowering the risk of seizure.

(f) Bank drafts, etc.

Bank drafts, money orders and cashier’s
cheques, usually purchased for cash, are com-
mon instruments used for laundering purposes
because they provide an instrument drawn on a
respectable bank or other credit institution and
break the money trail.

(g) Loan back arrangements

Loan back arrangements are a technique often
used in conjunction with cash smuggling. By
this technique, the launderer usually transfers
the illegal proceeds to another country, and
then deposits the proceeds as a security or
guarantee for a bank loan, which is then sent
back to the original country. This method not
only gives the laundered money the appearance
of a genuine loan, but often provides tax
advantages.

(h) Bureaux de change

Bureaux de change, exchange offices or casa de
cambio offer a range of services which are
attractive to criminals: (i) exchange services
which can be used to buy or sell foreign curren-
cies, as well as consolidating small denomina-
tion bank notes into larger ones, (ii) exchang-
ing financial instruments such as travellers’
cheques, Euro cheques, money orders and per-
sonal cheques, and (iii) telegraphic transfer
facilities. The criminal element continues to be
attracted to bureaux de change because they
are not as heavily regulated as traditional finan-
cial institutions or not regulated at all. Even
when regulated the bureaux often have inade-
quate education and internal control systems to
guard against money laundering. This weakness
is compounded by the fact that most of their
customers are occasional, which makes it more
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difficult for them to ‘know their customer’, and
thus makes them more vulnerable.

(i) Remittance services

Remittance services (sometimes referred to as
giro houses) have also proven to be widely used
for money laundering, since they are often sub-
ject to fewer regulatory requirements than
institutions such as banks which offer an equiv-
alent service. They are also popular with many
ethnic groups as they charge a lower commis-
sion rate than banks for transferring money to
another country, and have a long history of
being used to transfer money between coun-
tries. They operate in a variety of ways, but
most commonly the business receives cash
which it transfers through the banking system
to another account held by an associated com-
pany in the foreign jurisdiction, where the
money can be made available to the ultimate
recipient. Another technique commonly used
by money remitters and currency exchanges is
for the broker to make the funds available to
the criminal organisation at the destination
country in the local currency. The launderer/
broker then sells the criminal dollars to foreign
businessmen desiring to make legitimate pur-
chases of goods for export. This correspondent
type operation resembles certain aspects of
‘alternative remittance systems’.

(j) Alternative remittance systems

Alternative remittance systems (also called
underground or parallel banking) is almost
always associated with ethnic groups from
Africa, China or Asia, and commonly involves
the transfer of value between countries, but
outside the legitimate banking system. The
‘broker’, which may be set up as a financial
institution such as a remittance company, or
may be an ordinary shop selling goods, has an
arrangement with a correspondent business in
another country. The two businesses have cus-
tomers that want funds in the other country,
and after taking their commission, the two bro-

kers will match the amounts wanted by their
customers and balance their books by transfer-
ring an amount between them for the time
period, for example once a month. The details
of the customers who will receive the funds,
which are usually minimal, are faxed between
the brokers, and the customers obtain their funds
from the broker at the end of the transaction.

Often there is no physical movement of
currency and a lack of formality with regard to
verification and record-keeping. The normal
modus operandi is that money transfer takes
place by coded information being passed
through chitties, couriers, letters or fax, fol-
lowed by a telephone confirmation. Almost
any document which carries an identifiable
number can be used for the purpose.

Because there is no recognisable audit trail
the launderer’s chance of remaining undetected
or avoiding
increased.

The systems are referred to by different
names depending upon the community being
served: Hawala (an Urdu word meaning refer-
ence), Hundi (a Hindi word meaning trust),
Chiti banking (referring to the way in which
the system operates), Chop Shop banking
(China) and Poey Kuan (Thailand).

(See cases 1-9)

confiscation is significantly

2 Investment Banking and the Securities

Sector
At some stage of the laundering process, the
successful launderer may well wish to invest the
proceeds. This investment might be by way of a
stockbroker, or a portfolio management service
from an investment bank or directly with a
securities house.

All types of securities, commodities, futures
and options can be used as a means of money
laundering. The wholesale market is attractive
due to the ease and speed with which products
can be purchased, sold, converted between cur-
rencies and transferred from one jurisdiction to
another. A further attraction is the availability
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of bearer products and the large size of transac-
tion. The high net worth individual or corpor-
ate launderer may not draw as much attention
when washing large sums as they would in a
more conventional banking operation.

(See case 10)

3 Insurance and Personal Investment

Products
Life policies and other personal investment
products, and general insurance are attractive
to the launderer.

Life policies and personal investment
products can often be purchased with cash,
especially through small intermediaries. A use-
ful ploy for the launderer is to purchase with
cash followed by early cancellation or surrender
of the policy.

General insurance policies can also be an
attractive laundering technique. Putting an
expensive asset on cover paying a large pre-
mium by bank transfer, followed by early can-
cellation of cover requesting the refund remit-
tance be made to another bank in another
country.

(Seecase 11)

4  Emerging Technologies
The number of financial institutions providing
banking services on the internet is growing
considerably with an increasing range of
services becoming available (savings/deposit
accounts, full cheque accounts, electronic fund
transfers etc). The banking services are being
joined by internet-based stockbroking.
Delivery of financial services over the
internet is, in essence, a development from
banking services and stockbroking services
delivered by telephone. The challenge to the
service provider and the attraction to the laun-
derer is the absence of face-to-face contact.
There are currently few case studies of
money laundering through on-line banking but
whether this is due to a true lack of cases or the
inability to detect such activity is not clear.

5 Companies Trading and Other Business
Activities

Companies, partnerships and sole trader busi-
nesses are used as a cover for money laundering.
Cash-based businesses provide a cover for cash
deposits into a bank account and the payment
of suppliers, both domestically and internation-
ally provide a ready excuse for transfers of all
sizes.

(a) International trade

International trade in goods and services can be
used either as a cover for money laundering or
as the laundering mechanism itself. Import/
export activities and transactions are com-
monly used; a trader may pay a large sum of
money (from the proceeds of illegal activity)
for goods which are worthless and are subse-
quently thrown away or sold on cheaply. Alter-
natively, illegal proceeds can be used to buy
high value assets such as luxury cars, aeroplanes
or boats which are then exported to narcotics-
producing countries.

The launderer’s priority is to make the
transactions look normal. To achieve this the
launderer will utilise all the normal trade
finance services offered by the banks to legiti-
mate import/export businesses.

(b) Shell corporations

The shell corporation is a tool which appears to
be widely used in almost all members in both
the banking and non-banking sectors. Often
purchased ‘off the shelf’ from lawyers, accoun-
tants or secretarial companies it remains a con-
venient vehicle to launder money. It conceals
the identity of the beneficial owner of the
funds, the company records are often more dif-
ficult for law enforcement to access because
they are offshore or held by professionals who
claim secrecy, and the professionals who run
the company act on instructions remotely and
anonymously. These companies are used at the
placement stage to receive deposits of cash
which are then often sent to another country,
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or at the integration stage to purchase real
estate. They have also been the vehicle for the
actual predicate offence of bankruptcy fraud on
many occasions.

(See cases 12—-16)

6. Lawyers, Accountants and Other
Intermediaries
Lawyers and accountants can become involved
in money laundering through their role in set-
ting up corporate and trust structures and when
acting as directors or trustees. In addition, the
client account can provide the launderer with a
totally hidden route into a bank account. In
some jurisdictions legislation may forbid the
bank being provided with information relating
to the identity of the client and the source of
funds. Lawyers, accountants and other finan-
cial advisers can also be a useful source for laun-
dering money through the sale of personal
investment products (see point 3).
(See cases 17-19)

7. Non Financial Sector Services

(a) Casinos and bookmakers

Casinos and other businesses associated with
gambling, such as bookmaking, continue to be
associated with money laundering since they
provide a ready-made excuse for recently
acquired wealth with no apparent legitimate
source. The services offered by casinos will vary
depending on the jurisdiction in which they are
located. However, the industry overall appears
to recognise the threats from money laundering
and is taking steps to minimise the risks by
identifying its customers, looking for those per-
sons who do not actually gamble, etc. Internet
gambling and virtual casinos are particularly
attractive as they provide a high degree of
secrecy and anonymity to the launderer.

(b) Real estate

Property can be used as both a vehicle for laun-
dering money or as a means of investing laun-
dered funds. Real estate may also provide a way

of avoiding confiscation; for instance, if a laun-
derer rents a property from a company regis-
tered offshore which, in turn, is owned by the
launderer, it may not be possible to link the
launderer with the company and the property
would not be confiscated.

(c) Trafficking in new/used vehicles

Vehicles may be either the source of the laun-
dered money or the means by which other ille-
gal income is laundered. Tobacco, alcohol, tex-
tiles and precious metals are also similarly used.

(d) Gold and precious metals

Illegally obtained funds can be used to purchase
gold which is then exported to another jurisdic-
tion and sold, thus legitimising the funds as the
proceeds of the sale. The use of gold is attrac-
tive for many reasons; it is the only raw material
comparable to money, it is a universally
accepted medium of exchange which is traded
on world markets and the launderer can remain
anonymous. Gold is also a commodity fre-
quently used in underground banking.

(See cases 19-20)

Cases

The following cases have been drawn from the
Typologies Reports published by the FATF dur-
ing the period 1997-2000.

1  Money Transfers

Facts

In July 1997, the police arrested the leader of an
Iranian drug trafficking group, suspect A, for
possessing stimulants and other kinds of drugs.
The subsequent investigation revealed that the
suspect had remitted part of his illegal proceeds
abroad.

A total of US$450,000 was remitted via
three banks to an account on behalf of suspect
A’s older brother B at the head office of an
international bank in Dubai. Transfers were
made on five occasions during the two months
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between April and June 1998 in amounts rang-
ing from US$50,000 to US$150,000.

Another individual, suspect C, actually
remitted the funds and later returned to Iran.
On each occasion C took the funds in cash to
the bank, exchanged them for dollars, and then
had the funds transferred. Each of the transac-
tions took about one hour to conduct, and the
stated purpose for the remittances was to cover
‘living expenses’.

Results

Suspect A was initially charged with violating
provisions of the anti-narcotics trafficking law.
The money transfers revealed during the inves-
tigation led to additional charges under the
anti-money laundering law. This was the first
time that anti-money laundering provisions
had been applied to the overseas transfers of
criminal proceeds.

Lessons

This case represents a classic example of a sim-
ple money laundering scheme and is also a good
example of a case derived not just from suspi-
cious transaction reporting but also as a follow-
up to traditional investigative activity.

2 Launderers Recruit Individuals for the
Use of their Bank Account
Facts
The FIU received suspicious transaction reports
from three financial institutions concerning
international fund transfers. Through police
investigation, it was discovered that several
individuals were acting as the money collectors
for a cocaine trafficking organisation. These
individuals were to identify and ‘recruit’ profes-
sionals already established in various trades and
services who might be amenable to earning
some extra money by allowing their bank
accounts to be used in a laundering scheme.
The professionals would place cash in their
accounts and then transfer the sum to accounts
indicated by the money collectors.

The professionals who became involved in
this activity were active in several types of busi-
ness, including travel agencies, and import/
export in commodities and computers. In
return for their services, they received a com-
mission on the funds transferred through their
accounts. The transfers out of the accounts
were justified by fictitious invoicing that corres-
ponded to their particular business.

Results

This investigation uncovered an organisation
that was laundering the proceeds of cocaine
trafficking that is believed to have laundered
US$30 million. Several members of the group
were identified and are currently on trial in two
countries.

Lessons

This scheme illustrates how additional safety
measures will be put into place to further
remove the money from the narcotics traffick-
ing operation. Cash is collected from the drug
dealer; the collector passes the funds to the
launderer; the launderer then passes them to
the recruited business professional who trans-
fers the funds abroad for further processing.

3 Use of Bank Safety Deposit Boxes

Facts

A law enforcement investigation centred on
the suspicious behaviour of a bank customer
who appeared to be exchanging old, outdated
banknotes for a new series of banknotes. The
suspect appeared to be storing the old bank-
notes in one of the bank’s safety deposit boxes.

The suspect received social security pay-
ments and had no other identifiable legitimate
income.

Further enquiries revealed that the suspect
had an extensive criminal history and had
recently purchased a motor vehicle with a large
amount of cash and owned a number of high
value real estate properties.
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Results

The investigation established that the suspect
was involved in drug cultivation in the houses
that he had purchased using the proceeds of his
drug trafficking activities. The suspect was
using the bank’s safety deposit facilities to store
cash obtained from the saie of the illegal drugs
and also to store jewellery purchased with the
same proceeds.

Lessons

This example was included to illustrate that a
complicated money laundering scheme is not
always necessary to insert illegal proceeds back
into the circulation.

4  Laundering through Temporary Bank
Accounts
Facts
An investigation revealed that the proceeds of
a VAT evasion scheme were laundered through
a series of temporary bank accounts. The laun-
derer transferred the proceeds to a particular
financial institution and requested that the
funds be placed into a temporary account
because he had not decided in which account
to place them. A few days later, he instructed
the bank to pay out the money in cash or with a
bank cheque. The transaction was not regis-
tered on the books of the launderer. Investiga-
tors also discovered that, although not a usual
action, the launderer used the temporary bank
account for more than one transaction. After-
wards, he asked the bank to transfer the funds
to accounts (at the same bank or another),
which had been opened on behalf of companies
controlled by the launderer. False invoices for
fictitious deliveries to these companies were
used to justify the transfers.

Lessons

Analysing and investigating transactions
involving temporary bank accounts is very dif-
ficult. Often research must be done manually at
the bank where the transactions occurred, thus

there could be an extensive delay before the
institution may be able to provide the informa-
tion to authorities.

5 Use of a Bureau de Change and Bank
Accounts under False Names
Facts
A current drug trafficking investigation has
established that cash collected from the sale of
drugs was taken to a bureau de change at the
border where large sums of money in small
denominations were exchanged into denomi-
nations of a foreign currency. This money was
then moved in bags of cash across the border
and abroad to purchase a further supply of drugs.
Further investigation identified a scheme
in which illegally obtained funds were
deposited under a false name into a holding
account within the bureau de change, which
was controlled by the money launderer. During
a search of the premises, it was also established
that the bureau de change did not maintain
detailed records of cash transactions.

Results
There are three individuals charged with
money laundering in this investigation.

Lessons

Although the bureau de change was required to
identify customers and maintain records, it did
not do so. A money laundering operation was
uncovered through the police investigation;
however, this example shows that laundering
activity can continue in supposedly regulated
financial institutions if preventive measures are
not enforced.

6 Cross-Border Cash

Facts

Three suspicious transaction reports were
received relating to a number of transactions
which were carried out at Danish banks
whereby large amounts of money were
deposited into accounts and then withdrawn
shortly afterwards as cash. The first report was
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received in August 1994, and concerned an
account held by a Mr. X. Upon initial investi-
gation, the subjects of the reports (X, Y and Z)
were not known in police databases as being
connected to drugs or any other criminal activ-
ity. However further investigation showed that
X had imported more than 3 tonnes of hashish
into Denmark over a 9-year period. Y had
assisted him on one occasion, whilst Z had
assisted in laundering the money.

Most of the money was transported by Z as
cash from Denmark to Luxembourg where X
and Z held 16 accounts at different banks, or to
Spain and subsequently Gibraltar, where they
held 25 accounts. The receipts from the Danish
banks for the withdrawn money were used as
documentation to prove the legal origin of the
money when the money was deposited into
banks in Gibraltar and Luxembourg. It turned
out that sometimes the same receipt was used at
several banks so that more cash could be
deposited as ‘legal’ than had actually been
through the Danish bank accounts.

Results

X and Y were arrested, prosecuted and con-
victed for drug trafficking offences and received
sentences of six and two years imprisonment
respectively. A confiscation order for the
equivalent of US$6 million was made against
X. Z was convicted of drug money laundering
involving US$1.3 million, and was sentenced
to one year nine months imprisonment.

Lessons
Financial institutions should not accept proof
of deposit to a bank account as being equiva-
lent to proof of a legitimate origin.

Carrying illegal proceeds as cash across
national borders remains an important method
of money laundering.

7 Bureaux de change
Facts
A bureau de change (‘The Counter’) had been

doing business in a small town near the
German border for a number of years when
exchange offices became regulated and it
became subject to obligations to prevent
money laundering. The Counter often had a
surplus of bank notes with a high denomina-
tion, and the owner (Peter) knew these notes
were not popular and therefore had them
exchanged into smaller denomination notes at
a nearby bank. Prior to the legislation taking
effect persons acting on behalf of The Counter
regularly exchanged amounts in excess of the
equivalent to US$50,000, but immediately
after the legislation took effect the transactions
were reduced to amounts of US$15,000 to
US$30,000 per transaction. The employees of
the bank branch soon noticed the dubious
nature of the exchanges which did not have
any sound economic reason, and the transac-
tions were reported.

Peter had a record with the police relating
to fencing and dealing in soft drugs, and
because of this he transferred the ownership of
The Counter to a new owner with no police
record (Andre). Andre reports The Counter to
the Central Bank as an exchange office and is
accepted on a temporary basis. The financial
intelligence unit consults various police files
and establishes that the police have been
observing this exchange office for some time.
The suspects transactions are passed on to the
crime squad in the town where The Counter
has its office, and it starts an investigation. A
few months later, the crime squad arrests
Andre, house searches are made, expensive
objects and an amount equivalent to more than
US$250,000 in cash are seized. The records of
The Counter show that many transactions
were kept out of the official books and records.
For example, over a period of thirteen months
The Counter changed the equivalent of more
than US$50 million at a foreign bank without
registering these exchange transactions in the
official books and records. The investigation
showed that The Counter and its owners were
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working with a group of drug traffickers, which
used the exchange office to launder their pro-
ceeds, and this formed a substantial part of the
turnover of the business.

Results

The drug traffickers were prosecuted and con-
victed and are now serving long prison sen-
tences. Andre was sentenced to six years in
prison for laundering the proceeds of crime and
forgery. Peter moved abroad with his family. A
separate legal action is still pending to take
away Andre’s profits, the confiscated objects
and the cash found. The Counter has been
closed and its registration as an exchange office
was refused.

Lessons

The need for banks and large, legitimate
bureaux de change to pay attention to their
business relations with smaller bureaux, partic-
ularly when supplying or exchanging currency
with them.

8 Alternative Remittance Systems
Facts
This case involved a number of overseas remit-
tance services. Common elements of these ser-
vices were that they operated from retail shops
selling clothes or fabrics and arranged the
transfer of money to Country A (for a fee).

The largest remittance service among
those investigated, ‘Servicio Uno’, operated as
an incorporated company and had an annual
turnover in excess of US$3.3 million. It accepted
money from individual customers and also
received funds from smaller remittance services
locally and regionally. These smaller services
channelled money through Servicio Uno
because it had an extensive family-based deliv-
ery network in Country A.

The general method used by Servicio Uno
was as follows:

Cash was received from customers and sub-
agents; a proportion of these funds was deposited

in a bank, and some was kept on hand.

Funds were transferred to Country A in two
ways: either by telegraphic transfer purchased
with cash or cheque or by sending money to a
trading company, ‘Trans-Expedicién SA’, in
Country B. This second company does business
in Country A and has associates there that owe
in money. Once Trans-Expedicion received the
money in Country B from Servicio Uno, it
advised its debtors in Country A to pay a speci-
fied amount directly to another remittance
business, ‘Remesas-X’, in Country A.

Twice weekly, Servicio Uno faxes a list of
required deliveries to a company it owns and
operates in Country A, including details of the
sender, the recipient and their address, and the
amount and type of currency or gold bars to be
delivered.

A fee of 5-10 per cent was charged by Ser-
vicio Uno.

There was also evidence of substantial amounts
of money flowing from Country A back to Ser-
vicio Uno. A fax was sent from Country A to
Servicio Uno instructing it to provide a specific
amount of money to an individual in Servicio
Uno’s country or to pay the funds into a partic-
ular bank account there. No funds were actu-
ally transferred from Country A. Instead, a
method was used whereby the remittance ser-
vices at either end of the operation paid off
each other’s liability with their assets.

Results

Investigations revealed that several legitimate
businesses in Servicio Uno’s country had also
repatriated funds to Country A using this
method. They also revealed that a previously
convicted money launderer had on at least one
occasion transferred US$60,000 to Country A
through Servicio Uno. Additionally, one sub-
agent of Servicio Uno transferred funds on
behalf of two active drug traffickers.
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Lessons

This is the classic example of an alternative
remittance system. The difficulties that an
investigative agency might have if it were to
detect part of the scheme would be the ability
to determine the links to and from the third
country. The process would be further compli-
cated by the high volume of legitimate business
using this channel to move funds.

9 Alternative Remittance Systems

Facts

Cash from the sale of narcotics was brought to
shops and bureaux de change (controlled by a
single organisation) in a town located in an
overseas territory of Country P. The shops pro-
vided specially validated coupons in return for
the deposits. These coupons were then used as
bearer instruments that permitted the holder to
obtain funds to purchase more drugs or to make
investments. The controlling organisation also
owned several real estate agencies.

The laundering network converted cur-
rency from other countries through middlemen
who were paid a commission for the use of their
identities in the depositing of these currencies
at financial institutions. An employee at one of
these institutions was also involved in the
scheme. Other funds processed through this
system originated in the local black market in
consumer goods intended for smuggling opera-
tions into the neighbouring jurisdiction.

Results

The law enforcement investigation of this case
brought about charges against 73 persons, and
the seizure of 10 tonnes of narcotics, 11 boats
and US$4.7 million in foreign currency. Suspi-
cious transactions submitted by local financial
institutions during the scheme reported trans-
actions totalling more than US$400 million.

Lessons
This scheme is yet another example of an alter-
native remittance scheme. It is interesting in

the issuance of coupons for the deposits of cash
proceeds.

10 The Derivatives Market: A Typology
Facts

The following typology is provided as an exam-
ple of how funds could be laundered using the
derivatives market.

In this method, the broker must be willing
to allocate genuinely losing trades to the
account in which criminal proceeds are
deposited. Instead of relying on misleading or
false documentation, the broker uses the gen-
uine loss-making documentation to be allo-
cated to the detriment of the dirty money
account holder. As an example, a broker uses
two accounts, one called ‘A’ into which the
client regularly deposits money which needs
laundering, and one called ‘B’ which is
intended to receive the laundered funds. The
broker enters the trading market and ‘goes long’
(purchases) 100 derivative contracts of a com-
modity, trading at an offer price of $85.02, with
a ‘tick’ size of $25. At the same time he ‘goes
short’ (sells) 100 contracts of the same com-
modity at the bid price of $85.00. At that
moment, he has two legitimate contracts which
have been cleared through the floor of the
exchange.

Later in the trading day, the contract price
has altered to $84.72 bid and $84.74 offered.
The broker returns to the market, closing both
open positions at the prevailing prices. Now
the broker, in his own books, assigns the original
purchase at $85.02 and the subsequent sale at
$84.72 to account A. The percentage differ-
ence between the two prices is 30 points or
ticks (the difference between $84.72 and
$85.02). To calculate the loss on this contract,
the tick size which is $25 is multiplied by the
number of contracts, 100, multiplied by the
price movement, 30. Thus: $25 x 100 x 30 =
$75,000 (loss).

The other trades are allocated to the B
account, which following the same calculation
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theory of tick size multiplied by the number of
contracts multiplied by the price movement
results in a profit as follows: $25 x 100 x 26 =
$65,000 (profit). The account containing the
money to be laundered has just paid out
$75,000 for the privilege of receiving a profit of
$65,000 on the other side. In other words, the
launderer has paid $10,000 for the privilege of
successfully laundering $75,000. Such a sum is
well within the amount of premium which pro-
fessional launderers are prepared to pay for the
privilege of cleaning up such money. As a trans-
action, it is perfectly lawful from the point of
view of the broker. He has not taken the risk of
creating false documentation, which could
conceivably be discovered, and everything has
been done in full sight of the market.

11 Insurance Policies and Real Estate

Facts

An insurance company informed an FIU that it
had underwritten two life insurance policies
with a total value of US$268,000 in the name
of two European nationals. Payment was made
by a cheque drawn on the accounts of a brokerage
firm in a major EU financial market and a notary
in the south-eastern region of the country.

The two policies were then put up as col-
lateral for a mortgage valued at US$1,783,000
that was provided by a company specialising in
leasing transactions. As the policyholders did
not pay in their own name, the issuer contacted
the brokerage firm in order to discover the
exact origin of the funds deposited in its
account. It was informed that the funds had
been received in cash and that the parties con-
cerned were merely occasional clients.

The parties — two brothers — were known
to a law enforcement agency through a separate
investigation into the illegal import and export
of classic automobiles. Moreover, two indivi-
duals with the same surname were suspected by
the same agency of drug trafficking and money
laundering.

Results
This case has not yet been passed to the prose-
cutorial authorities.

Lessons

This example shows the necessity for non-bank
financial businesses (in this case insurance com-
panies) to be aware of what constitutes suspi-
cious financial activity. [t also demonstrates the
critical need for effective co-ordination between
the information contained in suspicious trans-
action reports and law enforcement information.

12 Company front — false loans scheme
Facts

The individual involved in this scheme was the
director of finances in a shipbuilding yard, a
subsidiary company of one of the biggest com-
panies in the country. In his capacity as finance
director, he had a meeting in his office with two
Russian nationals, one of whom already had
business relations with the company. The
finance director was asked to open two bank
accounts in the name of the company, to
receive two amounts of money (US$65,000
and US$100,000) from the Russians, and to
deposit these sums into the bank accounts. He
was promised a commission of 1-2% which
would be paid to him directly.

The finance director agreed to this
arrangement and received the money in cash in
plastic bags on two occasions: the first, in his
office; and the second, at a private residence.
Subsequently, he was asked to sign a fictitious
loan contract with the Russians on behalf of
the company. According to the contract, the
Russians would receive loans for the same
amounts that had been deposited into the
accounts opened by the finances director. This
money was transferred to the Russians.

After receiving additional instructions
from the Russians, the finance director wrote a
letter — using a company letterhead — stating that
the loans had been transferred to a company by
the name of Verimer International SA and that

COMBATING MONEY LAUNDERING



payment should take place to this company.
Verimer was registered in the Bahamas; how-
ever, the company had the same address as the
finance director and a local bank account in his
name. One of the Russians was an owner of
Verimer; he had bought the company through a
company formation agent in Moscow. The
Russians then paid their own company.

Results

Investigation determined that the US$100,000
were the proceeds of a gross breach of trust
committed by two or three Russian nationals in
Murmansk. The second sum could never be
linked to a specific crime; however, it was
established that the sum did represent criminal
proceeds of some sort. The finance director was
convicted for money laundering over a period
of two years. The judgement became final and

enforceable by June 1999.

Lessons

This example is included to illustrate the way
that a legitimate business may be used as a
cover for a laundering operation.

13 Shell Corporations

Facts

A drug trafficker used drug trafficking proceeds
to purchase a property of which part was paid in
cash and the remainder was obtained through a
mortgage. He then sold the property to a shell
corporation, which he controlled, for a nomi-
nal sum. The corporation then sold the prop-
erty to an innocent third party for the original
purchase price. By this means the drug traf-
ficker concealed his proceeds of crime in a shell
corporation, and thereby attempted to disguise
the origin of the original purchase funds.

Results

The accused pleaded guilty and an order of for-
feiture was granted. The property which was
part of the money laundering scheme is being
disposed of by the authorities.

Lessons

The need to carefully trace the ownership his-
tory of a property, in order to identify possible
links between owners and any suspicious trans-
fers that may indicate attempts to commingle
assets.

The need for enforcement agencies to be
familiar with the general rules and practice
regarding the purchase of property in relevant
jurisdictions, and the need to be aware that
transfers involving nominal amounts can be
easily structured in some jurisdictions.

14 Shell Corporations and Secretarial

Companies
Facts
During 1995/1996 financial institutions in a
European country made suspicious transaction
reports to the financial intelligence unit which
receives such reports. The reports identified
large cash deposits made to the banks which
were exchanged for bank drafts made payable
to a shell corporation based and operated from
an Asian jurisdiction. The reports identified
approximately US$1.6 million being trans-
ferred in this way to an account held by the
shell corporation at a financial institution in
the Asian jurisdiction.

At the same time police had been investi-
gating a group in that country which were
involved in importing drugs. In 1997 police
managed to arrest several persons in the group,
including the principal, who controlled the
company in the Asian jurisdiction. They were
charged with conspiring to import a large
amount of cannabis. A financial investigation
showed that the principal had made sizeable
profits, and a large percentage of this has been
traced and restrained. A total of approximately
US$2 million was sent from the European
country to the Asian jurisdiction, and subse-
quently transferred back to bank accounts in
Europe, where it was restrained.

Two methods were used to launder the
money. The principal purchased a shell com-

120

COMBATING MONEY LAUNDERING



pany in the Asian jurisdiction which was oper-
ated there by a secretarial company on his
instruction. The shell company opened a bank
account, which was used to receive cashiers
orders and bank drafts which had been pur-
chased for cash in the country of origin. The
principal was also assisted by another person
who controlled (through the same secretarial
company) several companies, which were oper-
ated both for legitimate reasons and otherwise.
This person laundered part of the proceeds by
selling the funds on to several other jurisdic-
tions, and used non-face-to-face banking (com-
puter instructions from the original country) to
do so.

Results
Seven persons, including the principal, are
awaiting trial in the European country on
charges of drug trafficking, and the principal
and three other persons face money laundering
charges.

Lessons

It shows how desirable and easy it is for crimi-
nals (even if not part of international organised
crime) to use corporate entities in other juris-
dictions, and to transfer illegal proceeds
through several other jurisdictions in the hope
of disguising the origin of the money.

It demonstrates the case with which com-
pany incorporation services can be obtained,
and shows that many of the companies which
sell shelf/shell companies, as well as the secre-
tarial companies which operate them, are not
likely to be concerned about the purpose for
which the shell company is used.

It highlights the need for financial institu-
tions to have a system which identifies sus-
picious transactions not just at the front
counter, but also for non-face-to-face transac-
tions such as occurred in this case.

The length of time it can take to conduct
international financial investigations and to
trace the proceeds of crime transferred through

several jurisdictions, and the consequent risk
that the funds will be dissipated.

15 Front Companies, Insurance and

Bureaux de Change
Facts
An FIU received a suspicious transaction report
from an insurance company that specialised in
life insurance. The report referred to Mr H,
born and resident in a Latin American country,
as having recently taken out ‘two sole premium
life insurance policies for a total amount of
US$702,800’. Subsequent information pro-
vided to the FIU indicated that the policies
premiums had been paid with two personal
cheques made out by a third party and drawn
against a major bank. The third party, Mr K,
was also resident in the same Latin American
country although not a national of that coun-
try. Further checks at Mr K’s bank revealed that
both he and Mr H had signature authority on
two business accounts, Sam Ltd and Dim Ltd.

Examination of the accounts showed,
especially in Mr K’s account, that transactions
were carried out on behalf of Mr H. Thus, the
account had received funds from abroad and
had also been used for other financial products
besides the life insurance policies. Indeed, ten
cheques in US dollars drawn against American
banks and issued by two bureaux de change
operating out of the Latin American country
where the two men resided, had been deposited
into Mr K’s account. The value of these
cheques totalled US$1,054,200.

This activity appeared to show that the
funds had been used to pay the insurance pre-
mium on Mr H’s life and to acquire stakes in
investment funds, also for Mr H, amounting to
another US$210,840. There were also other
related transactions in the accounts of the two
companies and Mr H’s personal account. Cash
or cheque transactions for amounts between
US$14,000 and US$70,000 were among the
related transactions. In one instance, a cheque
was drawn on the Sam Ltd account for
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US$63,300 on the day following the deposit of
US$70,280 in cheques into Mr K’s account.

Checks into the backgrounds of Mr H and
Mr K revealed that Mr H was suspected of
being involved in cocaine trafficking in Latin
America. Mr K had some minor violations
(writing bad cheques etc.); however, he had no
serious criminal background. The business
activities and backgrounds of Sam Ltd and Dim
Ltd were looked at. In both instances, the com-
panies had been incorporated with a stock cap-
ital of US$36,400 in which Mr H and Mr K had
a 50 per cent interest and were joint directors.
Queries made at the ‘Balance of Payments
Office’ as to foreign collection and payment
revealed a total absence of operations in the
previous two financial years.

Result

It appeared, therefore, that Mr K was being
used as the front man for Mr H’s efforts to move
funds out of his country of residence. For
greater security of the scheme, firms under their
control were established that did not perform
any corporate or commercial activity. Mr H
received the funds deposited into Mr K’s
account through the sole premium insurance
policies and shares in investment funds that
had been paid for by that account, as well as
through indirect income from the companies
mentioned. In this case, the FIU believed there
to be sufficient signs of money laundering and
therefore passed the matter on to prosecutorial
authorities.

Lessons

This operation is interesting because it shows
that payment instruments or third party
involvement having no apparent economic
relationship to the transaction are often a key
indicator of suspicious activity. It is worth not-
ing that Mr K was obviously selected based on
his lack of prior criminal record and his national-
ity so as to minimise suspicion. The activities of
the front companies were also conducted in

such a way as to give the appearance of transac-
tions from corporate activities. The case also
highlights the potential value of suspicious
transaction reporting by insurance companies.

16 Front companies

Facts

An FIU in Country B received a report of a
series of suspicious transactions involving the
bank accounts of a West African citizen and his
businesses, which specialised in industrial fish-
ing. These accounts were opened in banks
located in Country B and consisted primarily of
money changing operations. The businessman
also owned several residences in his home
country and in the capital region of Country B.
The companies that he jointly managed all had
the same address in his home country.

The personal account of the West African
businessman received a number of transfers
from accounts in another European country
and in his home country (over US$2 million
from 1995 to 1996). The business accounts of
the companies received transfers from several
business entities based in Europe which were
ostensibly linked to fishing related activities
(over US$7 million from 1994 to 1997). The
transfers out of the account (estimated at
nearly US$4 million over the same period)
were made to various companies whose busi-
ness was (according to official records) con-
nected with maritime activity and to other
individuals.

The FIU’s analysis showed that the income
of the West African companies concerned was
grossly disproportionate to reported sales. In
fact, the account transactions seemed to have
little to do with industrial fishing (i.e. foreign
currency sales, transfers from the bank accounts
of European residents, transfers between the
personal account of the West African business-
man and his businesses, transfers between these
businesses and those of Europe-based partners).

Furthermore, according to additional
information received by the FIU, one of the
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partners of the West African businessman, a
co-manager of one of the companies, was sus-
pected of being involved in several financial
offences in [taly. This individual reportedly had
close associations with two Italian organised
crime figures, and his Italian businesses have
become the target of investigation into money
laundering in that country. Still another busi-
ness partner of the West African businessman
appears also to be involved in financial and fis-
cal offences.

Results
This case has not yet been passed to the prose-
cutorial authorities.

Lessons

Given the unusual account transactions and
the lack of a clear economic connection for
some of the business activities, the operations
described in this example very likely constitute
a money laundering scheme to conceal the ille-
gal sources of proceeds derived from various
criminal activities. This case gives further sup-
port to the need for analysis of information
from a variety of sources (suspicious transaction
reports, financial institutions, company reg-
istries, police records, etc.) in order to gain a
full picture of a complex laundering scheme.

17 Accounting Firm
Facts
Beginning in May 1994, two alleged narcotics
traffickers used an accounting firm to launder
criminal proceeds generated from ampheta-
mine sales. The ‘clients’ of the firm would on a
regular basis hand their accountant cash in
brown envelopes or shoe boxes for which no
receipt was issued. The funds were then stored
in the accountant's office until he decided how
they could be introduced into the financial sys-
tem and laundered. At any one time, there was
between US$38,000 and US$63,000 stored in
the accountant’s office.

The law enforcement agency investigating

the matter found that the accountant estab-
lished company and trust accounts on behalf of
his clients and opened personal bank accounts
in the names of relatives. He then made struc-
tured deposits to those accounts with the funds
received from the alleged traffickers. Addition-
ally, he transferred approximately US$114,000
overseas — again using structured transactions —
to purchase truck parts, which were later
brought back into the country and sold at a
profit, and also used some of the funds to pur-
chase properties. The accountant and three of
his colleagues (who were also implicated in the
scheme) reportedly laundered approximately
US$633,900 and received a 10 per cent com-

mission for his services.

Results

The accountant and his colleagues are believed
to have acted from the beginning with the sus-
picion that the clients were involved in illegal
activities. Even after obtaining further specific
knowledge of his clients’ involvement in nar-
cotics trafficking, he and his associates allegedly
continued to facilitate money laundering.

Lessons

This case highlights the key role that financial
experts can play in the laundering of criminal
proceeds. Many of the services provided (estab-
lishment of specialised accounts or business
entities, making real estate investments) are
potential money laundering mechanisms that
may be beyond the abilities of the less sophisti-
cated criminal.

18 Lawyers

Facts

A prominent attorney operated a money laun-
dering network which used 16 domestic and
international financial institutions, many of
which were in offshore jurisdictions. The
majority of his clients were law-abiding citizens,
however a number of clients were engaged in
various types of fraud and tax evasion, and one
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client had committed an US$80 million insur-
ance fraud. He charged his clients a flat fee to
launder their money and to set up annuity
packages to hide the laundering activity. In the
event of any enquiries by regulators or law
enforcement officials, the attorney was pre-
pared to give the appearance of legitimacy to
any withdrawals from the ‘annuities’.

One of the methods of laundering was for
him to transfer funds from a client into one of
his general accounts in the Caribbean. The
account was linked to the attorney in name
only, and he used it to commingle various
client funds, before moving portions of the
funds accumulated in the general account via
wire transfers to accounts in other countries in
the Caribbean. When a client needed funds,
they could be transferred from these accounts
to a US account in the attorney’s name or the
client’s name. The attorney indicated to his
clients that they could ‘hide’ behind the
attorney-client privilege if they were ever
investigated.

Another method of laundering funds was
through the use of credit cards. He arranged for
credit cards in false names to be issued to his
clients, and the credit card issuer was not aware
of the true identity of the individuals to whom
the cards were issued. When funds were needed
the client could use the credit card to make
cash withdrawals at any automated teller
machine in the United States. Once a month
the Caribbean bank would debit the attorney’s
account in order to satisfy the charges incurred
by his clients. The attorney knew the recipients
of the credit cards.

Results
The attorney pleaded guilty to money launder-
ing.

Lessons

Banks and their employees should be alert to
‘layered’ wire transfers which utilise instruc-
tions such as ‘for further credit to’. This may

occur more frequently with correspondent
accounts of ‘offshore banks’. Suspicious trans-
action can then be identified and reported.

Banks should utilise know-your-customer
requirements when issuing credit cards. In this
case, the banks were issuing the credit cards to
the attorney for further issuance to his clients.

Investigators should be aware that in a
number of countries lawyer/attorney-client
privilege is not applicable if the lawyer/attor-
ney and his client were directly involved in
criminal activity, and they should consult pros-
ecutors if such an issue arises.

19 Lawyers, Real Estate

Facts

The FIU received information that a previously
convicted drug trafficker had made several
investments in real estate and was planning to
buy a hotel. An assessment of his financial situ-
ation did not reveal any legal source of income,
and he was subsequently arrested and charged
with an offence of money laundering. Further
investigation substantiated the charge that part
of the invested funds were proceeds of his own
drug trafficking. He was charged with substan-
tive drug trafficking, drug money laundering
and other offences.

In the same case the criminal’s lawyer
received the equivalent of approximately
US$70,000 cash from his client, placed this
money in his client's bank account and later
made payments and investments on the client’s
instructions. He was charged with negligent
money laundering in relation to these transac-
tions. Another part of the drug proceeds was
laundered by a director of an art museum in a
foreign country who received US$15,000 for
producing forged documents for the sale of art-
works which never took place.

Results

The drug trafficker was convicted of drug traf-
ficking, was sentenced to seven and a half years
imprisonment, and a confiscation order was
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made for US$450,000. The lawyer was con-
victed and sentenced to 10 months imprison-
ment. The art museum director could not be
prosecuted as there was insufficient evidence
that he knew the money was the proceeds of
drug trafficking, but he accepted a writ to con-
fiscate his proceeds.

Lessons

The purchase of real estate is commonly used as
part of the last stage of money laundering (inte-
gration). Such a purchase offers the criminal an
investment which gives the appearance of
financial stability, and the purchase of a hotel
offers particular advantages, as it is often a cash-
intensive business.

The value of a money laundering offence
with a lower scienter or mens rea requirement is
shown in the prosecution of the lawyer in this
case. There was insufficient evidence to prove
that the lawyer knew the money was illegal
drug proceeds, but sufficient evidence to show
that he ‘should have known’ on the facts avail-
able to him.

20 Money Laundering Through the
Purchase of Luxury Items
Facts
The FIU of Country R received a suspicious
transaction report on large purchases of Country
F currency totalling US$263,000 and carried
out by a citizen of Country R.
The funds in Country F currency were used
for the purchase of new motor vehicles in

Country E However, the transactions detected
appeared to include only a part of the funds
moved by the individual and his associates.

Indeed, the organisation to which the
individual belonged regularly acquired new
motor vehicles in Country R for payments in
cash from a large dealership — either in col-
lusion with the organisation or turning a blind
eye to the activity.

The purchased vehicles (bought for
around US$30,900 each in the verified cases)
were delivered and then driven to a neighbour-
ing country where they were received by a close
relation of the main individual in the scheme
and known by authorities to be involved in
narcotics trafficking. The vehicles were then
exchanged for large quantities of drugs that
were to be resold in Country R.

Results
The case was turned over to the prosecutor for
investigation. Since the case was turned over,

the total amount of money involved in the
scheme has risen to US$355,000.

Lessons

The scheme used in this case made it difficult
to detect the funds placed in Country R
because of the use of a large-scale business (a
motor vehicle dealership) and the transactions
carried out in the currency of Country F which
is generally considered an unlikely currency for
narcotics related money laundering.
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Appendix E
Examples of Potentially Suspicious Transactions

Financial Sector businesses may wish to make
additional enquiries in the following circum-
stances:

Banking Transactions
Cash Transactions

1.

Unusually large cash deposits made by an
individual or company whose ostensible
business activities would normally be gen-
erated by cheques and other instruments.

Substantial increases in cash deposits of
any individual or business without appar-
ent cause, especially if such deposits are
subsequently transferred within a short
period out of the account and/or to a desti-
nation not normally associated with the
customer.

Customers who deposit cash by means of
numerous credit slips so that the total of
each deposit is unremarkable, but the total
of all the credits is significant.

Company accounts whose transactions,
both deposits and withdrawals, are denom-
inated by cash rather than the forms of
debit and credit normally associated with
commercial operations (e.g. cheques, Let-
ters of Credit, Bills of Exchange, etc.).

Customers who constantly pay in or
deposit cash to cover requests for bankers
drafts, money transfers or other negotiable
and readily marketable money instru-
ments.

Customers who seek to exchange large

10.

11.

quantities of low denomination notes for
those of higher denomination.

Frequent exchange of cash into other cur-
rencies.

Branches that have a great deal more cash
transactions than usual. (Head Office sta-
tistics detect aberrations in cash transac-
tions.)

Customers whose deposits contain countet-
feit notes or forged instruments.

Customers transferring large sums of
money to or from overseas locations with
instructions for payment in cash.

Large cash deposits using night safe facili-
ties, thereby avoiding direct contact with
bank or building society staff.

Accounts

12.

13.

14.

Customers who wish to maintain a number
of trustee or client accounts which do not
appear consistent with the type of busi-
ness, including transactions which involve
nominee names.

Customers who have numerous accounts
and pay in amounts of cash to each of them
in circumstances in which the total of
credits would be a large amount.

Any individual or company whose account
shows virtually no normal personal bank-
ing or business related activities, but is
used to receive or disburse large sums
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15.

16.

17.

18.

19.

20.

21.

22.

23.

which have no obvious purpose or rela-
tionship to the account holder and/or his
business (e.g. a substantial increase in
turnover on an account).

Reluctance to provide normal information
when opening an account, providing mini-
mal or fictitious information or, when
applying to open an account, providing
information that is difficult or expensive
for the financial institution to verify.

Customers who appear to have accounts
with several financial institutions within
the same locality, especially when the bank
or building society is aware of a regular
consolidation process from such accounts
prior to a request for onward transmission

of the funds.

Matching of payments out with credits
paid in by cash on the same or previous
day.

Paying in large third party cheques
endorsed in favour of the customer.

Large cash withdrawals from a previously
dormant/inactive account, or from an
account which has just received an unex-
pected large credit from abroad.

Customers who together, and simultane-
ously, use separate tellers to conduct large
cash transactions or foreign exchange
transactions.

Greater use of safe deposit facilities.
Increased activity by individuals. The use

of sealed packets deposited and withdrawn.

Companies’ representatives avoiding con-
tact with the branch.

Substantial increases in deposits of cash or

24.

25.

26.

21.

negotiable instruments by a professional
firm or company, using client accounts or
in-house company or trust accounts, espe-
cially if the deposits are promptly trans-
ferred between other client company and
trust accounts.

Customers who show an apparent dis-
regard for accounts offering more favourable
terms.

Customers who decline to provide infor-
mation that in normal circumstances
would make the customer eligible for
credit or for other banking services that
would be regarded as valuable.

Insufficient use of normal banking facili-
ties, e.g. avoidance of high interest rate
facilities for large balances.

Large number of individuals making pay-
ments into the same account without an
adequate explanation.

International Banking/Trade Finance

28.

29.

30.

Customer introduced by an overseas
branch, affiliate or other bank based in
countries where production of drugs or
drug trafficking may be prevalent.

Use of Letters of Credit and other methods
of trade finance to move money between
countries where such trade is not consis-
tent with the customer’s usual business.

Customers who make regular and large
payments, including wire transactions,
that cannot be clearly identified as bona
fide transactions to, or receive regular and
large payments from countries which are
commonly associated with the production,
processing or marketing of drugs, with pro-
scribed terrorist organisations or which are
tax havens.
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31. Building up of large balances, not consis-
tent with the known turnover of the cus-
tomer’s business, and subsequent transfer
to account(s) held overseas.

32. Unexplained electronic fund transfers by
customers on an in-and-out basis or with-
out passing through an account.

33. Frequent requests for travellers’ cheques,
foreign currency drafts or other negotiable
instruments to be issued.

34. Frequent paying in of travellers’ cheques or
foreign currency drafts, particularly if orig-
inating from overseas.

35. Customers who show apparent disregard
for arrangements offering more favourable
terms.

Institution Employees and Agents

36. Changes in employee characteristics, e.g.
lavish life styles or avoiding taking holi-
days.

37. Changes in employee or agent perfor-
mance, e.g. the salesman selling products
for cash has a remarkable or unexpected
increase in performance.

38. Any dealing with an agent where the iden-
tity of the ultimate beneficiary or counter-
part is undisclosed, contrary to normal pro-
cedure for the type of business concerned.

Secured and Unsecured Lending
39. Customers who repay problem loans un-
expectedly.

40. Request to borrow against assets held by
the financial institution or a third party,
where the origin of the assets is not known
or the assets are inconsistent with the cus-
tomer’s standing.

COMBATING MONEY LAUNDERING

41. Request by a customer for a financial insti-
tution to provide or arrange finance where
the source of the customer’s financial con-
tribution to a deal is unclear, particularly
where property is involved.

42. Customers who unexpectedly repay in part
or full a mortgage or other loan in a way
inconsistent with their earnings capacity
or asset base.

Securities and Investment Business

New Business

43. A personal client for whom verification of
identity proves unusually difficult and who
is reluctant to provide details.

44. A corporate/trust client where there are
difficulties and delays in obtaining copies
of the accounts or other documents of
incorporation.

45. A client with no discernible reason for
using the firm’s service, e.g. clients with
distant addresses who could find the same
service nearer their home base, or clients
whose requirements are not in the normal
pattern of the firm'’s business and could be
more easily serviced elsewhere.

46. An investor introduced by an overseas
bank, affiliate or other investor, when both
investor and introducer are based in coun-
tries where production of drugs or drug
trafficking may be prevalent.

47. Any transaction in which the counter-
party to the transaction is unknown.

Dealing Patterns and Abnormal Transactions

Dealing Patterns

48. A large number of security transactions
across a number of jurisdictions.



49. Transactions not in keeping with the
investor’s normal activity, the financial
markets in which the investor is active and
the business which the investor operates.

50. Buying and selling of a security with no
discernible purpose or in circumstances
which appear unusual, e.g. churning at the
client’s request.

51. Low-grade securities purchased in an over-
seas jurisdiction, sold in Britain, with the
proceeds used to purchase high-grade secu-
rities.

52. Bearer securities held outside a recognised
custodial system.

Abnormal Transactions

53. A number of transactions by the same
counterparty in small amounts of the same
security, each purchased for cash and then
sold in one transaction, the proceeds being
credited to an account different from the
original account.

54. Any transaction in which the nature, size or
frequency appears unusual, e.g. early termi-
nation of packaged products at a loss due to
front end loading, or early cancellation,
especially where cash had been tendered
and/or the refund cheque is to a third party.

55. Transactions not in keeping with normal
practice in the market to which they
relate, e.g. with reference to market size
and frequency, or at off-market prices.

56. Other transactions linked to the trans-
action in question which could be
designed to disguise money and divert it
into other forms or to other destinations or
beneficiaries.

Settlements

Payment

57. A number of transactions by the same
counterparty in small amounts of the same
security, each purchased for cash and then
sold in one transaction.

58. Large transaction settlement by cash.

59. Payment by way of third party cheque or
money transfer where there is a variation
between the account holder, the signatory
and the prospective investor, must give rise
to additional enquiries.

Delivery

60. Settlement to be made by way of bearer
securities from outside a recognised clear-
ing system.

61. Allotment letters for new issues in the
name of persons other than the client.

Disposition
62. Payment to a third party without any
apparent connection with the investor.

63. Settlement either by registration or deliv-
ery of securities to be made to an unveri-
fied third party.

64. Abnormal settlement instructions including
payment to apparently unconnected parties.

Insurance Business

Brokerage and Sales

New Business

65. A personal lines customer for whom verifi-
cation of identity proves unusually diffi-

cult, who is evasive or reluctant to provide
full details.

66. A corporateftrust client where there are
difficulties and delays in obtaining copies
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67.

68.

69.

of the accounts or other documents of
incorporation.

A client with no discernible reason for
using the firm’s service, e.g. clients with
distant addresses who could find the same
service nearer their home base, or clients
whose requirements are not in the normal
pattern of or inconsistent with the firm’s
business and could be more easily serviced
elsewhere.

An investor introduced by an overseas bro-
ker, affiliate or other intermediary, when
both investor and introducer are based in
countries where production of drugs or
drug trafficking may be prevalent.

Any transaction in which the insured is
unknown (e.g. treaty reinsurance, business
introduced under binding authorities, etc.).

Abnormal Transactions

70.

71.

72.

73.

74.

Proposals from an intermediary not in keep-
ing with the normal business introduced.

Proposals not in keeping with an insured’s
normal requirements, the markets in which
the insured or intermediary is active and
the business which the insured operates.

Early cancellation of policies with return
of premium, with no discernible purpose or
in circumstances which appear unusual.

A number of policies entered into by the
same insurer/intermediary for small
amounts and then cancelled at the same
time, the return of premium being credited
to an account different from the original
account.

Any transaction in which the nature, size
or frequency appears unusual, e.g. early ter-
mination or cancellation, especially where

75.

76.

1.

78.

cash had been tendered and/or the refund
cheque is to a third party.

Assignment of policies to apparently unre-
lated third parties.

Transactions not in keeping with normal
practice in the market to which they
relate, e.g. with reference to size or class of
business.

Other transactions linked to the transac-
tion in question which could be designed
to disguise money and divert it into other
forms or other destinations or beneficia-
ries.

Willingness to pay premium on high risks
which have a likelihood of regular claims
being made.

Settlements
Payment

19.

80.

81.

82.

A number of policies taken out by the
same insured for low premiums, each pur-
chased for cash and then cancelled with
return of premium to the third party.

Large or unusual payment of premiums or
transaction settlement by cash.

Overpayment of premium with a request to
refund the excess to a third party or differ-
ent country.

Payment by way of third party cheque or
money transfer where there is a variation
between the account holder, the signatory
and the prospective insured.

Disposition

83.

84.

Payment of claims to a third party without
any apparent connection with the investor.

Abnormal settlement instructions, includ-
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ing payment to apparently unconnected
parties or to countries in which the insured
is not known to operate.

Claims and Reinsurances

85.

86.

87.

Strong likelihood of risks occurring, result-
ing in substantial claims, with conse-
quently high premium.

Claims paid to persons other than the
insured.

Claims which, while appearing legitimate,
occur with abnormal regularity.

88.

89.

90.

91.

92.

Regular small claims within premium limit.

Treaty reinsurances with high incidence of
small claims.

Regular reinsurance claims paid overseas
to third parties.

Recent change of ownership/assignment of
policies just prior to a loss.

Abnormal loss ratios for the nature and class
of risk bound under a binding authority.
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Appendix F
Statement of Purpose of the Egmont Group of Financial
Intelligence Units (Madrid, 24 June 1997)

Recognising the international nature of money
laundering:

EX

Realising that in order to counter money
laundering an increasing number of gov-
ernments around the world have both
imposed disclosure obligations on financial
institutions and designated financial intel-
ligence units, or ‘FIUs’, to receive, analyse
and disseminate to competent authorities
such disclosures of financial information;

Mindful of both the sensitive nature of dis-
closures of financial information and the
value of the FIUs established to protect
their confidentiality, analyse them, and
refer them, as appropriate, to the compe-
tent authorities for investigation, prosecu-
tion, or trial;

Convinced that co-operation between and
among FIUs across national borders both
increases the effectiveness of individual
FIUs and contributes to the success of the
global fight against money laundering;

Understanding that effective international
co-operation between and among FIUs
must be based on a foundation of mutual
trust;

Acknowledging the important role of
international organisations and the vari-
ous traditional national government agen-
cies — such as Finance and Justice Min-
istries, the police, and financial institution
supervisory agencies — as allies in the fight
against money laundering;

Having periodically convened five informal
plenary gatherings — unofficially known as

Egmont Group Meetings, after the Egmont-
Arenbert Palace in Brussels, where the first
such meeting was held on 9th June 1995 -
to discuss issues common to FIUs and to
foster such international co-operation
among established FIUs, to assist and
advise FIUs under development, and to co-
operate with representatives of other gov-
ernment agencies and international
organisations interested in the inter-
national fight against money laundering;

Having also agreed upon a definition of
‘Financial Intelligence Unit’, completed a
survey on the possibilities and modalities
of information exchange, prepared a model
information exchange agreement, created
a secure Internet Website to facilitate
information exchanges, and embarked
upon several specific initiatives to develop
the expertise and skills of the FIUs’ staffs
and to contribute to the successful investi-
gation of matters within the FIUs' jurisdic-
tions;

Aware that obstacles continue to prevent
information exchange and effective co-
operation between some FIUs, and that
those obstacles may include the very
nature — as administrative, judicial, or
police — of the FIUs themselves; and

Convinced that there exists both signifi-
cant potential for broad-based interna-
tional co-operation among the FIUs and a
critical need to enhance such co-operation

The agencies participating in the plenary
meeting of the Egmont Group in Madrid on

132
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23-24 June 1997 hereby resolve to encour-
age the development of, and co-operation
among and between, FIUs, in the interest of
combating money laundering.

To that end, we reaffirm our accession to the
definition of Financial Intelligence Unit
adopted at the plenary meeting of the Egmont
Group in Rome in November, 1996:

‘A central, national agency responsible for

receiving (and, as permitted, requesting),

analysing and disseminating to the competent

authorities, disclosures of financial information

(i) concerning suspected proceeds of crime,
or

(ii) required by national legislation or regula-
tion, in order to counter money laun-
dering’

We also adopt the findings of the legal work-
ing group concerning the identification of

those agencies that meet the FIU definition at
the present time.

Henceforth, we agree that Egmont Group
plenary meetings shall be convened by and for
FIUs and other invited persons or agencies
who are in a position to contribute to the
goals of the Egmont Group. Egmont Group
Participants shall include FIUs and other
agencies representing governments that do
not presently have FIUs. All other invited
persons, agencies or international organisa-
tions shall be considered ‘Observers’.

We further agree to pursue as a priority,
through the appropriate working groups and
otherwise:

Determination of appropriate consequences
that attend to an Egmont Group Participant’s
status with respect to the definition of FIU
adopted in Rome.
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Appendix G
Financial Action Task Force Guidelines — Providing
Feedback to Reporting Institutions and Other Persons

Best Practices Guidelines

|
1.

Introduction

The importance of providing appropriate
and timely feedback to financial and other
institutions which report suspicious trans-
actions has been stressed by industry repre-
sentatives and recognised by the Financial
Intelligence Units (FIUs) which receive
such reports. Indeed, such information is
valuable not just to those institutions, but
also to other associations, to law enforce-
ment and financial regulators and to other
government bodies. However, the provi-
sion of general and specific feedback has
both practical and legal implications which
need to be taken into account.

It is recognised that ongoing law enforce-
ment investigations should not be put at
risk by disclosing inappropriate feedback
information. Another important consider-
ation is that some countries have strict
secrecy laws which prevent their financial
intelligence units from disclosing any sig-
nificant amount of feedback which can be
given. However, those agencies which
receive suspicious transaction reports should
endeavour to design feedback mechanisms
and procedures which are appropriate to
their laws and administrative systems,
which take into account such practical
and legal limitations, and yet seek to pro-
vide an appropriate level of feedback. The
limitations should not be used as an excuse
to avoid providing feedback, though they

may provide good reasons for using these
guidelines in a flexible way so as to provide
adequate levels of feedback for reporting
institutions.

Based on the types and methods of feed-
back currently provided in a range of
FATF member countries, this set of best
practice guidelines will consider why pro-
viding feedback is necessary and impor-
tant. The guidelines illustrate what is best
practice in providing general feedback on
money laundering and the results of suspi-
cious transaction reports by setting out the
different types of feedback and other infor-
mation which could be provided and the
methods for providing such feedback. The
guidelines also address the issue of specific
or case by case feedback and the conflict-
ing considerations which affect the level
of specific feedback which is provided in
each country. The suggestions contained
herein are not mandatory requirements,
but are meant to provide assistance and
guidance to financial intelligence units,
law enforcement and other government
bodies which are involved in the receipt,
analysis and investigation of suspicious
transaction reports, and in the provision of
feedback on those reports.

Why is Feedback on Suspicious
Transaction Reports Needed ?

The reporting of suspicious transactions*®
by banks, non-bank financial institutions,

*In some jurisdictions the obligation is to report unusual transactions, and these guidelines should be read so as to include unusual transactions
within any references to suspicious transactions, where appropriate.
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and in some countries other entities or
persons, is now regarded as an essential
element of the anti-money laundering
programme for every country.

Recommendation 15 of the FATF 40
Recommendations states that:

If financial institutions suspect that funds stem
from a criminal activity, they should be
required to report promptly their suspicions to
the competent authorities.

Almost all FATF members have now
implemented a mandatory system of
reporting suspicious transactions, though
the precise extent and form of the obliga-
tion varies from country to country. The
requirement under Recommendation 15 is
also supplemented by several other recom-
mendations such as that financial institu-
tions and their staff should receive protec-
tion from criminal or civil liability for
reports made in good faith (Recommenda-
tion 16), customers must not be tipped off
about reports (Recommendation 17), and
financial institutions should comply with
instructions from the competent authori-

ties in relation to reports (Recommenda-
tion 18).

It is recognised that measures to counter
money laundering will be more effective if
government ministries and agencies work
in partnership with the financial sector. In
relation to the reporting of suspicious
transactions, an important element of this
partnership approach is the need to pro-
vide feedback to institutions or persons
which report suspicious transactions.
Financial regulators will also benefit from
receiving certain feedback. There are
compelling reasons why feedback should
be provided:
% It enables reporting institutions to
better educate their staff as to the trans-
actions which are suspicious and

which should be reported. This leads
staff to make higher quality reports
which are more likely to correctly
identity transactions connected with
criminal activity;

K2
°*

[t provides compliance officers of report-
ing institutions with important informa-
tion and results, allowing them to better
perform that part of their function
which requires them to filter out reports
made by staff which are not truly suspi-
cious. The correct identification of
transactions connected with money
laundering or other types of crime allows
a more efficient use of the resources of
both the financial intelligence unit and
the reporting institution;

% It also allows the institution to take
appropriate action, e.g. to close the
customer’s account if he is convicted of
an offence, or to clear his name if an
investigation shows that there is
nothing suspicious;

% It can lead to improved reporting and
investigative procedures, and is often
of benefit to the supervisory authori-
ties which regulate the reporting insti-
tutions; and

% Feedback is one of the ways in which
government and law enforcement can
contribute to the partnership with the
financial sector, and it provides infor-
mation which demonstrates to the
financial sector that the resources and
effort committed by them to reporting
suspicious transactions are worthwhile,
and results are obtained.

In many countries the obligation to report
suspicious transactions only applies to
financial institu<ions. Moreover, the expe-
rience in FATF in which an obligation to
report also applies to non-financial busi-
nesses or to all persons is that the vast
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I
(1)

majority of suspicious transactions reports
are made by financial institutions, and in
particular by banks. In recent years
though, money laundering trends suggest
that money launderers have moved away
from strongly regulated institutions with
higher levels of internal controls such as
banks, towards less strongly regulated sec-
tors such as the non-bank financial institu-
tion sector and non-financial businesses.
In order to promote increased awareness
and co-operation in these latter sectors,
FIUs need to analyse trends and provide
feedback on current trends and techniques
to such institutions and businesses if a
comprehensive laundering
strategy is to be put in place. The empirical
evidence suggests that where there is
increased feedback to, and co-operation
with, these other sectors, this leads to sig-
nificantly increased numbers of suspicious
transaction reports.

anti-money

General Feedback
Types of Feedback
Several forms of general feedback are cur-

general feedback can be based is either
statistics relating to the number of suspi-
cious transaction reports and the results
achieved from those reports, or cases or
investigations involving money launder-
ing (whether or not the defendant is prose-
cuted for a money laundering offence or for
the predicate offences). As these cases or
investigations could result from a suspi-
cious transaction report or from other
sources of information, it is important that
those agencies which provide feedback
ensure that all relevant examples are
included in the feedback they provide. It is
also important that all relevant authorities,
together with the reporting institutions,
agree on the contents and form of sanitised
cases, so as to prevent any subsequent diffi-
culties to any institution or agency. It
would also be beneficial if certain types of
feedback, such as sanitised cases, are
widely distributed, so that the benefits of
this feedback are not restricted to the
reporting institutions in that particular
country.

Statistics — What Types of Statistics Should be
Made Available ?
10. Statistical information could be broken
into at least two categories:
(a) that which relates to the reports received
and the breakdowns that can be made
of this information; and

rently provided, at both national and
international levels. The type of feedback
and the way in which it is provided in each
country may vary because of such matters
as obligations of secrecy or the number of
reports being received by the FIU, but the
following types of feedback are used in sev-
eral countries:
(a) statistics on the number of disclosures,
with appropriate breakdowns, and on
the results of the disclosures;

(b) that which relates to reports which
lead to or assist in investigations, pros-
ecutions or confiscation action. Exam-
ples of the types of statistics which

(b) information on current techniques, could be retained are:

thods and trend ti lled
fne © S.at,l rends (sometimes calle % Category (a) — Detailed information
typologies’); and

on matters such as the number of suspi-
cious transaction reports, the number
of reports by sector or institution, the
monetary value of such reports and
files, and the geographic areas from

(c) sanitised examples of actual money
laundering cases.

9. The underlying information on which
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which cases have been referred. Infor-
mation could also be retained to give a
breakdown of the types of institutions
which reported and the types of trans-
actions involved in the transactions
reported.

% Category (b) — Information on the
investigation case files opened, the
number of cases closed, and cases
referred to the prosecution authorities.
Breakdowns could also be given of the
year in which the report was made, the
types of crimes involved and the
amount of money, as well as the
nationality of the parties involved and
which of the three stages of a money
laundering operation (placement, lay-
ering or integration) the case related
to. Where appropriate, statistics could
also be kept on the reports which have
adirect and positive intelligence value,
and an indication given of the value of
those reports. This is because reports
which do not lead directly to a money
laundering prosecution can still pro-
vide valuable information which may
lead to prosecutions or confiscation

proceedings at a later date (see para-
graph 18).

11. A cross referencing of the different break-

downs of category (a) information with the
types of results achieved under category
(b) should enable FIUs and reporting insti-
tutions to identify those areas where
reporting institutions are successfully iden-
tifying money laundering and other crimi-
nal activity. It would also identify, for
example, those areas where institutions are
not reporting or are reporting suspicions
which lead to below average results. As
such it would be a valuable tool for all con-
cerned. However, as with any statistics,
care needs to be taken in their interpreta-
tion and in the weight that is accorded to

each statistic. In order to extract the
desired statistics efficiently, it is of course
necessary that the suspicious transaction
report form, whether it is sent on paper or
on-line, is designed to allow the appropri-
ate breakdowns to be made. Given the dif-
ficulties that many countries have in gath-
ering and analysing statistics, it is essential
that the amount of human resources
required for this task are minimised, and
that maximum use is made of technology,
even if this initially requires capital expen-
diture or other resource inputs.

How Often Should Statistics be Published ?

12.

13.

Statistics are the most commonly provided
form of feedback and are usually included
in annual reports or regular newsletters,
such as those published by FIUs. Having
regard to the resource implications of col-
lecting and providing statistics, and to the
other types of feedback available, the pub-
lication of an annual set of comprehensive
statistics should provide adequate feedback
in most countries.

It is recommended that:

% statistics are kept on the suspicious
transaction reports received and on
the results obtained from those
reports, and that appropriate break-
downs are made of the available infor-
mation;

% the statistics on the reports received
are cross-referenced with the results
so as to identify areas where money
laundering and other criminal activity
is being successfully detected;

% technological resources are used to
their maximum potential; and

< comprehensive statistics
lished at least once a year.

are pub-
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Current Techniques, Methods and Trends
14. The description of current money launder-

15.

ing techniques and methods will be largely
based on the cases transmitted to the pros-
ecution authorities, and the division of
such cases into the three stages of money
laundering can make it easier to differenti-
ate between the different techniques used,
though it must of course be recognised that
it is often difficult to categorically state
that a transaction falls into one stage or
another. If new methods or techniques are
identified, these should be described and
identified, and reporting institutions
advised of such methods as well as current
money laundering trends. Information on
current trends will be derived from prose-
cutions, investigations or the statistics
referred to above, and could usefully be
linked with those statistics. An accurate
description of current trends will allow
financial institutions to focus on areas of
current risk and also future potential risk.

In addition to any reports that are prepared
by national FIUs, there are a number of
international organisations or groups
which also prepare a report of trends and
techniques, or hold an exercise to review
such trends. The FATF holds an annual
typologies exercise where law enforcement
and regulatory experts from FATF mem-
bers, as well as delegates from relevant
observer organisations, review and discuss
current trends and future threats in rela-
tion to money laundering. A public report
is then published which reviews the con-
clusions of the experts and the trends and
techniques in FATF members and other
countries, as well as considering a special
topic in more detail. This report is avail-
able from the FATF or the FATF Website
(http://www.oecd.org/fatf/). In addition,
Interpol publishes regular bulletins which

16.

17.

contain sanitised case examples.

Other international groups, such as the
Asia/Pacific Group on Money Laundering,
the Caribbean Financial Action Task
Force (CFATF), and the Organisation of
American States/Inter-American Drug
Abuse Control Commission (OAS/
CiCAD) are holding or will also hold
typologies exercises which could provide
further information on the trends and
techniques that are being used to launder
money in the regions concerned. Inter-
national trends could usefully be extracted
and included in feedback supplied by
national FIUs where they are particularly
relevant, but in relation to more general
information, reporting institutions should
simply be made aware of how they can
access such reports if they wish to. This
will help to avoid information overload.

It is recommended that:

% new money laundering methods or
techniques, as well as trends in exist-
ing techniques are described and iden-
tified, and that financial and other
institutions are advised of these
trends and techniques;

% feedback on trends and techniques
published by international bodies be
extracted and included in feedback
supplied by national FIUs only if it is
particularly relevant, but that report-
ing institutions are made aware of
how to access such reports.

Sanitised Cases
18.

This type of feedback is sometimes
regarded by financial sector representa-
tives as even more valuable than informa-
tion on trends. Sanitised cases* are very
helpful to compliance officers and front

* Sanitised cases are cases which have had all specific identifying features removed.
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19.

20.

line staff, since they provide detailed
examples of actual money laundering and
the results of such cases, thus increasing
the awareness of front line staff. Two
examples of methods used to distribute this
type of feedback are a quarterly newsletter
and a database of sanitised cases. Both
methods provide a set of sanitised cases
which summarise the facts of the case, the
enquiries made and a brief summary of the
results. A short section drawing out the
lessons to be learnt from the case is also
provided in the database. The length of
the description of each case could vary
from a paragraph outlining the case,
through to a longer and more detailed
summary.

Care and consideration needs to be taken
in choosing appropriate cases and in their
sanitisation, in order to avoid any legal
ramifications. In the countries which use
such feedback, the examples used are gen-
erally cases which have been completed,
either because the criminal proceedings are
concluded or because the report was not
found to be justified. Inclusion of cases
where the report was unfounded can be just
as helpful as those where the subject of the
report was convicted on money laundering.

It is recommended that sanitised cases be
published or made available to reporting
institutions, and that each sanitised case
could include:

L)

% a description of the facts;

K2
0’0

a brief summary of the results of the
case;

% where appropriate, a description of
the enquiries made by the FIU; and

% a description of the lessons to be

learnt from the reporting and inves-
tigative procedures that were adopted
in the case. Such lessons can be help-

ful not only to financial institutions
and their staff, but also to law
enforcement investigators.

(ir) Other Information Which Could be

21.

Provided
In addition to general feedback of the
types referred to above, there are other
types of information which can be distrib-
uted to financial and other institutions
using the same methods. Often this infor-
mation is provided in guidance notes or
annual reports, but it provides essential
background information for the staff of
reporting institutions, and also keeps them
up-to-date on current issues. Examples of
such other information include:

% an explanation of why money laun-
dering takes place, a description of
the money laundering process and the
three stages of money laundering,
including practical examples;

% an explanation of the legal obligation
to report, to whom it applies and the
sanctions (if any) for failing to report.

% the procedures and processes by
which reports are made, analysed, and
investigated, and by which feedback
is provided allows FIUs to provide
information on matters such as the
length of time it can take for a criminal
proceeding to be finalised or to explain
that even though not every report
results in a prosecution for money
laundering, the report could be used as
evidence or intelligence which con-
tributes to a prosecution for a criminal
offence, or provides other valuable
intelligence information;

< a summary of any legislative changes
which may have been recently made in
relation to the reporting regime or
money laundering offences;

COMBATING MONEY LAUNDERING

139



(iii
22.

23.

< a description of current and/or future

challenges for the FIU.

Feedback Methods

Written Feedback — As noted above, two
of the most popular methods of providing
general feedback are through annual
reports and regular newsletters or circulars.
As noted above, annual reports could use-
fully contain sets of statistics and descrip-
tion of money laundering trends. A short
(for example, four-page) newsletter or cir-
cular which is published on a regular basis
two or four times a year provides continu-
ity of contact with reporting institutions.
It could contain sanitised cases, legislative
updates or information on current issues or
money laundering methods.

Meetings — There are a range of other ways
in which feedback is provided to the bod-
ies or persons who report. Most FIU pro-
vide such feedback through face-to-face
meetings with financial institutions,
whether for a specific institution or its
staff, or for a broader range of institutions.
Seminars, conferences and workshops are
commonly used to provide training for
financial institutions and their staff, and
this provides a forum in which feedback is
provided as part of the training and educa-
tion process. Several countries have also
established working or liaison groups com-
bining the FIU which receives the reports
and representatives of the financial sector.
These groups can also include the financial
regulator or representatives of law enforce-
ment agencies, and provide a regular chan-
nel of communication through which
feedback, and other topics such as report-
ing procedures, can be discussed. Finally,
staff of FIUs could use meetings with indi-
vidual compliance officers as an opportu-
nity to provide general feedback.

24.

25.

26.

217.

Video — Many countries and financial
institutions or their associations have pub-
lished an educational video as part of their
overall anti-money laundering training
and education process. Such a method of
communication provides an opportunity
for direct feedback to front line staff and
could include material on sanitised cases,
money laundering methods and other
information.

Electronic Information Systems obtain-
ing information from websites, other elec-
tronic databases or through electronic
message systems have the advantage of
speed, increased efficiency, reduced opera-
ting costs and better accessibility to rele-
vant information. While the need for
appropriate confidentiality and security
must be maintained, consideration should
be given to providing increasing feedback
through a password protected or secure
website or database, or by electronic mail.

When deciding on the methods of general
feedback that are to be used, each country
will have to take into account the views of
the reporting institutions as to the degree
to which reporting of suspicious or unusual
transactions should be made public know-
ledge. For example, in some countries, the
banks have no objection to sanitised cases
becoming public information, in part
because of the objective and transparent
nature of the reporting system. However,
in other countries, financial institutions
would like to receive this type of feedback,
but do not want it made available to the
public as a whole. Such differing views
mean that slightly different approaches
may need to be taken in each country.

Specific or Case-by-Case Feedback
Reporting institutions and their associa-
tions welcome prompt and timely informa-
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28.

29.

tion on the results of reports of suspicious
transactions, not only so they can improve
the processes of their member institutions
for identifying suspicious transactions, but
also so that they can take appropriate
action in relation to the customer. There is
concern that by keeping a customer’s
account open, after a suspicious transac-
tion report has been made, that the institu-
tion may be increasing its vulnerability
with respect to monies owned to them by
the customer. However, specific feedback
is much more difficult to provide than gen-
eral feedback, for both legal and practical
reasons.

One of the primary concerns is that on-
going law enforcement investigations
should not be put at risk by providing spe-
cific feedback information to the reporting
institution at a stage prior to the con-
clusion of the case. Another practical con-
cern is the question of the resource impli-
cations and the best and most efficient
method for providing such feedback,
which will often depend on the amount of
reports received by the FIU. Legal issues in
some countries relate to strict secrecy laws
which prevent the FIU from disclosing
specific feedback, or concern general pri-
vacy laws which limit the feedback which
can be provided. Finally, financial institu-
tions are also concerned about the degree
to which such feedback becomes public
knowledge, and the need to ensure the
safety of their staff and protect them from
being called as witnesses who have to give
evidence in court concerning the disclo-
sure. This was dealt with in one country by
a specific legislative amendment which pro-
hibits suspicious transaction reports being
put in evidence or even referred to in court.

Given these limitations and concern, cur-
rent feedback information provided by

30.

31.
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receiving agencies to reporting institutions
on specific cases is more limited than gen-
eral feedback. The only information which
appears to be provided in most countries is
an acknowledgement of receipt of the sus-
picious transaction report. In some coun-
tries this is provided through an automatic,
computer-generated response, which would
be the most efficient method of respond-
ing. The other form of specific feedback
which is relied on in many countries is
informal feedback through unofficial con-
tacts. Often this is based on the police offi-
cer or prosecutor who is investigating the
case following up the initial report, and
serving the reporting institution with a
search warrant, or some other form of com-
pulsory court order requiring further infor-
mation to be produced. Although this
gives the institution some further feedback
information, it will only be interim infor-
mation not showing the result of the case,
and the institution is left uncertain as to
when it will receive this information.

Depending on the degree to which the
practical and legal considerations referred
to in paragraph 28 apply in each country,
other types of specific feedback are pro-
vided; this includes regular advice on cases
that are closed, information on whether a
case has been passed on for investigation
and the name of the investigating police
officer or district, and advice on the result
of a case when it is concluded. In most
countries, feedback is not normally pro-
vided during the pendancy of any investi-
gation involving the report.

Having regard to current practice and the
concerns identified above, and taking into
account the requirements imposed by any
national secrecy or privacy legislation, and
subject to other limitations such as risk to
the investigation and resource implica-
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32.

tions, it is recommended that whenever
possible, the following specific feedback is
provided (and that time limits could also
be determined by appropriate authorities
so that it is assured that the feedback is
timely), namely that:
(a) receipt of the report
acknowledged by the FIU;

should be

(b) if the report will be subject to a fuller
investigation, the institution could be
advised of the agency that will investi-
gate the report, if the agency does not
believe this would adversely affect the
investigation; and

(c)if a case is closed or completed,
whether because of a concluded prose-
cution, because the report was found to
relate to a legitimate transaction or for
other reasons, then the institution
should receive information on that
decision or result.

Conclusion

In relation to both specific and general
feedback, it is necessary that an efficient
system exists for determining whether the
report led or contributed to a positive
result, whether by way of prosecution or
confiscation, or through its intelligence
value. Whatever the administrative struc-
ture of the government agencies involved
in collecting intelligence or investigating
and prosecuting criminality, it is essential

33.

that whichever agency is responsible for
providing feedback receives the informa-
tion and results upon which that feedback
is based. If the FIU which receives the
report is the body responsible, this will
usually require the investigating officers or
the prosecutor to provide the FIU with
feedback on the results in a timely and effi-
cient way. One method of efficiently
achieving this could be through the use of
a standard reporting form, combined with
a set distribution list. Failure to provide
such information will make the feedback
received by reporting institutions far less
accurate or valuable.

It is clear that there is considerable diver-
sity in the volume, types and methods of
general and specific feedback currently
being provided. The types and methods of
feedback are undoubtedly improving, and
many countries are working closely with
their financial sectors to try to increase the
amount of feedback and reduce any limita-
tions, but it is clear that the provision of
feedback is still at an early stage of devel-
opment in most countries. Further co-
operative exchange of information and
ideas is thus necessary for the partnership
between FIUs, law enforcement agencies
and the financial sector to work more
effectively, and for countries to provide not
only an increased level of feedback but
also, where feasible, greater uniformity.
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